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Dear Mr. Marshall:

This is a fifth interim response to your Freedom of Information Act (FOIA) request
dated and received in this Office on December 12, 2017, in which you requested: (1)
communications between former Associate Deputy Attorney General Bruce Ohr and named
individuals and entities, (2) travel documents pertaining to Mr. Ohr, and (3) all calendar entries
of Mr. Ohr, dating since January 1, 2015. This will also serve as a first interim response to
your FOIA request dated and received in this Office on May 29, 2018, in which you requested:
records from the Office of the Deputy Attorney General (ODAG) relating to Fusion GPS,
Nellie Ohr, and/or Christopher Steele, dating since January 2016. This response is made on
behalf of ODAG. In the course of processing the latter request, the Organized Crime Drug
Enforcement Task Force (OCDETF) also referred material to this Office for processing and
direct response to you. This response includes material referred by OCDETF.

On August 24, 2018, October 1, 2018, November 1, 2018, and December 14, 2018, we
provided you with interim responses to your request. We have now completed processing 344
additional pages containing records responsive to your request. | have determined that 337
pages containing records responsive to your request are appropriate for release with excisions
made pursuant to Exemptions 6, 7(A), 7(C), 7(D), and 7(E) of the FOIA, 5 U.S.C. § 552(b)(6),
L)) (A), (b)(7)(C), (b)(7)(D), and (b)(7)(E), and copies are enclosed. Additionally, | have
determined that seven pages should be withheld in full pursuant to Exemptions 6, 7(A), 7(C),
7(D), and 7(E). Some of the excisions in these records are made on behalf of other entities,
including the Federal Bureau of Investigation (FBI) and the Department’s Criminal Division.
Please be advised that duplicative records were not processed, and are marked accordingly.

Exemption 6 pertains to information the release of which would constitute a clearly
unwarranted invasion of the personal privacy of third parties. Exemption 7(A) pertains to
records or information compiled for law enforcement purposes, the release of which could
reasonably be expected to interfere with enforcement proceedings. Exemption 7(C) pertains to
records or information compiled for law enforcement purposes, the release of which could
reasonably be expected to constitute an unwarranted invasion of the personal privacy of third
parties. Exemption 7(D) pertains to records or information compiled for law enforcement
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purposes, the release of which would disclose the (identity of a confidential source).
Exemption 7(E) pertains to records or information compiled for law enforcement purposes, the
release of which would disclose certain techniques or procedures for law enforcement
investigations or prosecutions.

For your information, Congress excluded three discrete categories of law enforcement
and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c) (2012
& Supp. V 2017). This response is limited to those records that are subject to the requirements
of the FOIA. This is a standard notification that is given to all our requesters and should not be
taken as an indication that excluded records do, or do not, exist.

If you have any questions regarding this response, please contact Michael Gerardi of
the Department’s Civil Division, Federal Programs Branch, at 202-616-0680.

Sincerely,

Vanessa R. Brinkmann
Senior Counsel

Enclosures
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)
Sent: (6) (7)A). (b) (7)(D). () (7)E).- per FB)
To: Chris Steele
Subject: RE: Greetings!
Hi Chris—
Happy New Year to you and your family as well! Itis good to hear from you and I'm glad to hear you

he pollution is definitely a deterrent to spending too much time there, butitisa

ascinati NEgj place,

Sent:
To: Ohr, Bruce (ODAG)
Subject: Greetings!

From: Chris Steele |

Dear Bruce,

A Happy New Year to you and yours. | am back from || NG < impressed with

the place other than the pollution of course [ ENNENNRA NIRRT N

Best, Chris

Document ID: 0.7.18991.5031
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Chris Steele

= —————————————————————————————————————————————————————————————————— - ——~1
From: Chris Steele

Sent: [0)5) )7, ) 7XC). ) (DX0). 0 (HE)-per P

To: Ohr, Bruce (ODAG)

Subject: (61 (DHA). () ()O).0) (1)), -per FoI

Best, Chris

From: Bruce Ohr <Bruce.G.Ohr@usdoj.gov>

e
To: Chris Steel=

Many thanks for your email and the updates. | am glad to hear that || NG

Give my best to your family and hope all continues to be well with you.

Bruce

From: Chris Stec!-
il

To: Ohr, Bruce (ODAG)
ot
Dear Bruce,

| hope you are well and have had a good start to the year. We had a great Christmas and New Year break || SN

It would be good to catch up properly, either in London or possibly elsewhere in western Europe if you are visiting.
Please let me know if you do.

Document ID: 0.7.18991.5107
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Thanks and Best, Chris

Document ID: 0.7.18991.5107
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)
Sent: [0) (1)A). (&) (1XD)-(0) (1)E).- per FB)
To: Chris Steele

Thanks Chris!

=2}
~
c
Inl
m

R A

Dear Bruce,

VAR AN

> | hope you are well.

>

j(b) (7)(A), B) (/)D). (b) (7/)E). -perFBI 00O

>

= Best, Chris

Document ID: 0.7.18991.5125
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Thursday, March 17, 2016 5:43 PM
To: Chris Steele

Subject: RE: CDS- Possible Meeting In Europe

Hi Chris—
I'm afraid nothing has crystallized yet. Would you like to setup a call?

- Bruce

From: Chris Steele

Sent: Thursday, March 17, 2016 1:29 PM
To: Ohr, Bruce (ODAG)

Subject: CDS- Possible Meeting In Europe

Dear Bruce,

I hope you are well. Do you have any further news on a possible visit to Europe in the near term where we could meet
up? Thanks, Chris

Chris Steele
Director

ORBIS

9-11 Grosvenor Gardens.
Londen SWI1W 0BD

Te!

Vo
Email:
www.orbisbi.com
Orbis Business Intalligence Limitad ("Orbis") is razistersd in England with registered numbsar 6848574 and registered address Highland House, Mavflowsr closs,
Chandlers Ford, Eastlsigh SO53 4AR.

CONFIDENTIALITY AND DISCLAIMER STATEMENTS

This email transmission (including any attachmeants to it} iz strictly confidential and may be legally privilezad. This email iz intendad solzly to

v

recetved by ths parson(s) or orzanisation(s) to whom it is zddrass=d. If vou ar=s not the intendad racipient of this smail. retaining, using,

dizseminating, distributing, copving or taking any actions in raliancs ppon any tnformation or documents contained in it {s strictly prohibited and
will constitute 2 breach of confidentiality. If you have recaivad this email in ecror, plaass reply to tha sender immediatsly to inform s and
dalzte it

Plaaze nota that mternet email i3 not 2 100% sscure communications medium. Further, any matenial origtnated by Orbis and tranamitt=d to yvou

= taken steps to ensurs that this =-
s-fraa ppon receipt and w2 do not

via 2 third party should bs verifiad by raference to material obtainad directly from Orbis. Althovgh wz ha
hould chack that they are v

mail and attachments ars virus-fre= at the point of departure, thes racipient
accept liability for any damage so causad.

Document ID: 0.7.18991.5214
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: ) 7)), @) 74O), 0 . -por 7

To: Chris Steele

Subject: Re: Availability for Skypecon With CDS?
Chris -

| wish you and your family a great weekend as well. Talk with you next week!

Bruce

ey bl

Thanks Bruce, that should work well for me. Have a good weekend.

Sent from my BlackBemy 10 smartphone.

From: Ohr, Bruce (ODAG)
Sent:
To: Chris Steele

Subject RE Awzilability for Skypecon With CDS?

Hi Chris —

t's always good to hearfrom you.

Bruce

From: Chris Steele
S

To: Ohr, Bruce (ODAG)
Subject: Availability for Skypecon With CDS?

Dear Bruce,

QESRREREIRRIBRE ) (5. () ().A). (5) (/)(C). (&) (7)(D). (b) (N(E). -perrl

Many thanks and
Best, Chris

Chris Steele
Director

dmage001.png>
0-11 Gros

Document ID: 0.7.18991.5341
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LVIUD. 3
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www.orbisbt com

Ortiz Businass Inellisencs Lim ited ("Orbis”) is ragistersd in England with egisteed num ber §848574 and resistemd addrez Hishind Houe, Madlowsr doz,
Chandlers Ford, Ezstleigh, 5053 4AR.

CONFIDENTIALITY AND DISCLAIMER STATEMENTS

This email transmiszion (incoding any attachments to it) iz strictly confidentisl snd may te lezlly privilaged. This email is intended o ly to be
receivad by the person(s) or ormnisation{s) to whom it isaddrezsed If youv ars not the intended recipiont of this email retsining wsing,
dzeminating distritixing, copying or taking any sctions in calisnce yon any information or documeants containadin it is strictly prohbit2dand
will constitutz a breach of confidentiality. If youhavea raceivad this email in orror, pleass reply to the sander immediately to nform = and
delete it.

Pleasze nota that intamat email isnot 2 100% =cure communications madivm. Forther, any matsria] originatad by Orbis and tranzmitted to you
vis & third panty should be verified by reference to materis] obtzinad directly from Orbis Although we= havs taksn xeps t0 snaure that thise-
mail and attachments a2 vine-fres at the point of depantur=. the racpient should chack that they am virus-free ppon raceipt and we do not
sccapt liability for any damas so causad.

Document ID: 0.7.18991.5341
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Chris Steele
e —
From: Chris Steele

Sent: Saturday, July 30, 2016 9:36 PM

To: Ohr, Bruce (ODAG)

Subject: Re: CDS In DC

Great to see you and Nellie this morning Bruce. Let's keep in touch on the substantive issues/s. Glenn is happy to speak to
you on this if it would help.

Best, Chris

Sent from my BlackBerry 10 smartphone.
Original Message

From: Ohr, Bruce (ODAG)

Sent: Friday, 29 July 2016 22:32

To: Chris Steele

Subject: Re: CDS In DC

Very good. See you at 900.

>0On Jul 29, 2016, at 10:00 PM, Chris Steele [ EEIEEEG o

=
> Let's do 0900 then. See you in the lobby. Chris

>

> Sent from my BlackBerry 10 smartphone.

> Original Message

> From: Ohr, Bruce (ODAG)

>Sent: Friday, 29 July 2016 17:16

> To: Chris Steele

>Subject: Re: CDS In DC

=

>

> Sounds good, but we won't let you pay for breakfast! 1'll wait for your confirmation on the time.

>

>Bruce

>

> On Jul 28, 2016, at 4:24 PM, Chris Stee! [ B} SN 1 ote:
>

>Thanks Bruce. On me at the Mayflower Hotel, Conn Ave NW at 0900 should work but I'll confirm the time for definite this
eve if | may. Looking forward to seeing you. Chris

>

>

> Sent from my BlackBerry 10 smartphone.

> From: Ohr, Bruce (ODAG)

>Sent: Friday, 29 July 2016 08:44

>To: Chris Steele

>Subject: RE: CDS In DC

>

>

> Dear Chris —

>

> Nice to hear from you! Nellie and | would be up for breakfast tomorrow and can come into town. What would be a
good time for you?

>

=

>- Bruce

Document ID: 0.7.18991.5372
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>
> From: Chris Stee!< N

> Sent: Friday, July 29, 2016 5:37 AM

>To: Ohr, Bruce (ODAG)

> Subject: CDS in DC

>

> Dear Bruce,

>

> Just to let you know | sha!ll be in DC at short notice on business from this PM till Saturday eve, staying at the Mayflower
Hotel. If you are in town it would be good to meet up, perhaps for breakfast tomorrow morn? Happy to see Nellie too if
she's up for it. Please let me know. Best, Chris

>

>Sent from my BlackBerry 10 smartphone.

>

Document ID: 0.7.18991.5372
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Glenn Simpson

From: Glenn Simpson

Sent: Monday, August 22, 2016 10:27 AM
To: Ohr, Bruce (ODAG)

Subject: Can uring

(b) 6) ]

Sent from my iPhone

Document ID: 0.7.17531.5002 20180618-0000738
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)
Sent: Wednesday, September 21, 2016 8:30 PM
To: Chris Steele
Subject: Re: CDS US Visit
Chris -
Perfect. I'll see you Friday at your hotel at 8 am.
Bruce
>On Sep 21, 2016, at 8:22 PM, Chris Steele [|EIISIEGEEGEE -
-

=>Thanks Bruce. 0800 on Friday would still be better for me, at the hotel. More useful too all round 1 think, after my
scheduled meetings tomorrow.

=

>Thanks, Chris

>

> Sent from my BlackBerry 10 smartphone.

> Original Message

> From: Ohr, Bruce (ODAG)

>Sent: Wednesday, 21 September 2016 18:09

>To: Chris Steele

> Subject: Re: CDS US Visit

>

=

> Hi Chris

>

> Would tomorrow for breakfast still work for you? My calendar is pretty good tomorrow morning, not so good on
Friday. An early breakfast on Friday, say 8 am?, would work too. Should | come to your hotel?

>

>Bruce

-

>0n Sep 21, 2016, at 3:12 PM, chris Steele [ NG -

>

> Dear Bruce,

>

> 1 have now arrived in DC and am staying at the Capital Hilton, 1001 16th Street NW. | don't know my client-related
programme yet but am keen to meet up with you. Might we provisionally say breakfast on Friday morn or even tomorrow
morn if necessary? Look forward to hearing back from you.

>

> Best, Chris

>

> Sent from my BlackBerry 10 smartphone.

> From: Ohr, Bruce (ODAG)

>Sent: Friday, 16 September 2016 10:52

>To: Chris Steele

> Subject: RE: CDS US Visit

>

>

> Hi Chris —

>

> It would be great to see you in DC. 1'll be out of town Sept 19-21 but should be here the rest of the time. My numbers
are office: 202 307 2510 and cell: ||} ]l Lt me know what works best for you.

>

=

Document ID: 0.7.18991.5611
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>- Bruce

>

> From: Chris Steele

>Sent: Friday, September 16, 2016 10:42 AM

>To: Ohr, Bruce (ODAG)

>Subject: CDS US Visit

-

> Dear Bruce,

>

= | hope you are well. | am probably going to visit Washington again in the next couple of weeks on business of mutual
interest. | would like to see you again in person and therefore to coordinate diaries. So when are you planning to be in
town please?

-

>Thanks and Best, Chris

>

>P.S. | don't think | have up to date cell or landline phone numbers for you. Grateful if you could send me them.
>

>

>

> Sent from my BlackBerry 10 smartphone.

-

- 1

Document ID: 0.7.18991.5611
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Chris Steele

From: Chris Steele

Sent: (6) (7)D). (&) (7)(E).-per FB1 |
To: Ohr, Bruce (ODAG)

Subject: Re: Orbis BI

Thanks Bruce. 2 mins. Chris

Sent from my BlackBerry 10 smartphone.
Original Message
From: Ohr, Bruce (ODAG)

(o) (7)(D). (b) (1)(E). -per FBI

To: Chris Steele
Subject: Re: Orbis Bl
Chris -
Do you have a moment now? | can log onto Skype.

Bruce

1) ©)7XC). B 7XO). ©) (5. -pe T Rl b) (6), (b) (7)(C), (b) (7)D). (b) (7)E), -perFBI
- wrote:

Dear Bruce,

| hope you are we! . [N
I Please let me know.

Thanks, Chris

Sent from my BlackBerry 10 smartphone.

Document ID: 0.7.18991.5660
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Chris Steele

From: Chris Steele
To: Ohr, Bruce (ODAG)

OK, trying to Skype you now.

Sent from my BlackBerry 10 smartphone.

From: Ohr, Bruce (ODAG
Sent:

To: Chris Steele

Chris—

Now would be good if you have time. Thanks!
Bruce
Sent:
To: Ohr, Bruce (ODAG)

subject: NI

Thanks Bruce. | could speak to you by Skype anytime over the next 90 minutes. Just let me know. Best,
Chris

From: Chris Stee = |l

Sent from my BlackBerry 10 smartghone.

From: Ohr, Bruce (ODAG)
Sent:
To: Chris Steele

BIDERR D) (7)(D). (b) (7)(E) - per FBI

Chris—

Thanks! Let me know if you have a couple of minutes for a Skype call today.
- Bruce
Sent:

To: Ohr, Bruce (ODAG)
Subject:

From: Chris Steelc NI

Dear Bruce,

Document ID: 0.7.18991.5670
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Best. Chris

Chris Steele
Director

ORBIS

and with r2zisterad number 6848574 and rezistarsd addraes Highland Housa, Mayflower closs,

Document ID: 0.7.18991.5670
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Nellie Ohr

From: Nellie Ohr

Sent: Monday, December 12, 2016 10:11 AM
To: Ohr, Bruce (ODAG)

Subject: Fuwd: fyi

| assume Glenn means you not me

—-Original Message—

From: Glenn Simpson [ ElIEIIIEGgGEGEGEGEGEGEE
To: Bruce OhrlXG)

Sent: Mon, Dec 12, 2016 10:05 am

Subject: Re: fyi

Please ring if you can

From: Nellie Ohr{QXQ)

Date: Sunday, December 11, 2016 at 1:08 PM

To: Glenn Simpson [N

Subject: Re: fyi

Thank you!

Sent from my iPhone

On Dec 11, 2016, at 12:20 PM, Glenn Simpson I NG ot

Torshin-nra article
hitps://thinkprogress.org/nra-and-russian-cousin-18f607d40240#.g03lkk2hf

Document ID: 0.7.17531.5003 20180618-0000343
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Monday, December 26, 2016 9:20 PM
To: CHRIS STEELE

Subject: Re: Happy Christmas!

Chris -

A belated Merry Christmas and Happy New Year to you and your family as well! | wish you the best

in 2017.

Bruce

On Dec 24, 2016, at 1:49 PM, CHRIS STEELE (DO TIIINIGEEEEE - ot-:
Dear Bruce,

Just a quick message to wish you, Nellie and all the family Merry Christmas and a
Happy, Healthy and Successful New Year from us. Take care and good luck with

everything.
Best Regards, Chris

Document ID: 0.7.18991.6088
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Phone Log for Thursday, December 8, 2016

1. Called Julius, filled him in. He will be on the call.

2. Called for Rob Patterson, left message.

3. LisaH 123 I

&
<
o
o1

J

(=)
a1

6. Called Glenn Simpson, coffee tomorrow at 3.

7. Called for Tom Kelly, left message. Spoke with him, told him that | spoke with Chuck Rosenberg
last night (XS

O
g 00

Julius DONE

MJ SENT EMAIL asking when would be a good time. DONE

Document ID: 0.7.17531.6384 20180618-0000349
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Rob Patterson LEFT MESSAGE
Tom K Left message

No FEAR act DONE

Document ID: 0.7.17531.6384 20180618-0000350
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Phone Log for Tuesday, December 13, 2016
1. Called for Bill Busis

2. Glenn Simpson. Some more news. Yestreday 9:27 a.m. Spoke with him.

Rod Rosenstein 5:48 pm (DI DONE CALL JIM CROWELL

- |

Rob Patterson LEFT MESSAGE, SENT EMAIL

Call FBI DONE

Document ID: 0.7.17531.6365 20180618-0000341
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Document ID: 0.7.17531.6365 20180618-0000342



Obtained via FOIA by Judicial Watch, Inc.

]

o
e
=
2]
o
n
@
n
Qo
—-h
~!
(9)]
-,
(5}
Tl
e

Bruce Ob NG -
To Glenn Simpson NI

Thank youl!
- Bruce

Sent from my iPhone

On Feb 23, 2017, at 10:05 AM, Glenn Simpson [l EIIEIEGEGEGEGEGEGEE -

~gop-share-a-new-i

hitp://www.thedzilybeast.com/articles/2017/02/23/the-kremiin-and-gop-sh

G-anc-soy-

ioes-she-love-guns.himl

Glenn Simpson (NS
To Bruce Obr NS

Can you call me please?

Sun, Dec 11, 2016 1:08 pm

To Glenn Simpson (N

Thank you!

Sent from my iPhone
On Dec 11, 2016, at 12220 PM, Glenn Simpson [N ot

Torshin-nra article

hitps://thinkprogress.org/nra-and-russian-cotisin-1816
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[1/25/17, 8:50:04 AM] : Messages to this chat and calls
are now secured with end-to-end encryption.

[1/25/17, 8:50:48 AM] Bruce: This is Bruce.

[1/25/17, 9:16:1@ AM] : Thanks. Got it. I'11l call you
later if I may. What time would be convenient please? Best

[1/25/17, 9:38:06 AM] Bruce: I have meetings from 1030 — 1239 my time
but am otherwise free up until 1688.
[1/25/17, 12:57:13 PM] : Missed Voice Call

[1/25/17, 12:58:06 PM] Bruce: Sorry, I just missed your call. I'm
available now.

[1/25/17, 6:23:59 PM] Bruce: On Thursday I should be available most of
the morning until 1200 DC time, and then again from 1330 to 1500.
[1/25/17, 6:24:57 PM] : Noted, thanks.

[1/27/17, 9:44:23 AM] : Hi B! Our guy's OK for the time
being but I would like to keep our channel open on him and his
situation if that's all right? Many thanks for your support and Best
Wishes

[1/27/17, 10:38:37 AM] Bruce: Understood. We will be available if
needed. Just or me know.

[1/31/17, 10:52:44 Av] [EESEEE: 5. coubtless a sad and crazy
day for you re-SY. Just wanted to check you are OK, still in situ and
able to help locally as discussed, along with your Bureau colleagues,
with our guy if the need arises? Many Thanks and Best as Always, C
[1/31/17, 10:55:31 AM] Bruce: Yes, a crazy day. I'm still here and
able to help as discussed. TI'll let you know if that changes.

Thanks!

[1/31/17, 11:12:09 AM] [EEEE: hanks. You have my sympathy
and support. If you end up out though, I really need another (Bureau?)
contact point/number who is briefed. We can't allow our guy to be
forced to go back home. It would be disastrous all round, though his
position right now looks stable. A million thanks. C

[1/31/17, 5:48:09 PM] Bruce: Understood. I can certainly give you an
FBI contact if it becomes necessary.
[2/10/17, 10:16:29 AM] : B, Hi. Nothing dramatically
new to report from here but I just wanted to check you were 0K, still
in place and able to stay in touch? Perhaps we could have a word on
FaceTime over the weekend? Many thanks and Best as Always, C
[2/10/17, 11:07:40 AM] Bruce: Good to hear from you. I'm still here
and available to chat. Happy to talk this weekend. When is a good
time for you?
[2/10/17, 11:09:20 AM]
your time? Or thereafter.

[2/10/17, 11:10:49 AM] Bruce: That time is good for me. Thanks!
[3/7/17, 4:53:26 AM] : Would it be possible to speak
later today please? We're very concerned by the Grassley letter and
it's possible implications for us, our operations and our sources. We
need some reassurance. Many thanks

[3/7/17, 6:57:09 AM] Bruce: Sure.
[3/7/17, 6:59:19 AM]
bother you so early but I

: Maybe 1@0@ Saturday morning

Would 130 today, DC time, work?
: Yes thanks it would. Sorry to
1 appreciate why we are concerned.

now you
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[3/7/17, 6:59:50 AM] Bruce: Of course.

[3/7/17, 1:27:39 PM] Bruce: My Skype app is acting up. Can we use the
Whatapp voice call?

(3/7/17, 1:30:01 PM] Bruce: I think my skype is working now if you
want to call me.

(3/7/17, 1:47:31 PM] S 1hanks for that, old friend.

Please do fight our cause and keep in touch. Really fundamental
issues at stake here. Very Best

[3/8/17, 8:26:41 AM] Bruce: Likewise, hang in there!

[3/9/17, 4:01:39 PM] : Missed Voice Call

[3/9/17, 7:21:53 AM] : Any news yet? Thanks

[3/11/17, 4:19:53 PM] : Please call me when you can.
Thanks

[3/12/17, 6:47:31 AM] Bruce: Sorry, I was out of town with no cell
service for a few days. lLet me know when you can talk.

[3/12/17, 7:03:43 AM] : I can talk now though I know
it's early for you.

[3/15/17, 8:20:41 AM] : It would be useful to have a
Whatsapp call later today if possible. I have some points to raise and
would appreciate an update from your end. Just let me know when would
suit. Many thanks as always

[3/15/17, 8:58:46 AM] Bruce: Would 1 pm DC time work for you? Only 4
hours time difference, is that right?
[3/15/17, 9:03:28 AM] : Yes, thanks, that works and I
believe we are only plus 4 hours at the mo. Best

(3716717, 7:52:21 PM] NS i@ Aeparently * is
the DoJ official responsible for overseeing the FCPA/DPA applied to
Bilfinger, our non-paying German engineering company client. Best
[3/17/17, 1:08:41 PM] Bruce: Thanks. Have a good weekend.

[3/18/17, 1:34:45 PM] : Hi! Just wondering if you had
any news? Obviously we're a bit apprehensive given Comey's scheduled
appearance at Congress on Monday. Hoping that important firewalls will
hold. Many thanks,

[3/18/17, 5:32:50 PM] Bruce: Sorry, no new news. I believe my earlier
information is still accurate. I will let you know immediately if
there is any change.

(3724717, 7:15:12 Av1 (S +i Bruce. a surreal week for
me. Inter alia, I was in Westminster Underground station when the
terrorist attack happened! Otherwise we understand an approach from
the Senate Intelligence Committee to us is imminent. I would like to
discuss this and our response with you in the next couple of days if
possible. Please let me know when might suit? Many thanks and Best,
Chris

[3/24/17, 5:34:16 PM] Bruce: Wow, that's nuts. Hope you are okay. We
can chat this weekend if you are available. Would sometime on Sunday

work for you? TI'm pretty open.
[3/24/17, 6:08:02 PM] h: Thanks Bruce. Let's speak on
Sunday eve UK time, maybe 1400 or 1500 EST if that works for you? Best

[3/24/17, 6:40:17 PM] Bruce: 1400 east coast time on Sunday will work.
Thanks and talk with you then.
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[3/30/17, 9:07:46 AM] [EE: -i 5ruce, any news? The Senate
Intel Committee is leaking like a sieve
[ Topetutty

speak soon. Best, Chris
[3/30/17, 9:15:24 AM] Bruce: Chris, no news on this end, aside from
'm reading in the iaiers. Just amazini. *
“ Let me know if you wou ike to talk.
(572717, 10:19:00 AM] (NS Dear Bruce, I would be grateful
for a word over the next couple of days. Could we fix a time for a
Whatsapp call please. Many thanks, Chris

[5/2/17, 10:56:11 AM] Bruce: Chris, of course. Would tomorrow at 1 pm
London time work for you? Bruce
[5/2/17, 11:43:01 AM]
Let's speak then.
[5/2/17, 2:40:12 PM] Bruce: Excellent. Talk with you soon.

[5/9/17, 7:15:04 PM] : B, obviously it's chaotic with
you over there right now but we should probably talk again over the
next couple of days if you can. Do let me know what might work. Best
[5/9/17, 11:15:03 PM] Bruce: Sure. Would Wednesday at 7 pm London
time work for you?

(s/10/17, 4:07:47 AM] [EEEE: Yes. tharks, that's fine for

mel
(5/10/17, 4:08:05 AM] [EEII: Good luck with everything
today!

[5/12/17, 4:22:56 PM] Bruce: Thanks again for your time on Wednesday.
Do you have time for a short follow up call sometime this weekend?
[5/12/17, 5:11:09 PM] _p Yes, of course. Perhaps
sometime tomorrow. When might suit?

[5/12/17, 7:37:15 PM] Bruce: Would 3 pm your time work? I'm pretty
open so just let me know. Thanks !

[5/13/17, 7:54:46 AM]
our time if that works for you? Best
[5/13/17, 8:21:22 AM] Bruce: 2 pm your time is good. It will be
quick. Thanks!
5/15/17, 9:45:09 AM

: Yes thanks, that's good for me.

: Fine, or possibly even at 2 pm

[5/15/17, 1:31:06 PM] Bruce: Thanks!
follow up.

[5/15/17, 2:42:22 PM] Bruce: Thanks again. I chatted with my
colleagues and can give you an update when you have a minute.
%Anything we cou o to help from 1S end? Gratetu

for an update. Thanks and Best, Chris

[6/22/17, 11:19:47 PM] Bruce:
6/24/17, 6:45:42 AM] Bruce:

I will tet them know and we will

t1

r
the summer.
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P{ease pass t!ls on as appropriate. !razy wee! over t!ere just past!

Best, Chris
[7/16/17, 5:49:41 PM] Bruce: Hi Chris, it's good to hear from you.

Hope all is well. I will pass this along to my colleagues. Thanks!
{8/6/17, 12:28:04 PM] : Hi Bruce, hope you're well and
getting some holiday with the family. Whenever convenient I would like
a chat, there's a lot going on and we are frustrated with

Best to All, Chris
; Lab Bruce: Chris, good to hear from you. Wou'ld
tomorrow morning at 9 am D.C. time work for you? Thanks!
[8/6/17, 7:43:27 PM Thanks. lLet's try for that
though
Best, Chris
[8/6/17, 7:48:53 PM] Bruce: No worries. Would Tuesday be better?
[8/7/17, 8:17:39 AM] : Probably. What are your time

windows tomorrow? Thanks
[8/7/17, 8:40:19 AM] Bruce: Anytime in the morning before 11, DC time.

Will that work?

(8/7/17, 9:06:29 AM] ISM: Yes. should do. Probably around

1000 Eastern time.
[8/7/17, 9:27:39 AM] Bruce: Perfect. I'll call you then.

[9/7/17, 5:11:55 AM] : Hi Bruce, I appreciate this

might be tricky but I would appreciate a brief chat about latest

developments. Over to you and Best

[9/7/17, 7:50:01 AM] Bruce: Sure. Would tomorrow morning at 8 am D.C.

time work for you?
9/7/17, 11:45:02 AM

: Thanks but

So maybe late this eve, UK time, or
Saturday? Best

[9/7/17, 2:50:34 PM] Bruce: It's getting pretty late over there.

Shall we say Saturday? What time is best for you?

(977717, 2:52:07 M) [NEHE: 1302 or 1400 UK time depending
on whether you need a lie-in?!
[9/7/17, 2:56:41 PM] Bruce: 1300 U.K. time on Saturday will work.
Thanks!

[9/9/17, 6:13:52 AM

I*1L call you when we finish,

probably around 1
9/9/17, 6:15:30 AM

K time. Thanks

No rush, I'll be here

whenever

[9/9/17, 8:13:40 AM]
[10/26/17, 7:08:53 PM
[10/26/17, 7:09:48 PM]

: Missed Voice Call
: Missed Voice Call
: Missed Voice Call
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[16/26/17, 7:12:47 PM] : Hi Bruce. Can we have a word
tomorrow please? Just seen a story in the media about the Bureau
handing over docs to Congress about my work and relationship with
them. Very concerned about this. Peoples lives may be engangered.

anks, ris
[10/27/17, 7:27:86 PM] Bruce: Chris — my apologies, just saw your
message. I am available for a call tomorrow am.

[10/27/17, 7:33:20 PM] : Thanks Bruce, just off to bed
here now! Shall we speak around @908 your time? Best Chris

[1@/27/17, 7:57:03 PM] Bruce: That sounds good. Talk with you
tomorrow.

[10/30/17, 4:07:46 PM] —: Bruce, having spoken with
Glenn in London today, I now understand and appreciate what you were
talking about on Saturday. Love and Best Wishes to you, Nellie and all
the family.
[11/1/17, 4:02:43 AM] : Bruce, was there any feedback
on my question of the other day? Thanks, Chris

[11/8/17, 11:32:22 AM] : Missed Voice Call

[11/8/17, 2:02:32 PM] : Hi Bruce. If you are able, I
would welcome a quick word. Many thanks
[11/8/17, 2:32:10 PM] Bruce: Chris — of course. Are you available
now? If not, when is a good time?
[11/8/17, 4:31:38 PM] : Missed Voice Call

[11/11/17, 10:36:40 AM] : Hi Bruce, sorry to bother you
on a Saturday but we were wondering it there was any response to the
questions I raised last week? I'm at home this weekend. Thanks and
Best, Chris

[11/11/17, 10:57:43 AM] Bruce: Chris,

Thanks. — Bruce
|lll"lll, l!:!8:36 AM] —: Many thanks. Much

appreciated. Chris
[11/18/17, 4:22:14 PM] : Dear Bruce, I hope you and the
family are well. It’s been another tough week here under the media
spotlight and with legal pressures bearing down on us. I am presumin

Also, we remain in the dark as to what
bout us, our assets and previous work. T
know you understand the importance of all this and have done your very

best to support us, but we would be grateful if you could continue to
u e i e e you again soon.

Best, Chris
[11/18/17, 5:22:42 PM] Bruce: Chris, thanks for reaching out. I
understand the difficulties and uncertainty you are experiencing. I
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- Let’s plan to talk early in the week.

- Bruce
[11/27/17, 10:02:01 AM] : Hi Bruce, is there any chance
we could have a catch-up Whatsapp call this eve GMT, maybe around 1500
with you? Otherwise tomorrow eve GMT? Many thanks, Chris

[11/27/17, 10:48:18 AM] Bruce: Chris — I have a meeting ending at 1500
today that might spill over a few minutes. Would 1515 work for you?
[11/27/17, 10:51:51 AM] : Yes, of course. C

[11/27/17, 11:45:20 AM] Bruce: I will call you then.
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)
Sent: Wednesday, March 23, 2016 2:47 PM
To: Nellie Ohr

Subject: Re: question for Nellie QGRS Lae:t:

Cool!

On Mar 23, 2016, at 2:06 PM, Nellie Ohr (QXQ] wrote:

Sure!

—-Original Message-—
From: Ohr, Bruce (ODAG) (ODAG) <Bruce G Ohr@usdoj gov>

To: Nellie Ohr[QXG)

Sent: Wed, Mar 23, 2016 1:58 pm
Subject: Fwd: question for Nellie N

Hi honey!

| trust you are okay with this?

Love, B

Begin forwarded message:

From: "Holtyn, Lisa (OCDETF)" [(QG)] >

Date: March 23, 2016 at 12:43:28 PM EDT
To: "Ohr, Bruce (ODAG)" <brohr@jmd. usdoj gov<mailto:brohr@jmd usdoj gov=>

Subject: question for Nellie

Hi Bruce,

Hope you guys are having a great vacation. | just met with lvana Nizich (she told me both she and her

husband used to work for you, Bruce — small world!) She and Joe Wheatley are working on one of the
and trying to get some general background info that may be helpful to them

| told her that Nellie might be a great resource, but | didn't want to reach out to her directly without

asking you first so as not to put her on the spot. Do you think she would be comfortable with talking to

them, and would it present any conflict of interest issues for her or for you?

Thanks!
Lisa

Document ID: 0.7.17531.5692 20180618-0000969
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Nellie Ohr

[m—eee - ——————————]
From: Nellie Ohr

Sent: Wednesday, April 13, 2016 8:57 AM

To: Ohr, Bruce (ODAG)

Subject: Re: Bahrain News Agency | Regional workshop on counterterrorism held

Cool!

—-0Original Message—

From: Ohr, Bruce (ODAG) (ODAG) <Bruce.G.Ohr@usdoj.gov>
To: Nellie Ohr[QXE)
Sent: Wed, Apr 13, 2016 3:47 am

Subject: Fwd: Bahrain News Agency | Regional workshop on counterterrorism held

Hi honey,
We made the news!
Love, B

Begin forwarded message

From: '
Date: April 13, 2016 at 7:48:47 AM GMT+1

To: "Ohr. Bruce (ODAG)" <brohr@imd.usdoj gov<mailto-brohr@imd usdoj gov=> (NSD)"

== "Jacobson, Michael N"

<JacobsonMN@state gov<mailto.JacobsonMN@state gov=>
Subject: Bahrain News Agency | Regional workshop on counterterrorism held

http://www_bna_bh/portal/en/news/721659

FYSA

Document ID: 0.7.17531.5708 20180618-0000927
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Nellie Ohr

From: Nellie Ohr

Sent: Monday, December 12, 2016 10:11 AM
To: Ohr, Bruce (ODAG)

Subject: Fuwd: fyi

| assume Glenn means you not me

—-Original Message—

From: Glenn Simpson [ NG
To: Bruce OhrlXG)
Sent: Mon, Dec 12, 2016 10:05 am
Subject: Re: fyi

Please ring if you can

From: Nellie Ohr{QXQ)

Date: Sunday, December 11, 2016 at 1:08 PM

To: Glenn Simpson |

Subject: Re: fyi

Thank you!

Sent from my iPhone

On Dec 11, 2016, at 12:20 PM, Glenn Simpson [ EGzENINNGEGEGEGEE ot c:

Torshin-nra article
hitps://thinkprogress.org/nra-and-russian-cousin-18f607d40240#.g031kk2hf

Document ID: 0.7.17531.5003 20180618-0000343
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Nellie Ohr

From: Nellie Ohr

Sent: Monday, September 05, 2016 7:29 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)
Subject: Fwd: Korzhakov speaks AND crime news

I'm pasting in this article about the buying and selling of official positions. Turns out a US citizen was involved.
Plus other crime news below.

Conveniently in English http://en_crimerussia.ru/corruption/positions-for-sale-how-much-to-become-a-governmental-
official/?lang=ru

Positions for sale: How much to become a
governmental official?

4 Sept 2016

There is a special category of corruption crimes that almost always remain unpunished. They are committed by so-
called 'kingmakers' or fixers' selling positions in governmental institutions, enforcement structures, and large
companies. Bitter struggle is raging in quiet ministerial and departmental offices for sinecures and ‘gravy trains'
allowing to receive good bribes. Upon purchasing the desired position, the civil servant starts using various
corruption schemes to compensate the incurred costs. Obviously, the public and state interests are the last thing
he is concemed about.

Everything is bought and sold

Such machinations are rarely detected by law enforcement authorities because all parties to the deal are happy: the
seller gets good money, while the buyer — powers that can be used at his own discretion. No one is willing to show
off such a deal.

In the recent years, brokage became a common practice in many governmental structures. Wherever duties of
officials can generate illegal profits, fat jobs are sold out like hot cakes — be it a chair in a district administration or a
high post in a federal ministry. Demand always creates supply.

There are plenty of semi-criminal businessmen in Russia willing to invest considerable money into a chair in a
governmental structure — that not only allows to make illegal profits, but also brings numerous privileges available
only to officials. Very often an oligarch — the main beneficiary — remains in the shadow, while the important chair is
occupied by his henchman — a trusted aide who does not make any decisions and only creates an illusion of work.
Of course, all the financial flows stay under control of the real master.

Media normally learn about such type of swindling when positions are sold by adventurous persons who. in fact,
have no relation to staff appointment mechanisms in governmental structures. The defrauded purchasers address
law enforcement authorities in a hope to return millions of rubles paid to the scammers. The number of such
machinations grows every year because people are willing to pay really big money for prestigious positions.

The fake fixers exploit the firm belief of businessmen that money can resolve any issue with state bureaucrats. The
unscrupulous scammers take advantage of the secrecy surrounding administrative structures and inability of
perspective buyers to verify whether the promised appointment is real or not. The fraudsters meet with their victims
in expensive restaurants, show fake service ID’s and other attributes of power. They arrive on luxury cars with
governmental license plates, pretend to take phone calls from influential officials, complain on work load. ..
Businessmen, who understand very well that staffing issues in many governmental agencies are resolved by money,
lose their cautiousness and take the bait.

Post in district administration for mullion rubles

The real kingmakers rarely attract attention of law enforcement authorities. Normally, police and special semvices
catch not true fixers, but fraudsters pretending to be them. Files of arrested law enforcement officers often have a
note: "Had no real possibility to affect the matter”

For example, recently a 40-year-old man tried to sell a cushy job in the Administration of the Moscow District of St.

Document ID: 0.7.17531.5829 20180618-0000639
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Petersburg for 1 million rubles.

According to the St. Petersburg police press service, the investigation of this criminal case is completed. and the
materials have been submitted to court for examination of the merits of the case. Investigators of the Administration
for the Central District of the General Administration for St. Petersburg and the Leningrad Region of the Ministry of
Internal Affairs (MIA) of the Russian Federation have charged the detained suspect under part 3 of Article 30 and
part 3 of Article 159 of the Criminal Code of the Russian Federation (Attempted Swindling on a large scale).
According to the law enforcement authorities, a person have addressed police because he suspected that a 40-year-
old St. Petersburg resident, who had offered him to buy a prestigious position in the district administration, had no
relation to the human resources management in this municipal authority. The suspect was arrested on April 27,
2016 in a restaurant located on Ligovsky avenue in St. Petersburg during a meeting with the potential buyer.
Currently the fraudster is waiting for the trial.

A sentence has been already announced in another high-profile brokage case. The Tverskoy District Court of
Moscow has found that Gennady Astsaturov, 69 years old. and Mikhail Kharsiev, 23 years old, were selling the post
of an Aide to the Deputy of the State Duma of the Russian Federation for $155 thousand.

According to the official statement of the Prosecutor General's Office of the Russian Federation, the convicted
criminals have defrauded a person familiar to them claiming that they can assist with this appointment. If fact, they
never intended to keep that promise. Interestingly, Astsaturov and Kharsiev themselves were Aides to a Deputy of
the State Duma — they used this fact to make their scam more convincing.

The fraudsters were arrested by the Federal Security Service of the Russian Federation (FSB) in a Moscow café
immediately after receiving a partial payment from the victim. The Tverskoy District Court of Moscow has found them
quilty under part 3 of Article 30 and part 4 of Article 159 of the Criminal Code of the Russian Federation (Attempted
Swindling committed by an organized group on an especially large scale). Mikhail Kharsiev was sentenced to 3
years in a general regime penal colony. Gennady Astsaturov was sentenced to the same term conditionally — the
court has taken into consideration his senior age.

US citizen selling position in Russian Federal Fishing Agency

However. not all sellers of posts are fraudsters — even if they are accused of fraud. Top-level officials often deny any
connections with the intermediaries in such deals. Law enforcement authorities, being unable to prove the fact of
brokage, have to charge the intermediaries under Article 159 of the Criminal Code of the Russian Federation — while
the high-ranked masterminds escape the liability.

For example, members of an organized crime group involving George Hager, an American citizen. told the FSB the
name of an influential official in the Federal Fishing Agency of the Russian Federation who had promised to assist in
appointing a certain person to a senior position in this agency for a fee of §7 million payable to the intermediaries. It
was Yuri Khokhlov, the Counselor of the Head of the Federal Fishing Agency, who has immediately denied all
corruption accusation and soon retired from his post. Despite the public uproar, he was never prosecuted in the
framework of this case.

The criminal group involved George Hager. an American with Belorussian roots, Fanil Sabirianov, ex-official from the
Republic of Bashkortostan, and Minkail Umaev, a businessman operating in Ingushetia and Chechnya.

According to the investigation, these three people told the potential purchaser that they have good connections in
the Administration of the President of the Russian Federation and in the Russian Government. The suspects offered
the buyer, whose name was not disclosed, a senior position in the Federal Fishing Agency. Hager, Umaev, and
Sabirianov explained that most of the requested $7 million fee will be spent on bribing high-ranked officials in the
federal agency responsible for management and protection of the national fish resources.

The potential buyer of this cushy job did not believe the intermediaries and addressed the FSB - so all further
negotiations were conducted under surveillance of the operatives_ In the end of May 2016 George Hager was
arrested in Roberto restaurant on Rozhdestvensky boulevard in Moscow immediately after receiving $300 thousand
as the first installment. The American quickly agreed to collaborate with the investigation and brought the money to
his accomplices on Nikitsky boulevard — where FSB officers have arrested Fanil Sabirianov and Minkail Umaev.
Questionings started. The members of the criminal group told the operatives that their intention was to arrange the
appointment of the client to the superior position through Yuri Khokhlov, the Counselor of the Head of the Federal
Fishing Agency. During the special operation, Hager, Umaev, and Sabirianov attempted to give a paper replica of $3
million to the federal official — but Khokhlov refused to take the money. He said that this is a provocation. Therefore,
his involvement into the corruption scheme could not be proven. Still, the scandal has resulted in his resignation
from the Federal Fishing Agency of the Russian Federation.

George Hager. Minkail Umaev, and Fanil Sabirianov are currently waiting for the trial. All of them have been charged
under part 4 of Article 159 of the Criminal Code of the Russian Federation (Swindling on an especially large scale
committed by an organized group by previous concert).

“You must know whom to pay and how much”

A Human Resources Department officer in a federal agency agreed to talk with the CrimeRussia journalist on
condition of anonymity.

“If I tell you how appointments are being made in our organization, | will be held liable. They will set the dogs on

Document ID: 0.7.17531.5829 20180618-0000640
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me,” — Mikhail Alekseev (fictious name) expressed his concems.

An experienced human resources specialist, he found his first job through good connections back in the 1980s.
Upon graduation, he did not want to go through the job placement system — which could send him to a distant
Rassvet (Sunrise) village as a teacher of history. His aunt was familiar with an influential female official who helped
the young graduate. Monetary bribes were not paid for employment assistance at that time, but his family had to be
friends with the patroness: give her expensive presents on holidays, invite to family events, run small errands, etc.
“My father had to drive that lady to her cottage on week-ends. help her with renovations. move furniture. My mother
helped her in the kitchen when the patroness was making banquettes for important people. My parents considered
this a normal situation because the management was favorable to their son.” — Mikhail Alekseev told.

But now a position in the institution where he works costs much more than simple presents and favors. Everything
has its price. For instance. the current Head of this organization has paid 25 million rubles to his Moscow patrons
for the chair. His Deputy's chair costs some 15 million rubles. To become an entry-level employee. one has to pay
only 100 thousand rubles — but right connections are still required. You must know whom to pay and how much —
otherwise you might be defrauded by a scammer.

Similar staffing policies are used in other governmental institutions as well. Of course, each organization has its own
specific nuances. The more profitable — from the bribe-taking point of view — is a position, the more you have to pay
for it. The most expensive are positions in control and watchdog authorities — where you can first put pressure on
somebody and then offer him a solution for a good reward.

“Officials make good money on oil and gas companies, construction businesses, industrial enterprises, and trade
and service companies. Therefore, governmental positions overseeing these sectors of economy are worth millions
of rubles at the regional level and millions of dollars — at the federal level. And each oligarch wants to seat his own
henchman in such a chair.” — the human resources specialist said.

“Official is not a surgeon: he won’t cut away from you too much”

According to Mikhail Alekseev. not only monies are required to be appointed to a good position. but right
connections as well. You can't just bring a case of cash and become an official — you must demonstrate that you
belong to that circle. The only way to gain trust of corrupt civil servants is to find a guarantor well-known for his
loyalty to the superiors.

According to the human resources specialist, law enforcement authorities never express interest towards
governmental appointments and don't ask whether it was for a bribe or not. Of course, the colleagues know this
precisely, but keep silence. No one needs issues and reputation of a truth-seeker that can destroy an official’'s
career.

“l had never taken bribes for referring somebody to my boss. The money flow directly to the pockets of the
management. | get nothing. But | can tell about available vacancies or provide intermediary contact information to an
interested person. | can also help to revise the resume. Sometimes | participate in negotiations — but only in relation
to entry-level staff. Everything else is above my level " — Mikhail admitted.

He believes that there is nothing wrong with helping people to find a job. After all, an official is not a surgeon: he
won't cut away from you too much.

—0Original Message—

From: Nellie Ohr[DYG) '
M (b) (6) Nellie Email H(b) (6) Allensworth (b) (6)

Sent: Mon, Sep 5, 2016 5:03 pm
Subject: Re: Korzhakov speaks

[This is a followup on a story that a man who had criticized Kadyrov had gone missing.

MponaeLwmii kpuTik KagslpoBa HaLencs Ha AHe POXAeHUA y Apyra

[beware, this was originally published in life_ru] http://crimerussia.ru/gover/propavshiy-kritik-kadyrova-nashelsya-na-
dne-rozhdeniya-u-druga/

— CoobuieHnA 0 Moeil CMEPTH CUNBHO NpeyBennYeHsLl, — 3aasun Jlaidy sevepom 3 centabpa cam Mapraroe no
tenedory. OH NogTBEpANN, UTO XKUB W HeBpeaum U eaeT gomoi. [his phone battery ran out so he couldn't tell his
family]

p.s. Korzhakov's story about "truckloads of money for Shuvalov” is being followed up on by Navalny
16:35 HaeaneHulit 06paturca 8 ®CH u CK ¢ 1pebosannem nposeputs coobutenne 8 CMW o «rpyaoeukax aeHers

ana Wyeanosa
3
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(http://crimerussia.ru/gover/navalnyy-obratitsya-v-fsb-i-sk-s-trebovaniem-proverit-soobshchenie-v-smi-o-gruzovikakh-
deneg-dlya-sh/)

Following up on Yashin's report of criminals in United Russia, here is a report focusing on one of them, conveniently
translated into English

http://en crimerussia ru/gromkie-dela/election-campaign-of-irina-guseva-challenge-for-criminal-world/?lang=ru

—0Original Message—
From: Nellie Ohr[XG)
I8 (b) (6) Allensworth H(b) (6)

Sent: Mon, Sep 5, 2016 4:45 pm
Subject: Korzhakov speaks

| haven't heard of Korzhakov speaking publicly in ages but he just came forward with an interview.

http-//crimerussia.ru/gover/znayu-ikh-vsekh-govorit-aleksandr-korzhakov/

Haven't read it through carefully, but it looks as if he doesn't think much of Murov and he talks about being part of
the "Rokhlin conspiracy”

P.s. While I'm looking at headlines from crime periodicals, | see that Rovshan Dzhaniyev (Rovshan Lenkaoranskiy)
was kiilled in Istanbul on 18 August. He was one suspect in the Usoyan murder.

(http://www . primecrime ru/news/2016-08-23_6209/)

Also, there is a fight between Dzhangveladze (another Usoyan murder suspect) and Lasha Shushanashvili to be the
patriarch of Russian criminals while Kalashov/Shakro Molodoy is in prison.
(http-/fwww primecrime ru/news/2016-09-05_6223)
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Nellie Ohr

From: Nellie Ohr

Sent: Monday, August 29, 2016 12:30 PM
To: Ohr, Bruce (ODAG)

Subject: Fwd: 2016-#159-Johnson's Russia List

——QOriginal Message—

From: David Johnson <davidjochnson@starpower.net>
I8 (b) (6) Nellie Email
Sent: Mon, Aug 29, 2016 11:51 am
Subject: 2016-#159-Johnson’s Russia List

Having trouble viewing this email? Click here

Johnson's Russia List

2016#159

29 August 2016

davidiohnson@starpower net

A project sponsored through the Institute for European, Russian, and Eurasian Studies (IERES) at
The George Washington University's Elliott School of International Affairs™

WWW.ieres org

JRL homepage: www.russialist org
Constant Contact JRL archive:

http-//archive constantcontact com/fs053/1102820649387/archive/1102911694293 html
JRL on Facebook: www facebook com/russialist

JRL on Twitter: www twitter com/JohnsonRussial

Support JRL: http://russialist.org/funding.php

. n0
Your source for news and analysis since 1996
*Support for JRL is provided in part by a grant from Carnegie Corporation of New York to the George
Washington University and by voluntary contributions from readers. The contents do not necessarily
represent the views of IERES or the George Washington University.

Washington Post editorial (July 30, 2014): "The West also
should not shrink from the destabilization of Mr. Putin's
regime."

In this issue
TODAY

1. Newsweek.com: William Courtney and David Shlapak, THE WEST MUST DO FAR
MORE TO KEEP PUTIN AT BAY. (The RAND Corporation)

2. Anne Applebaum: "finally - finally! - Russia's extraordinary disinformation campaign is
creeping towards the front pages.”

3. New York Times: A Powerful Russian Weapon: The Spread of False Stories.

4. New York Times editorial: Russia Blames Others for Its Dopina Woes.
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5. Consortiumnews.com: Robert Parry, The Dumbed-Down New York Times.
6. Newsweek com: How Vladimir Putin Is Using Donald Trump to Advance Russia's Goals.

7. Washington Babylon: Ken Silverstein, Donald Trump Viadimir Putin: How the DNC and
media created a bogus narrative while ignoring Hillary's deep ties to Russia and Ukraine.

8. Antiwar.com: Justin Raymond, Clinton's Crazy Conspiracy Theory. Is Viadimir Putin
behind the #NeverHillary movement?

9. Sputnik: Real Propaganda: NY Times Says Kremlin Uses Sputnik, RT as Disinformation
Weapon.

10. www.rt.com: Danielle Ryan, From bad to worse: Clinton laying foundation for
increasingly hostile relations with Russia.

11. www.rt.com: 'Divorced from reality: IPC disables Russian Paralympic athletes from
excelling in sport.' (interview with Ron Katz)

12. www.rt.com editorial: American defense contractors think you have been brainwashed.

13. Russia Beyond the Headlines/Kommersant: Losing the good fight: IKEA's struggle to
remain honest in Russia. The Swedish furniture retailer IKEA is landed with hundreds of
lawsuits in Russia every year. It insists that these lawsuits are retaliation for its honesty
and determination to do clean business in a country where corruption is part of the system.
Yet if investigators are to be believed, even IKEA has been unable to buy land, build its
stores on it and connect them to the power grid by

14. The Unz Report: Anatoly Karlin, Is Putin the Godfather of Extreme Nationalism?

15. http:/itheduran.com: Dmitry Babich, Masha Gessen's unpredictable spelling tea leaves.
How name games became Masha Gessen's new way of undertaking Russian political
analysis.

16. RFE/RL: Brian Whitmore, Playing The Kremlin's Game.
17. The Unz Review: Anatoly Karlin, Michael Weiss, the Neocon's Neocon.

18. The Unz Review: Richard Silverstein, Michael Weiss and the Iran-U.S. Hardline Nexus
That Led Iranian-American to Evin Prison.

19. BBC Monitoring: Russian election debate: War on corruption.
20. www.rt.com: Senator warns of foreign provocation targeting upcoming Russian polls.

21. Vedomosti: Russian paper mulls chances of early presidential election. (Maria
Zheleznova)

22. Rethinking Russia: Russia is trying to reestablish its status of global power and the
West does not want to let this happen and is trying to retain its dominance. Interview with
Vadim Trukhachev, Senior Lecturer, Department of International Relations and Foreign
Area Studies, Russian State University for the Humanities.

23. Wall Street Journal: Latvia's Wariness Over Russia Raises Civil Rights Concerns at
Home. Petition questioning country's independence results in six-month prison sentence.

24 The American Conservative: Jon Basil Utley, White Russia Makes Progress. A visit to
Minsk reveals a peaceful transition to economic freedom.

25. The Unz Review: The Saker, Assessing the Russian Military as an Instrument of
Power.

26. Moskovsky Komsomolets: Russia tapes ex-MP scoffs at Ukrainian prosecutor
charges. (Konstantin Zatulin article)
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27 Intellinews.com: Garham Stack, Sergei Kuznetsov, and Ben Aris, LONG READ:
Poroshenko's empire - the business of being Ukraine's president.

28. Government.ru: August 2008: Russian Prime Minister Viadimir Putin interviewed by the
German ARD TV channel. "We are not going to play by some special rules of our own. We
want everyone to follow the same rules that are also referred to as international law."

#1
Newsweek.com
August 27, 2016
THE WEST MUST DO FAR MORE TO KEEP PUTIN AT BAY
BY WILLIAM COURTNEY AND DAVID SHLAPAK
William Courtney is an adjunct senior fellow at the nonprofit, nonpartisan Rand Corp. and
was U.S. ambassador to Kazakhstan, Georgia and a U.S -Soviet nuclear testing
commission. David Shlapak is a senior defense researcher at RAND.

Last month in Warsaw, Poland, NATO leaders vowed to make the alliance "stronger in
defense and deterrence.” While progress was made, there is reason to doubt its adequacy.

America continues to decline to provide Ukraine and Georgia with advanced defensive
weapons or to challenge Russia's airpower supporting the Syrian regime’s siege of Aleppo.

Is the West doing enough to dissuade and deter Russian misbehavior?

In a series of war games, the RAND Corp. examined the shape and probable outcome of a
possible Russian invasion of the Baltic States. RAND found that "as currently postured,
NATO cannot successfully defend" them. Russian forces would reach the edge of Riga,
Latvia, and Tallinn, Estonia, in 60 hours or less.

Gaming also showed that a NATO force of about seven land force brigades (three
armored), backed by airpower and other enablers, could avert a rapid overrun and force
Moscow to weigh the risks of a prolonged and serious fight.

How is NATO addressing this risk? In Warsaw, NATO leaders opted for a tripwire
response short of what RAND's analysis would recommend. Yet, as President Barack
Obama correctly noted, it will be NATO's "most significant reinforcement” since the Cold
War.

In support of its mission of collective defense, the alliance will deploy four rotating battalion-
sized units to Estonia, Latvia, Lithuania and Poland, buttressing their forces. (A brigade
has two to five battalions.)

Reinforcing them at a remove, America will add the equivalent of an armored Army brigade
to two existing Army brigades in Europe. In addition, equipment for a U.S. Army division will
be stored there. These steps send an important signal of commitment but are insufficient
to present an adequate conventional deterrent to aggression.

Georgia and Ukraine, not being NATO members, receive less support. America has
provided over $600 million in security assistance to Ukraine since Russia's invasion in
2014. Among its purposes are battalion-level training and the provision of critical non-lethal
equipment, such as counter-artillery radars, secure communications and tactical drones.

At a more modest level, Washington is beginning to train Georgian forces in territorial
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defense. Both countries seek advanced lethal defensive arms, such as the U.S. Javelin
anti-armor missile. To date, Washington declines to supply it.

Some who oppose arming Ukraine say that doing so would only cause Russia to inject
more military force. However, there appear to be limits to Moscow's willingness to raise the
stakes.

In the summer of 2014, Russia's insertion of conventional forces to shore up rebel allies
prevented their defeat, but Moscow eschewed escalating further. President Viadimir Putin
stopped talking about "Novorossiya," all of eastern and southern Ukraine.

In recent weeks, however, Russia has again built up forces in and near Ukraine and
conducted exercises that it could use as a cover for surprise attack This again raises the
issue of the West's providing additional aid to Kiev to help it deter and defend against
aggression.

U.S. aversion to a military role in Syria except against ISIS has kept the West on the
sidelines as Russia's airpower helps Assad's forces lay siege to Aleppo. America's
restraint also imperils the partial cessation of hostilities in Syria agreed to last February by
Russia and America, and robs the West of leverage to promote negotiated outcomes.

By committing only to a light special forces footprint in Syria, the West has far less clout
than Russia. U.S. pledges that "attacks on Syria's civilian population are never to be
tolerated" have lost meaning.

Perhaps Moscow is already deterred from expanding aggression in Europe and supporting
Assad's brutality. Perhaps the Kremlin is heightening military pressure only to strengthen
its diplomatic hand. Perhaps Russia will exercise restraint because of its weak economy,
isolation from the West and armed forces that are far smaller than NATO's.

Nonetheless, renewed military pressure on Ukraine and stepped up bombing in Syria-also
now staged from Iran-suggest that the West may be doing less than it should to dissuade
Russia from undermining Western interests.

A key reason is that Russia is more willing to use military power even though it has less of

it. Despite the decisions in Warsaw, the West ought to take another look at whether its
efforts to deter Russian military interference are sufficient.

[return to Contents]

#2
Twitter
Anne Applebaum @anneapplebaum

finally-finally! - Russia's extraordinary disinformation campaign is creeping towards the
front pages

A Powerful Russian Weapon: The Spread of False Stories
Using both conventional media and covert channels, the Kremlin relies on disinformation to

create doubt, fear and discord in Europe and the Unite. ..
nytimes.com

[return to Contents]

#3
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New York Times

August 29, 2016

A Powerful Russian Weapon: The Spread of False Stories
By NEIL MacFARQUHAR

Dark Arts: Russia's Stealth Conflict
This article is the second in a series on how Russia covertly projects power.

STOCKHOLM - With a vigorous national debate underway on whether Sweden should
enter a military partnership with NATO, officials in Stockholm suddenly encountered an
unsettling problem: a flood of distorted and outright false information on social media,
confusing public perceptions of the issue.

The claims were alarming: If Sweden, a non-NATO member, signed the deal, the alliance
would stockpile secret nuclear weapons on Swedish soil; NATO could attack Russia from
Sweden without government approval, NATO soldiers, immune from prosecution, could
rape Swedish women without fear of criminal charges.

They were all false, but the disinformation had begun spilling into the traditional news
media, and as the defense minister, Peter Hultqvist, traveled the country to promote the
pact in speeches and town hall meetings, he was repeatedly grilled about the bogus
stories.

"People were not used to it, and they got scared, asking what can be believed, what should
be believed?" said Marinette Nyh Radebo, Mr. Hultqvist's spokeswoman.

As often happens in such cases, Swedish officials were never able to pin down the source
of the false reports. But they, numerous analysts and experts in American and European
intelligence point to Russia as the prime suspect, noting that preventing NATO expansion
is a centerpiece of the foreign policy of President Viadimir V. Putin, who invaded Georgia in
2008 largely to forestall that possibility.

In Crimea, eastern Ukraine and now Syria, Mr. Putin has flaunted a modernized and more
muscular military. But he lacks the economic strength and overall might to openly confront
NATO, the European Union or the United States. Instead, he has invested heavily in a
program of "weaponized" information, using a variety of means to sow doubt and division.
The goal is to weaken cohesion among member states, stir discord in their domestic
politics and blunt opposition to Russia.

"Moscow views world affairs as a system of special operations, and very sincerely
believes that it itself is an object of Western special operations," said Gleb Pavlovsky, who
helped establish the Kremlin's information machine before 2008. "l am sure that there are
a lot of centers, some linked to the state, that are involved in inventing these kinds of fake
stories.”

The planting of false stories is nothing new; the Soviet Union devoted considerable
resources to that during the ideological battles of the Cold War. Now, though,
disinformation is regarded as an important aspect of Russian military doctrine, and it is
being directed at political debates in target countries with far greater sophistication and
volume than in the past.

The flow of misleading and inaccurate stories is so strong that both NATO and the
European Union have established special offices to identify and refute disinformation,
particularly claims emanating from Russia.

The Kremlin's clandestine methods have surfaced in the United States, too, American

Aaffiriale cau idantifiuina Diecian intallinansaa as tha lilbahs caniesn Af laalbiad Mamanratio
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National Committee emails that embarrassed Hillary Clinton's presidential campaign.

The Kremlin uses both conventional media - Sputnik, a news agency, and RT, a television
outlet - and covert channels, as in Sweden, that are almost always untraceable.

Russia exploits both approaches in a comprehensive assault, Wilhelm Unge, a
spokesman for the Swedish Security Service, said this year when presenting the agency's
annual report. "We mean everything from internet trolls to propaganda and misinformation
spread by media companies like RT and Sputnik,” he said.

The fundamental purpose of dezinformatsiya, or Russian disinformation, experts said, is to
undermine the official version of events - even the very idea that there is a true version of
events - and foster a kind of policy paralysis.

Disinformation most famously succeeded in early 2014 with the initial obfuscation about
deploying Russian forces to seize Crimea. That summer, Russia pumped out a dizzying
array of theories about the destruction of Malaysia Airlines Flight 17 over Ukraine, blaming
the C.LLA_ and, most outlandishly, Ukrainian fighter pilots who had mistaken the airliner for
the Russian presidential aircraft.

The cloud of stories helped veil the simple truth that poorly trained insurgents had
accidentally downed the plane with a missile supplied by Russia.

Moscow adamantly denies using disinformation to influence Western public opinion and
tends to label accusations of either overt or covert threats as "Russophobia.”

"There is an impression that, like in a good orchestra, many Western countries every day
accuse Russia of threatening someone," Maria Zakharova, the Russian Foreign Ministry
spokeswoman, said at a recent ministry briefing.

Tracing individual strands of disinformation is difficult, but in Sweden and elsewhere,
experts have detected a characteristic pattern that they tie to Kremlin-generated
disinformation campaigns.

"The dynamic is always the same: It originates somewhere in Russia, on Russia state
media sites, or different websites or somewhere in that kind of context," said Anders
Lindberg, a Swedish journalist and lawyer.

"Then the fake document becomes the source of a news story distributed on far-left or far-
right-wing websites" he said. "Those who rely on those sites for news link to the story, and
it spreads. Nobody can say where they come from, but they end up as key issues in a
security policy decision.”

Although the topics may vary, the goal is the same, Mr. Lindberg and others
suggested. "What the Russians are doing is building narratives; they are not building
facts," he said. "The underlying narrative is, 'Don't trust anyone."

The weaponization of information is not some project devised by a Kremlin policy expert
but is an integral part of Russian military doctrine - what some senior military figures call
a "decisive" battlefront.

"The role of nonmilitary means of achieving political and strategic goals has grown, and, in
many cases, they have exceeded the power of force of weapons in their effectiveness,”
Gen. Valery V. Gerasimov, the chief of the general staff of the Russian Armed Forces,
wrote in 2013.
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A prime Kremlin target is Europe, where the rise of the populist right and declining support
for the European Union create an ever more receptive audience for Russia's conservative,
nationalistic and authoritarian approach under Mr. Putin. Last year, the European
Parliament accused Russia of "financing radical and extremist parties” in its member
states. and in 2014 the Kremlin extended an $11.7 million loan to the National Front, the
extreme-right party in France.

"The Russians are very good at courting everyone who has a grudge with liberal
democracy, and that goes from extreme right to extreme left,” said Patrik Oksanen, an
editorial writer for the Swedish newspaper group MittMedia. The central idea, he said, is
that "liberal democracy is corrupt, inefficient, chaotic and, ultimately, not democratic."

Another message, largely unstated, is that European governments lack the competence to
deal with the crises they face, particularly immigration and terrorism, and that their officials
are all American puppets.

In Germany, concerns over immigrant violence grew after a 13-year-old Russian-German
girl said she had been raped by migrants. A report on Russian state television furthered the
story. Even after the police debunked the claim, Russia's foreign minister, Sergey V.
Lavrov, continued to chastise Germany.

In Britain, analysts said, the Kremlin's English-language news outlets heavily favored the
campaign for the country to leave the European Union, despite their claims of objectivity.

In the Czech Republic, alarming, sensational stories portraying the United States, the
European Union and immigrants as villains appear daily across a cluster of about 40 pro-
Russia websites.

During NATO military exercises in early June, articles on the websites suggested that
Washington controlled Europe through the alliance, with Germany as its local sheriff.
Echoing the disinformation that appeared in Sweden, the reports said NATO planned to
store nuclear weapons in Eastern Europe and would attack Russia from there without
seeking approval from local capitals.

A poll this summer by European Values, a think tank in Prague, found that 51 percent of
Czechs viewed the United States' role in Europe negatively, that only 32 percent viewed
the European Union positively and that at least a quarter believed some elements of the
disinformation.

"The data show how public opinion is changing thanks to the disinformation on those
outlets," said Jakub Janda, the think tank's deputy director for public and political
affairs. "They try to look like a regular media outlet even if they have a hidden agenda "

Not all Russian disinformation efforts succeed. Sputnik news websites in various
Scandinavian languages failed to attract enough readers and were closed after less than a
year.

Both RT and Sputnik portray themselves as independent, alternative voices. Sputnik
claims that it "tells the untold,” even if its daily report relies heavily on articles abridged from
other sources. RT trumpets the slogan "Question More."

Both depict the West as grim, divided, brutal, decadent, overrun with violent immigrants
and unstable. "They want to give a picture of Europe as some sort of continent that is
collapsing," Mr. Hultqvist, the Swedish defense minister, said in an interview.

RT often seems obsessed with the United Sta_tes, portraying life there as hellish. its

mmssmrmmn ok e Mamsnacatin Matinnal T ancinntinem fae Aavamanla Aldmmad Hha mncanbhans Aed
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focused instead on scattered demonstrations. It defends the Republican presidential
nominee, Donald J. Trump, as an underdog maligned by the established news media.

Margarita Simonyan, RT's editor in chief, said the channel was being singled out as a
threat because it offered a different narrative from "the Anglo-American media-political
establishment." RT, she said, wants to provide "a perspective otherwise missing from the
mainstream media echo chamber."

Moscow's targeting of the West with disinformation dates to a Cold War program the
Soviets called "active measures." The effort involved leaking or even writing stories for
sympathetic newspapers in India and hoping that they would be picked up in the West,
said Professor Mark N. Kramer, a Cold War expert at Harvard.

The story that AIDS was a C LA project run amok spread that way, and it poisons the
discussion of the disease decades later. At the time, before the Soviet Union's 1991
collapse, the Kremlin was selling communism as an ideological alternative. Now, experts
said, the ideological component has evaporated, but the goal of weakening adversaries
remains.

In Sweden recently, that has meant a series of bizarre forged letters and news articles
about NATO and linked to Russia.

One forgery, on Defense Ministry letterhead over Mr. Hultqvist's signature, encouraged a
major Swedish firm to sell artillery to Ukraine, a move that would be illegal in Sweden. Ms.
Nyh Radebo, his spokeswoman, put an end to that story in Sweden, but at international
conferences, Mr. Hultqvist still faced questions about the nonexistent sales.

Russia also made at least one overt attempt to influence the debate. During a seminar in
the spring, Vliadimir Kozin, a senior adviser to the Russian Institute for Strategic Studies, a
think tank linked to the Kremlin and Russian foreign intelligence, argued against any
change in Sweden's neutral status.

"Do they really need to lose their neutral status?" he said of the Swedes. "To permit fielding
new U.S. military bases on their territory and to send their national troops to take part in
dubious regional conflicts?"

Whatever the method or message, Russia clearly wants to win any information war, as
Dmitry Kiselyev, Russia's most famous television anchor and the director of the
organization that runs Sputnik, made clear recently.

Speaking this summer on the 75th anniversary of the Soviet Information Bureau, Mr.
Kiselyev said the age of neutral journalism was over. "If we do propaganda, then you do
propaganda, too," he said, directing his message to Western journalists.

"Today, it is much more costly to kill one enemy soldier than during World War Il, World
War | or in the Middle Ages," he said in an interview on the state-run Rossiya 24 network.
While the business of "persuasion” is more expensive now, too, he said, "if you can
persuade a person, you don't need to kill him."

[return to Contents]
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New York Times
August 29, 2016
Editarial
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Russia Blames Others for Its Doping Woes

The recent obituary of Nina Ponomareva, a discus thrower who in 1952 became the first
Soviet athlete to win an Olympic gold medal, recounts how she later made a foolish
mistake. On a trip to London, she was caught shoplifting some hats. To the authorities in
Moscow, however, the mistake was not hers. It was all a British "dirty provocation.”

That became the standard prism through which the Soviets viewed any punitive action
against them: politically motivated, always a provocation, never justified. And even though
the Cold War is long over, President Viadimir Putin remains stuck in the same, snarling
defensive crouch in his responses to any accusations of Russian foul play, from the
seizure of Crimea to the widespread state-sponsored doping of Russian athletes.

Yet Russia's reaction to being banned from the Paralympic Games seems particularly
outrageous. The Russian team was banned because Mr. Putin's greed for medals, in the
illusion that they cover his authoritarian rule with glory, has led to the systematic doping of
athletes, including those for whom competition represents a triumph over physical
disabilities.

Announcing the ban earlier this month, Sir Philip Craven, president of the International
Paralympic Committee and himself a former wheelchair basketball player, was scathing:
Russia's "medals over morals mentality disgusts me."

Far from taking such rebukes to heart, Mr. Putin's government has begun a loud campaign
to depict itself as the aggrieved party, feeding a furious anti-American and anti-Western
frenzy in the Russian media and public. Turning the accusations on their head, Mr. Putin
on Thursday declared it was "just cynical to take it out on people for whom sport has
become the meaning of life."

It is hard to say how much of this Mr. Putin believes. But the degree to which the narrative
of victimization has taken hold in Russia is worrying. For instance, Dr. Grigory
Rodchenkov, the former director of Russia's antidoping laboratory who provided evidence
of the doping and is now in the United States, is reviled in the Russian media as a
traitorous liar, and some Russian officials have gone so far as to assert that it was the
World Anti-Doping Agency that ordered him to tamper with athletes' urine samples.

Having brought Russia's doping practices to light, the International Olympic Committee,
the International Paralympic Committee and the World Anti-Doping Agency should counter
Mr. Putin's lies by making as clear as they can that Russia's athletes, and especially its
disabled athletes, have been betrayed by their government, and their government alone.

[return to Contents]
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The Dumbed-Down New York Times
By Robert Parry

Exclusive: A New York Times columnist writes Americans are so "dumbed-down" that they
don't know that Russia "invaded” Ukraine two years ago, but that "invasion” was mostly in
the minds of Times editors and other propagandists, says Robert Parry.

In a column mocking the political ignorance of the "dumbed-down" American people and
lamenting the death of "objective fact," New York Times columnist Timothy Egan shows
why so many Americans have lost faith in the supposedly just-the-facts-ma'am
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mainstream media.

Egan states as flat fact, "If more than 16 percent of Americans could locate Ukraine on a
map, it would have been a Really Big Deal when Trump said that Russia was not going to
invade it - two years after they had, in fact, invaded it."

But it is not a "fact” that Russia "invaded" Ukraine - and it's especially not the case if you
also don't state as flat fact that the United States has invaded Syria, Libya and many other
countries where the U.S. government has launched bombing raids or dispatched "special
forces." Yet, the Times doesn't describe those military operations as "invasions."

Nor does the newspaper of record condemn the U.S. government for violating international
law, although in every instance in which U.S. forces cross into another country's sovereign
territory without permission from that government or the United Nations Security Council,
that is technically an act of illegal aggression.

In other words, the Times applies a conscious double standard when reporting on the
actions of the United States or one of its allies (note how Turkey's recent invasion of Syria
was just an "intervention") as compared to how the Times deals with actions by U.S.
adversaries, such as Russia.

Biased on Ukraine

The Times' reporting on Ukraine has been particularly dishonest and hypocritical. The
Times ignores the substantial evidence that the U.S. government encouraged and
supported a violent coup that overthrew elected President Viktor Yanukovych on Feb. 22,
2014, including a pre-coup intercepted phone call between Assistant Secretary of State
Victoria Nuland and U.S. Ambassador to Ukraine Geoffrey Pyatt discussing who should
lead the new government and how to "midwife this thing."

The Times also played down the key role of neo-Nazis and extreme nationalists in killing
police before the coup, seizing government building during the coup, and then
spearheading the slaughter of ethnic Russian Ukrainians after the coup. If you wanted to
detect the role of these SS-wannabes from the Times' coverage, you'd have to scour the
last few paragraphs of a few stories that dealt with other aspects of the Ukraine crisis.
While leaving out the context, the Times has repeatedly claimed that Russia "invaded”
Crimea, although curiously without showing any photographs of an amphibious landing on
Crimea's coast or Russian tanks crashing across Ukraine's border en route to Crimea or
troops parachuting from the sky to seize strategic Crimean targets.

The reason such evidence of an "invasion" was lacking is that Russian troops were
already stationed in Crimea as part of a basing agreement for the port of Sevastopol. So, it
was a very curious "invasion” indeed, since the Russian troops were on scene before

the "invasion” and their involvement after the coup was peaceful in protecting the Crimean
population from the depredations of the new regime's neo-Nazis. The presence of a small
number of Russian troops also allowed the Crimeans to vote on whether to secede from
Ukraine and rejoin Russia, which they did with a 96 percent majority.

In the eastern provinces, which represented Yanukovych's political base and where many
Ukrainians opposed the coup, you can fault, if you wish, the Russian decision to provide
some military equipment and possibly some special forces so ethnic Russian and other
anti-coup Ukrainians could defend themselves from the assaults by the neo-Nazi Azov
brigade and from the tanks and artillery of the coup-controlled Ukrainian army.

But an honest newspaper and honest columnists would insist on including this context.
They also would resist pejorative phrases such as "invasion" and "aggression” - unless, of
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That sort of nuance and balance is not what you get from The New York Times and
its "group thinking" writers, people like Timothy Egan. When it comes to reporting on
Russia, it's Cold War-style propaganda, day in and day out.

And this has not been a one-off problem. The unrelenting bias of the Times and, indeed,
the rest of the mainstream U.S. news media on the Ukraine crisis represents a lack of
professionalism that was also apparent in the pro-war coverage of the Iraq crisis in 2002-
03 and other catastrophic U.S. foreign policy decisions.

A growing public recognition of that mainstream bias explains why so much of the
American population has tuned out supposedly “objective” news (because it is anything but
objective).

Indeed, those Americans who are more sophisticated about Russia and Ukraine than
Timothy Egan know that they're not getting the straight story from the Times and other
MSM outlets. Those not-dumbed-down Americans can spot U.S. government propaganda
when they see it.

[For more on this topic, see Consortiumnews.com's "NYT Still Pretends No Coup in
Ukraine”; "NYT Is Lost in its Ukraine Propaganda”; "NYT Whites Out Ukraine's Brown
Shirts”; and "NYT Enforces Ukraine 'Group Think™]

[return to Contents]

#6

Newsweek.com

August 29, 2016

How Vladimir Putin Is Using Donald Trump to Advance Russia's Goals
BY OWEN MATTHEWS

Not since the beginning of the Cold War has a U.S. politician been as fervently pro-
Russian as Republican presidential candidate Donald Trump. Just four years after his
predecessor Mitt Romney declared Russia to be Washington's greatest geopolitical threat,
Trump has praised President Vladimir Putin as a real leader, "unlike what we have in this
country." Trump has also dismissed reports that Putin has murdered political enemies
("Our country does plenty of killing also," he told MSNBC), suggested that he would "look
into" recognizing Russia's annexation of the Crimean peninsula and questioned whether
the United States should defend NATO allies who don't pay their way. When Russian
hackers stole a cache of emails in July from the Democratic National Committee's
servers, as security analysts have shown, Trump called on "Russia, if you're listening," to
hack some more.

"Trump is breaking with Republican foreign doctrine and almost every Republican foreign
thinker | know," says Michael McFaul, U.S. ambassador to Russia from 2012 to 2014. "He
is departing radically from Ronald Reagan, something never done by any Republican Party
presidential candidate.”

It's easy to see why Putin views Trump's ascendancy as a godsend-and why he mobilized
his cyberspies and media assets to his aid, according to security analysts. "Trump
advocates isolationist policies and an abdication of U.S. leadership in the world. He cares
little about promoting democracy and human rights," continues McFaul. "A U.S. retreat
from global affairs fits precisely with Putin's international interests " Putin has been

relatively reserved in his public support for Trump-calling him "colorful and talented,” which
in Ruecian ranmes arrnce az faint nraice_hit Kramlin_.ennnanrad nranananda niitlate like
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Sputnlk and RT (formerly Russia Today) have lavishly praised Trump, tweeted
#CrookedHillary memes and supported Trump's assertion that Barack Obama "founded
ISIS," and Russia's world-class army of state-sponsored hackers has targeted Hillary
Clinton and the Democratic Party.

What's more, it's increasingly clear that after the DNC hack the Kremlin is relishing, even
quietly flaunting, its newfound role as a meddler in U.S. politics. After years of U.S.
influence over Russian affairs, especially in the chaotic 1990s, it is sweet revenge for the
Kremlin to be cast once again as global puppet master. And most fundamentally, the
Kremlin's support for Trump is part of a longstanding strategy to sow disruption and
discord in the West. Whether it's by backing French ultra-nationalists, Catalan separatists
or the Brexit campaign, or boosting Donald Trump's chances by blackening the
Democrats, the Kremlin believes Russia benefits every time the Western establishment is
embarrassed.

Russia's brazen cyberattack on the DNC servers was "a cyber psy-op," according to Brian
Whitmore of Radio Free Europe/Radio Liberty. "At least one of Moscow's goals is
apparently to force the United States to treat it as an equal superpower,” Whitmore wrote
in the influential Power Vertical blog. "Suddenly, for the first time since the Cold War,
Russia occupies center stage in a U.S. election. Suddenly, there are global headlines
about the threat of Russian hackers."

The forensics of the DNC hack point to two things-first, that two well-known Russian
hacker groups with connections to that country's intelligence services were responsible for
the break-in, and second, that when the material was released through WikiLeaks, the
Russians made little effort to disguise their hand in the heist. A detailed report in July by the
hacker-watcher collective CrowdStrike stated that one group, Fancy Bear (or APT 28),
gained access to the DNC database in April. The other, Cozy Bear (or APT 29), broke in
as early as June 2015. According to Alexander Klimburg, a cybersecurity expert at the
Hague Center for Strategic Studies and author of the forthcoming book Dark Web, APT 28
is associated with Russia's GRU military intelligence and APT 29 with its Federal Security
Service, or FSB. "Our team considers them some of the best adversaries out of all the
numerous nation-state, criminal and hacktivistterrorist groups we encounter on a daily
basis," blogged CrowdStrike's chief technology officer, Dmitri Alperovitch. "Their tradecraft
is superb, operational security second to none."

Last year, APT 28 hacked the State Department, the White House and the civilian email of
the Joint Chiefs of Staff. It was also involved in hacks of French TV and the 2014 meltdown
of a German steel foundry after malware infected its systems, an attack known in
cyberwar circles by the chilling clinical term "cyber-to-physical effect.” The DNC hack,
then, was just one of several "very forward-leaning attempts to signal to the West Russia's
cyber capabilities,” says Klimburg. "They often don't care about being discovered.
Indicating that you are behind something is part of the operation.”

When CrowdStrike first fingered the Russians, an internet user calling himself Guccifer 2.0
claimed that he, not the Russian government, was the culprit. Guccifer attempted to signal
his non-Russianness by using an ordinary French Hotmail account-the cyber equivalent of
disguising yourself in a Groucho Marx false nose-but the metadata on the documents he
provided were found to contain Russian signatures, including "Felix Edmundovich,” the first
names of Soviet secret police founder Felix Dzerzhinsky.

Foreign intelligence agencies have been found snooping on American political campaigns
before. In 2014, Chinese hackers broke into Romney's servers, for instance. But the DNC
hack has elevated such interference in politics to a frightening extent. "l just want to
underscore how unprecedented this is-using espionage to influence an American
presidential election crossed a new level of intervention," says McFaul.
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Don't Bad-Mouth the Boss

What's in Project Trump for Putin is clear. But the more puzzling question is how Trump
became Putin's man in Washington. Former CIA Director Mike Morell wrote in The New
York Times that Putin "recruited Mr. Trump as an unwitting agent of the Russian
Federation” with flattery. But the truth is more nuanced. Trump's pro-Putinism goes back
to at least 2007, when he told CNN that the Russian strongman was doing "a great job"
rebuilding Russia. Trump was pushing real estate deals in Moscow at the time and,
according to one Moscow-based American businessman who negotiated with him,
Trump's admiration for Putin was rooted in "pure self-interest.... He was looking to make
friends and business partners” among Russia's politically connected elite. "Oligarchs
aren't going to do business with anyone who bad-mouths the boss," explains the real
estate developer, who requested anonymity because of his ongoing Russian investments.

Trump's affinity for the Kremlin deepened after he launched his political career in 2014.
Trump has surrounded himself with advisers with deep connections to the Putin regime.
Trump's chief foreign policy adviser, Carter Page, once ran the Moscow office of Merrill
Lynch and advised the Russian energy giant Gazprom (in which he still owns shares,
Page said in March). Page's company, Global Energy Capital, continues to work with
Russian investments-and Sergey Yatsenko, Gazprom's former deputy chief
financial officer, works for GEC as an adviser. Since both companies have suffered
grievously from the sanctions the U.S. and EU imposed against Russia over its annexation
of Crimea, Page is a passionate advocate of lifting them-something Trump has said he will
consider.

On July 7, Page took time off from the Trump campaign to give a speech at Moscow's
New Economic School, where he slammed America's "often hypocritical focus on
democratization" and praised Russia's policy of "noninterference" and "respect” for its
neighbors. "Page toed the [Kremlin] party line," says one senior Moscow expatriate
professional who attended Page's talk. "He's a believer..__ It's common among Western
businesspeople in Russia to be pro-Putin. But it's rare to hear it from someone at the top
of Republican politics."

Lieutenant General Michael Flynn, a Trump adviser and former head of the Defense
Intelligence Agency, is a regular guest on RT, the Kremlin's conspiracy-theory-minded
English-language propaganda channel. He has refused to say if he's on RT's payroll, but
last year Flynn flew to Moscow to attend the station's 10th anniversary gala, where he sat
two chairs away from Putin. Michael Caputo, a public relations adviser who helped run
Trump's New York primary campaign, lived in Russia in the 1990s, and Gazprom's media
arm contracted him to improve Putin's image in the United States. Richard Burt, a former
U.S. ambassador to Germany during the 1980s who is known for his strong skepticism of
the U.S.'s commitment to its NATO allies (Burt appeared in a panel discussion in April on
the topic "Does America Need Allies?"), reportedly helped draft at least one Trump speech
where the candidate blasted NATO's "free rider problem," according to Politico.

Burt is chairman of the advisory council of The National Interest, a publication of the Center
for the National Interest, a strongly pro-Russian think tank based in Washington. The CNI
has long partnered with the Kremlin-backed Institute for Democracy and Cooperation, a
think tank in New York devoted to promoting Moscow's interests. In May 2014, the two
institutions held a joint press conference defending Russia's position in Ukraine. In April,
Trump chose the CNI as the venue for his first major foreign policy speech, and the
audience included Russian Ambassador to the U.S. Sergey Kislyak.

Trump's former campaign manager Paul Manafort has longstanding ties to Ukraine's
Kremlin-backed former President Viktor Yanukovych, advising on campaigning for his
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ascent to prime minister and then the presidency, from which he was ousted in 2014 amid
massive pro-EU protests. Ukrainian parliamentarian Serhiy Leshchenko wrote in The
Guardian that he had seen "so-called 'shadow accounting' documents” that show "a total
of $12.7m of payments made to Manafort” by the Party of the Regions, at least $2.2 million
of which, according to the AP, was channeled to two prominent Washington lobbying firms
in 2012. Manafort denies any wrongdoing, though the very public discussion of his
Ukrainian business connections certainly played a part in his being sidelined as Trump's
campaign manager in mid-August.

During his time at the helm of the Trump campaign, Manafort played a crucial role in
hauling the Republican Party's official position away from its traditionally anti-Russian
stance. According to The Washington Post, Trump campaign staffers gutted a proposed
amendment to the Republican Party platform that called for the U.S_ to provide "lethal
defensive weapons" for Ukraine to defend itself against Russian aggression, defying a
strong GOP consensus on the issue.

Trump has business ties in Russia that go back to 1987, when he and his then-wife, lvana,
visited Moscow to scope out a luxury hotel joint venture with the USSR's state tourism
agency Intourist, according to his memoir The Art of the Deal. That deal came to nothing,
but Trump returned in 1996 to negotiate a high-end condominium project with U.S_ tobacco
giant Liggett-Ducat. Trump "talked a big game," recalls the American real estate developer,
who has direct knowledge of the negotiations. "But what was needed was not New York
real estate connections but Moscow political connections.... Trump didn't have those." In
2005, Trump took another crack at a now-booming Russia, hoping to build a Trump Tower
on the site of a former pencil factory. He partnered with Bayrock Group, a New York-based
developer that had co-developed the Trump SoHo and Trump International Hotel and
Tower in Fort Lauderdale, Florida, to pull together financing. Bayrock's CEO was Tevfik
Arif, a Kazakhstan-born former deputy head of the Soviet Ministry of Commerce's hotel
department, who had made money running high-end tourist hotels in Turkey. The deal
failed-in part because of Arif's choice of Soviet-born Felix Sater (later Satter) to run
Bayrock's Moscow operation. Sater had served prison time for slashing a man's face in a
1991 Manhattan brawl-"He got into trouble because he got into a barroom fight which a lot
of people do," Trump once said in a court deposition-and in 1998 was convicted for fraud
over associations with White Rock Partners, a Mafia-connected New York stock
brokerage. (Arif was detained in Turkey in October 2010 on suspicion of organizing sex
parties for wealthy businessmen and Eastern European models aboard a $60 million yacht
once used by the nation's founder, Mustafa Kemal Ataturk, according to charges filed by
prosecutor Yusuf Hakki Dogan. Arif was cleared of all charges the following year.)

After the Bayrock debacle, Trump had better luck selling high-end real estate to wealthy
Russians in the West. "Russians make up a pretty disproportionate cross-section of a lot
of our assets," Donald Trump Jr. told a real estate conference in 2008. "We see a lot of
money pouring in from Russia." Among those deals was the sale of a mansion in Palm
Beach, Florida, to Russian fertilizer billionaire Dmitry Rybolovlev for $35 million in 2008,
according to Florida property records. In the wake of several bankruptcies, Trump found it
hard to raise money in the West, so he gathered money from Russian and Kazakh
investors for his Trump SoHo and three other Bayrock projects. Salvatore Lauria, a partner
of Sater's in White Rock Partners, helped gather $50 million in investments for Trump
SoHo that included, according to a lawsuit against Bayrock, "unexplained infusions of cash
from accounts in Kazakhstan and Russia."

Trump's latest set of Russian partners are the most high-rolling-Aras Agalarov and Emin
Agalarov, real estate developers born in Baku, Azerbaijan, who paid Trump to organize the
2013 Miss Universe competition in Moscow. They also signed a deal to build a Trump
Tower in the Russian capital, though the building has not yet got off the ground. The
Aaqalarovs have received several contracts for state-funded construction projects. and
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Putin personally awarded Aras Agalarov the Order of Honor of the Russian Federation
soon after the Miss Universe pageant. Trump told a National Press Club lunch in
Washington in 2014 that during his trip to Moscow the previous year he had

spoken "indirectly and directly” with Putin, "who could not have been nicer." In fact, Putin
never showed up at the gala, and the two have never met.

But even the Agalarovs are far from Russia's big leagues of power and money. "It's bizarre
that people are talking about Trump's Russian business interests, because he never made
it in Russia," says the Moscow-based American real estate developer. "He tried to become
a player, but he didn't know the right people.”

Despite Trump's lack of significant business success in Russia, his political career has
made him an important part of Putin's wider strategy to weaken the West and court
conservatives around the world into a grand anti-liberal alliance headed by Russia. In
August, Moscow hosted a gathering of nationalist and separatist activists from all over
Europe and the U.S -part of an ongoing effort to encourage anti-EU and anti-NATO political
groups, including Greece's Golden Dawn, Bulgaria's Ataka and Hungary's Jobbik. As Vice
President Joe Biden warned in a speech in Washington last year, "Putin sees such
political forces as useful tools to be manipulated, to create cracks in the European body
politic which he can then exploit"

To Putin's mind, the campaign is a way of pushing back against what he sees as meddling
by Washington and Brussels in his backyard, from allegedly encouraging anti-Putin
protests in Moscow in 2011 to fomenting the pro-European Maidan uprising in Kiev in 2013
that led to the ousting of President Yanukovych (and put Paul Manafort temporarily out of a
job). Putin "honestly believes that the U.S. is trying to overthrow him,"” says Kremlin-
connected political technologist Gleb Paviovsky, who advised Putin until 2011.

“In the eyes of Russian elites, Western aggression must be met with a response,” argues
Eugene Rumer, director of the Carnegie Endowment for International Peace's Russia and
Eurasia Program and a former national intelligence officer for Russia and Eurasia at the
U.S. National Intelligence Council. "Hacking into DNC computers._.is simply payback for
Western media reports about elite corruption in Russia. It helps boost the Russian
narrative that money and politics go hand in hand everywhere, and that Russia is no
different from the United States or other Western countries whose governments are critical
of Russia."

The Billionaire Stooge

Temperamentally, Putin and Trump don't have much in common. Putin is a steely, shy,
highly controlled career KGB man who has spent his life in disciplined institutions and got
his break not through public politics but by being a perfect courtier to Boris Yeltsin. The
other is a freewheeling dealmaker with a taste for the trappings of wealth, beautiful women,
publicity of any sort and a deep need for the acclaim of crowds. But both are brilliant
opportunist tacticians with a cynical attitude about the truth, willing to cherry-pick facts to
build narratives that suit their purpose. Trump more closely resembles Russian or
Ukrainian oligarchs-though he is much poorer than most of them-insofar as he has
hijacked a political movement to fuel his personal ambition and boost his business
interests.

The Kremlin's support of Trump-offered in the form of backing from propaganda channels
like RT and Sputnik-is electorally insignificant. Even the covert revelations of the DNC hack
didn't make much of a dent in Clinton's ratings (though WikiLeaks founder and RT
contributor Julian Assange promises devastating new findings in October). What's truly
disturbing is the cyberwar methods used by the Kremlin to disrupt the election-and the
wider and more sinister political program that the Kremlin is pursuing.
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"The target of the hacks wasn't just Clinton," Eerik-Niiles Kross, the former head of
Estonian intelligence, wrote in a recent essay in Politico. "Nor is Moscow much interested
in supporting Trump (willing useful idiot though he may be). What the Russians have in
their sights is nothing less than the democratic fabric of American society and the integrity
of the system of Western liberal values.... The political warfare of the Cold War is back-in
updated form, with meaner, more modern tools, including a vast state media empire in
Western languages, hackers, spies, agents, useful idiots, compatriot groups, and hordes
of internet trolls.”

In other words, Trump is merely a useful stooge in the Kremlin's grand design to
encourage NATO disunity, U.S. isolationism and the breakup of Europe. In practice, all the
effort of Russian-sponsored hackers, think tankers and propaganda channels is unlikely to
have much real effect and on balance have probably harmed Trump's chances of getting
into the White House. But the effort is real. As Kross put it, "Russia is effectively using our
democracies and our systems of rule of law against us.... America, welcome to the war."

[return to Contents]
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Donald Trump ? Vliadimir Putin: How the DNC and media created a bogus narrative while
ignoring Hillary's deep ties to Russia and Ukraine

By Ken Silverstein

[Text with links here http://washingtonbabylon.com/donald-trump-%F0%9F%92%98-

vladimir-putin-how-the-dnc-and-media-created-a-bogus-narrative-while-ignoring-hillarys-
deep-ties-to-russia-and-ukraine/]

Part 1: Did Russia really hack the DNC? Meet Cyberclown James Lewis

One of the leading stories of the presidential campaign is that Donald Trump is in bed with
Viadimir Putin and that if elected president he and Russia's leader will effectively be
partners in international crime. Trump has said things about Putin that have fueled this
narrative, but it's rather curious, given that he and Putin are allegedly thick as thieves, that
Trump has been so unsuccessful at getting approval for any of his fervently pursued
business ventures in Russia.

One of the key subplots of the media narrative is that "Russia hacked the DNC," a story
line for which there is no definitive evidence and which has been furiously promoted by
Hillary's campaign. That has been hugely useful for Hillary because it not only has
convinced many voters that Trump and Putin are joined at the hip, but it's obscured the
most important thing we have leaned from the hack: Whoever did it, the documents reveal
that the Democratic Party is controlled by a corrupt cabal of amoral insiders who will do
anything and say anything to win the election for Hillary.

One of the key people pushing the Russia hack angle is Superhack James Lewis of the
Center for Strategic and International Studies, whose think tank is funded by a lot of
companies with interests in the blossoming "cyberterrorism" industry and who has been
vigorously pushing that "THREAT" for a long time. David Sanger of the New York Times
has been an especially useful idiot when it comes to pushing out Lewis's ideas.

In a recent post, CSIS Cyberclown Lewis (formal title: Senior Vice President and Director,
Strategic Technologies Program) refers to a number of U.S. "opponents in cyberspace,"

citing the Russkies as well as alleged Iranian breaches of major U.S. banks and "intrusion
intn eritic al infractnictiire nahwnrke"” ac well ac "Chineca ruher cammaearrial eeninnana " Ha
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says that more must be done - translate: funnel additional cash to Lewis's beloved
cyberterror contractors - to protect the Unites States from this terrifying menace.

In any of this storyline true? Possibly, but it's hard to know because Lewis relentlessly
promotes his ideas while offering little hard evidence, beyond official sources, to prove it.
He suggests that the alleged Russian hack of the DNC more or less shows that America
will soon be a vassal state of Russia, writing, that the hacks “"do not threaten the United
States' territorial integrity, but they do threaten its political independence. They are part of a
larger Russian effort to shape politics in the West to advance Russian foreign policy goals
and damage the United States."

(It goes without saying, in the official narrative, that the U.S. government never, ever spies
on foreign governments or seeks to protect its national interests. We just seek to spread
democracy and try to alleviate global poverty and conflict, and we do it because we're
unlike every other empire in history. We're benevolent good guys motivated strictly by
altruism. Oops, | forgot, we're not an empire, we're just the world's leading force of all
things nice and sweet.)

In the latest twist in the Russian cyberterror narrative, as James Bamford recently wrote at
Reuters, the "hacking tools themselves, likely stolen from the National Security Agency,
are on the digital auction block. Once again, the usual suspects [in the media] start with
Russia." But Bamford, who is the country's leading expert on the Agency, said the
evidence in fact "points to another Snowden at the NSA"

He wrote: "If Russia had stolen the hacking tools, it would be senseless to publicize the
theft, let alone put them up for sale. it would be like a safecracker stealing the combination
to a bank vault and putting it on Facebook. Once revealed, companies and governments
would patch their firewalls, just as the bank would change its combination.

A more logical explanation could also be insider theft. If that's the case, it's one more
reason to question the usefulness of an agency that secretly collects private information on
millions of Americans but can't keep its most valuable data from being stolen, or as it
appears in this case, being used against us."

Check out Bamford's column and make sure to note his reference to Lewis. And thanks to
William Blunden for bringing much of this to my attention.

[return to Contents]
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Clinton's Crazy Conspiracy Theory

Is Vladimir Putin behind the #NeverHillary movement?

By Justin Raimondo

Justin Raimondo is the editorial director of Antiwar.com, and a senior fellow at the
Randolph Bourne Institute. He is a contributing editor at The American Conservative, and
writes a monthly column for Chronicles

Hillary Clinton's recent "alt right" speech marks a new and dangerous low in what has
become race to the bottom - and, should she be elected, it has ominous foreign policy
implications as well.

Alarmed that Trump is reaching out to the African-American community, Mrs. Clinton tried
to make the case that the GOP candidate is a apologist for such groups as the Ku Klux
Klan (do they still exist?) and an obscure amalgam she dubbed the "alt right." As she
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named this latter group,'there was a signiﬁcanf silence, a pause in the ch-eering: perhaps
her audience thought she was having a senior moment of the intestinal variety.

In any case, none of this is anything new: it's a variation on the "Vast Right-Wing
Conspiracy" theme that she has been dragging out ever since the 1990s. There is,
however, a new dimension to this tired boilerplate, now that she's running for President:
the Vast Right-wing Conspiracy is being portrayed an international cabal with its
headquarters in the Kremlin.

As her peroration on the "racist” sins of Trump reached a climax, she hauled out Nigel
Farage, the former leader of the United Kingdom Independence Party (UKIP), who was
instrumental in leading the Brexit campaign to victory. Farage - who is, in her view,

a "racist," a "sexist," and god knows what other unsavory "ists" - "has appeared regularly
on Russian propaganda programs,” she yelled "Now he's standing on the same stage as
the Republican nominee "

What is she talking about?

Apparently, Farage has allowed himself to be interviewed by "Russia Today," the Kremlin's
answer to Radio Free Europe/Radio Liberty. If this is proof of his perfect perfidy, then what
is one to make of Larry King - who has endorsed Mrs. Clinton? Mr. King has a regular
program on "Russia Today." So does Ed Schultz, a partisan Democrat and former
MSNBC commentator and host who has defended Mrs. Clinton.

Undeterred by facts, her voice rising to a veritable shriek, Hillary tied her conspiracy theory
together by pointing to the sinister figure at the center of this vast worldwide web of
subversion:

"The godfather of this global brand of extreme nationalism is Russian President Vladimir
Putin. In fact, Farage has appeared regularly on Russian propaganda programs. Now he's
standing on the same stage as the Republican nominee.

"Trump himself heaps praise on Putin and embrace[s] pro-Russian policies. He talks
casually of abandoning our NATO allies, recognizing Russia's annexation of Crimea, and
of giving the Kremlin a free hand in Eastern Europe more generally.

"American presidents from Truman to Reagan have rejected the kind of approach Trump
is taking on Russia. We should, too.

"All of this adds up to something we've never seen before. Of course there's always been
a paranoid fringe in our politics, steeped in racial resentment. But it's never had the
nominee of a major party stoking it, encouraging it, and giving it a national megaphone.
Until now."

All of this adds up to something we have seen before: from the anti-German hysteria of
World War | when the teaching of the German language was forbidden and German
composers banned from the concert halls, to the lunacy that saw Japanese-Americans
trundled into internment camps during World War I, right up until the cold war era when
anyone who opposed the Vietnam war and our foreign policy of supporting right-wing
dictators was smeared as a "Kremlin agent." It's a tiresomely recurrent theme in the
history of American politics, the tried and true method of the demagogues who want to end
all debate by smearing their political opponents as agents of a foreign power.

Let's be clear about what the Clinton campaign is saying here: they are accusing the
Trump campaign of collaborating with the Kremlin in acts of espionage. Averring that it was
the Russians who hacked both the Democratic National Committee and the Clinton
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of trying to put Trump in the White House as part of a sinister scheme to conquer eastern
Europe. As Clinton campaign manager Robby Mook put it:

"Real questions [are] being raised about whether Donald Trump himself is just a puppet
for the Kremlin in this race' .... Mook added, pointing to Trump's criticisms of NATO. 'We
now need Donald Trump to explain to us the extent to which the hand of the Kremilin is at
the core of his own campaign.™

If Mrs. Clinton truly believes that Putin is "the godfather” of the Trump movement, and
those who oppose her election, then what can we expect from her administration if and
when she occupies the Oval Office?

If all these people are Kremlin pawns, if the tentacles of this pro-Russian underground
really do reach into the GOP and the Vast Right-wing Conspiracy, then it's reasonable to
expect that President Hillary Clinton will do all in her power to quash this sinister cabal,
which surely represents a threat to our national security. It is illegal for US citizens to act
as unregistered agents of a foreign power: presumably this conspiracy will be investigated
by the FBI, and its leaders brought to trial. Perhaps we'll see the revival of the House
Committee on Un-American Activities, the banning of "subversive" "pro-Russian”
organizations and media outlets, and a wholesale purge of this foreign conspiracy from
American political life.

| might add that the same sort of smear campaign was launched by the Bush
administration and its neoconservative allies in the run up to - and during - the Iraq

war. "You're either with us," declared then President Bush, "or you're with the terrorists."
Neocon enforcer David Frum declared that conservative and libertarian opponents of the
war - including this writer - had "turned their backs on their country," and were acting as
agents of Saddam Hussein. That Frum is now echoing Mrs. Clinton - along with a growing
contingent of his fellow neocons, who openly support her - comes as no surprise.

While the implications of Hillary's smear campaign do not bode well for our civil liberties
here on the home front, the international consequences promise to be even worse.

The borderline between domestic policy and international policy is nebulous to nonexistent.
As I've explained at length in defining my theory of what | call "libertarian realism," the latter
is largely determined by the former. Political elites pursue a foreign policy that justifies the
preservation and extension of their own privileges, perks, and power. If Hillary Clinton has
to start Cold War Il in order to win this election, then there is no doubt she is willing to do
that. What this portends for her foreign policy should strike fear in us all.

For if she is positing a Vast Right-wing Pro-Russian Conspiracy as her enemy here at
home, what measures is she likely to take against the Russians abroad? One could
reasonably aver that her political rhetoric won't necessarily translate into World War lll, but
surely she will have to follow up to some degree in order to maintain her credibility. And if
she really believes her own hopped-up rhetoric, then can we really be sure her actions vis-
a-vis the Russians won't result in another Cuban missile crisis - one that will turn out quite
differently than the last one?

We here at Antiwar.com saw all this coming as early as 2004, and we have been warning
about it ever since. That's why you read this site: because you can read tomorrow's
headlines today.

But being prescient isn't enough: it doesn't pay the bills. Debunking the war propaganda
generated by the "mainstream” media is more than a full-time job: | am writing this at 6:30
on Sunday morning, having started work at 3 a m. That's because | have the rest of the
dav scheduled for writing vet another fundraising letter as well as reviewinag the latest
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bunch of documents geae'rated by our lawsuit a"gainst the FBL

We are facing the biggest threat to peace since the build up to the Iraq war - a determined
chorus, arising from the political class, to confront the Russians on every front. Your
children may soon be reenacting the old "duck and cover” routine at school, and backyard
bomb shelters may be soon due to come back into style. The new cold war is upon us,
and - once again -we face the very real possibility of a nuclear conflict with the Russians.

[return to Contents]
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Real Propaganda: NY Times Says Kremlin Uses Sputnik, RT as Disinformation Weapon
By Bill Moran

On Sunday the New York Times published the latest in the Western media's assault on
Russian funded news outlets predicated solely on the source rather than the substance of
the underlying reporting titled: A Powerful Russian Weapon: The Spread of False Stories.
The 2,000 word article, if it deserves to be called that, claimed that outlets like Sputnik and
RT are providing intentionally inaccurate or distorted reports to our viewers but failed to
provide any evidence to substantiate the claim.

“The Kremlin uses both conventional media - Sputnik, a news agency, and RT, a television
outlet" claims Neil MacFarquhar without considering the gravity of his statement. This
statement accuses, in no uncertain terms, American writers and television personalities of
participating in a treasonous plot to subvert American democracy - that's quite a charge,
but is there anything to back it up?

First of all. no evidence was provided that we are somehow controlled by the Kremlin and
there never will be any evidence because it does not exist. it may surprise the New York
Times to learn that our US writers do not speak with Viadimir Putin or Dmitry Peskov over
our morning coffee prior to our shift.

Second, no evidence was provided to challenge the accuracy of any specific report.
Instead, on the domestic scene, the author claims that "RT often seems obsessed with
the United States, portraying life there as hellish. It's coverage of the Democratic National
Convention, for example, skipped the speeches and focused instead on scattered
demonstrations."

Not really. It is true that we covered the fallout and implications of the WikiLeaks document
leak that showed leading figures in the US media, including Nevada's dean of the political
press corps Jon Ralston, regurgitating intentionally false narratives about Bernie Sanders
spun by the DNC "without attribution” - we did cover that subversion of the US democracy,
but we did not create it.

If the only news outlets that existed in the United States were Sputnik and RT, or if our
viewers observed no news content from additional sources and did not possess Twitter
accounts of their own then perhaps the coverage balance would be off. However, we do
not exist in a vacuum and it is equally important to point out that the mainstream media did
not cover protests at all and heavily downplayed the controversy surrounding the DNC -
Wolf Blitzer even opened up some champagne to celebrate Hillary's speech.

Other news outlets celebrated Hillary's speech and tried to navigate the discourse back
towards beating Trump. That is not our opinion. The LA Times wrote an article titled "To
Fight Trump, Journalists Have Dispensed With Objectivity," the New York Times published
an article titled "Trump is Testing the Norms of Objectivity in Journalism," Univision's Jorge
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Ramos called on journalists saying "Neutrality is not an Option," and Glenn Greenwald said
the US media is 100 percent against Donald Trump.

Compared to that type of reporting, our mere blasting of Donald Trump receiving
endorsements from various white supremacist groups, saying controversial things, or the
coming divestment in his candidacy by the RNC may appear to be somewhat fawning
coverage since we are also covering Hillary's assault on opposition media deeming what
opinions do or do not have a "right to exist” in addition to scandals associated with the
WikiLeaks dump, the private email server, or the Clinton Foundation may seem untoward
to a journalistic establishment that decided to take the year off from covering news.

The New York Times also claims in their story that Sputnik is part of the "Kremlin
propaganda machine" that is "spreading false stories," but then it attacks our reporting
for "relying heavily on articles abridged from other sources.” How, precisely, can both of
these things be true at the same time? It is factually impossible - it has to be one or the
other.

Finally, the article cites the Swedish Defense Minister Peter Hultqvist as saying that both
RT and Sputnik "depict the West as grim, divided, brutal, decadent, overrun with violent
immigrants and unstable " Was this before or after our coverage of the plight of Syrian
refugees and the consequences of the Turkish-EU refugee deal that leaves displaced
people without protections - that's a far step from vilifying immigrants as a violent and
unsympathetic population.

Maybe Hultquist is referring to our coverage of pro-immigration rallies or inspiring social
movements against police brutality. And if not that, maybe he is referring to RT being the
first outlet to allow Jill Stein to speak to the American public of her vision that can literally be
defined as "peace and love" or progressive Bernie Sanders who spoke with RT's Ed
Schultz.

Then there is the argument that RT and Sputnik provided too much coverage of the pro-
Brexit side. It could be argued that the BBC, the Guardian, etc. provided too little coverage
to the Leave campaign - notably because those outlets have probably over 50 times the
market share of Sputnik or RT in the UK, but they covered exclusively the side that lost.
Pollsters agree with that assessment finding that the Election Day results were so
surprising because people were shamed into lying when polled because the UK media
made clear that it was socially unacceptable to favor Brexit.

Then again, the article itself is quite literally a fallacy - "Ad hominem is a logical fallacy in
which an argument is rebutted by attacking the character, motive, or other attribute of the
person making the argument, or persons associated with the argument, rather than
attacking the substance of the argument itself " | ask the New York Times to kindly provide
evidence before falsely accusing my colleagues and | of what amounts to a most serious
crime.

[return to Contents]
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From bad to worse: Clinton laying foundation for increasingly hostile relations with Russia
By Danielle Ryan

Danielle Ryan is an Insh freelance journalist and media analyst. She has lived in the US
and Germany and is currently based in Moscow. She previously worked as a digital desk
reporter for the Sunday Business Post in Dublin. She studied political reporting at the
Washmgton Center for Politics & Journalism in Washmgton DC and also has a degree in
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Let's be honest: Hillary Clinton and Vladimir Putin aren't exactly the best of friends. But
Clinton appears to be intent on making a bad situation worse - and all to score a few
political points.

The relationship with Russia is one Clinton should be taking very seriously. If she wins the
presidency in November, relations between Washington and Moscow will continue to be a
major foreign policy priority. They have already hit a 25-year low. It should go without
saying then, that when it comes to Russia, Clinton should not mince her words.

As a woman who spent four years as her country's chief diplomat, Clinton should know
better than to publicly insult the leader of a country with whom she will have to work
closely. Yet it appears that this has entirely escaped her awareness. Instead, she has
opted to ramp up anti-Moscow paranoia to the point that it wouldn't be overly surprising if
her campaign announced they were releasing an updated version of Red Channels - a
1950s pamphlet that named and shamed public figures suspected of being Kremlin
sympathizers.

Grand godfather of white supremacist nationalism?

Clinton's most memorable insult directed at Putin was back in 2014 - before she was
running for president - when she compared him to Adolf Hitler. In a country that celebrates
their victory over Nazism every May 9, you can imagine that didn't exactly go down well.
Since then, there's been a steady stream of comments from Clinton about 'the Russians'
and how to deal with them. At one point, she mocked Putin's movements and voice during
an interview with Christiane Amanpour. Hardly 'chief diplomat' kind of behavior.

But things took a bizarre turn this past week, when in a speech about the xenophobia of
Donald Trump, Clinton called Putin the "grand godfather” of a global, nationalist white
supremacist movement. Confused? Here's the reasoning: Trump said some nice things
about Putin. Trump wants to improve relations with Moscow. There are extreme right-wing
nationalists in Russia. Trump therefore is part of a global cohort of white supremacists led
by Putin. Simple.

The mental gymnastics Clinton expects her supporters to engage in to make this claim
stack up to anything meaningful are quite something. Ironically, in stoking fears of the
Russians out to get the world, Clinton is engaging in the kind of fear-mongering that she
claims to abhor in Trump. Of course, it may not be as bad as calling Mexicans immigrants
rapists, as Trump did, but the root of it - appealing to fears and prejudices to manipulate
and distract voters - is the same.

Putin, to be fair, has on occasion made less than flattering comments about Clinton. In
response to the Hitler incident for instance, he said Clinton is not known for being "graceful
in her statements" and it's "better not to argue with women" - an undeniably sexist
comment to Western ears. He added that when people "push boundaries too far”, it's a
sign of weakness, not strength. The key difference to note here, however, is that these
comments, however you feel about them, have usually been made in response or
retaliation, not out of the blue.

Neither has Putin stooped to the level of American political leaders in insulting the
American people. In fact, he has at times been complimentary, admiring the American
creativity, openness and open-mindedness, which has led to "such amazing results” in the
development of their country.

On the other hand. you get Barack Obama saying things like "Russia doesn't make
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anything” and no one is "rushing to Moscow" for opportunity. Then you have John McCain,
a former presidential candidate, who says things like Russia is a "gas station
masquerading as a country”. In the American handbook on diplomacy, under the

term ‘respect' it must say: You will respect and revere us, but don't expect reciprocation.

All roads lead to Moscow

But back to Clinton. In her mind, it seems everything now comes back to the Russians.
DNC email leaks that expose party corruption? Russians. Her opponent? Russian agent.
WikiLeaks? Russian front. Global right wing white supremacist movement? Led by Russia.
What's next? I'm sorry for Clinton Foundation/State Department corruption, the Russians
made me do it?

Clinton's campaign is now built on two things, neither of them having anything to do with
her own credentials: 1. Convincing voters that her opponent is worse than she is, and 2.
Blaming any and all embarrassing revelations on Russia. That has been the core of her
campaign strategy in recent weeks. Why? Because her campaign has been so dogged by
scandal, that it simply makes sense to spend less time addressing those real issues and
more time pointing at distractions.

When November 8 rolls round and Clinton wins - which is likely if polls are to be believed -
how will she pick up the phone to Moscow and expect that her months-long campaign built
on Russophobia won't have further damaged a relationship that is so desperately in need
of repair? Instead of taking out a band-aid, Clinton is reaching for a hatchet. It's stupid,
short-sighted and dangerous. Imagine during the diciest moments of the Cold War, the
occupant of the White House had entirely dismissed Soviet leaders and acted like
diplomacy with those deplorable Russians wasn't really worth their time. Imagine if they
had chosen to disengage and publicly mock them. The Cold War may have ended on a
decidedly different note.

It's unlikely that the American people want any kind of serious confrontation with nuclear-
armed Russia - but the cheap political points that Clinton can score today by playing the
Russia card could come at a much higher price down the road.
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'Divorced from reality: IPC disables Russian Paralympic athletes from excelling in sport'

Imposing a blanket ban on Russian Paralympians from Olympic competition may create a
chaotic situation in international sporis as we had in the early 80s, Ron Katz, contributor to
Forbes magazine, Distinguished Career Institute Fellow at Stanford University, told RT.

The Court of Arbitration for Sport upheld the disqualification of Russia's Paralympic team
from the Rio Games with all 267 athletes suspended for state-sponsored cheating.

The International Paralympic Committee welcomed the decision.

The Russian Paralympic Committee (RPC) is set to learn on Monday the results of its
appeal against the decision by the International Paralympic Committee (IPC) to ban all
Russian athletes from the Rio 2016 Paralympics. The appeal process will be reviewed at
the Federal Supreme Court of Switzerland on August 29.

RT: What do you think about the ban placed on the Russian Paralympic team?
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Ron Katz: | think it is immoral, unethical and indecent.

RT:ls the Paralympic case in anyway different from the Olympic case? Shouldn't all
athletes be treated equally?

RK: The IOC had a slightly better policy although it was somewhat of a confused policy.
But they did not do a total ban as the IPC has done.

RT: The Court of Arbitration for Sport said the ban was 'proportionate’. Surely that verdict
must be respected. Is collective punishment ever appropriate?

RK: They said it was proportionate, but | don't know how they could say that, for several
reasons. One is that there is no proof that each and every one of these athletes did
something bad, so if you didn't do anything bad, there could be no proportionate
punishment. They also did not cite any precedents and that makes sense because there
are no precedents. And | think that these people, private people, are really sort of divorced
from reality. If you look at their headquarters, it looks like the Palace of Versailles. They are
so sort of issuing these dictates that affect people who had been working every day before
an important goal. They don't really have any credibility, legitimacy or authority in my
opinion.

RT: Why do you think a blanket ban was imposed?

RK: | don't know. You would have to ask the IPC._ it makes no sense whatsoever in my
opinion. Of course, there are allegations of state-sponsored doping. But in my opinion,
individual doping is worse than state-sponsored doping. Because with individual doping
people have free will; with the alleged state-sponsored doping we don't know whether
people had free will or not. But it doesn't matter, doping is doping and there is a system to
detect who dopes. And they should just use that system. They should use a testing
system and if someone fails a test, then they should be punished. And if they don't fail the
test, they should be rewarded or permitted to compete.

RT: So how should Russia have been punished for its state-sponsored doping program?

RK: That is something that has to be worked out between Russia as a sovereign country
and with the other sporting organizations. But | think the appropriate thing to do would be to
conduct an investigation, for the Russian authorities themselves to conduct an
investigation and to find out who, if anyone, committed a wrong. And if they find people who
have committed wrong, then they should issue an appropriate punishment. The only way
to figure out whether the system is better or not is just through testing. And what has
happened in this situation, what makes it so bad, is that these athletes are not even going
to be tested to see if they passed the test. That's the real unfairness that they just never
really had a chance.

RT: Other countries have had their cheats exposed without receiving blanket bans. Is the
fact that the cheating was state-sponsored not enough to justify ban in Russia's case?

RK: As | said individual doping is worse than state-sponsored doping. All doping is bad. But
the fact that it is state-sponsored or not, | don't think it is really relevant. Either someone
passes the test, or they don't pass the test. There is a very stringent protocol for testing
these athletes and that should be the final word. You don't punish somebody who may not
have done anything wrong and of course Russian athletes are born in Russia, that's not
their fault, that's just an accident of birth, just like the US athletes are born in the US and
Mongolian athletes are born in Mongolia. That has nothing to do with whether they should

be allowed to compete or not. The mission statement of the IPC [International Paralympic
C.ommitteel is tn enahle Paralvmnir athletes tn excel in snart And thev are nnt dninn that
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They are doing the opposite - they are disabling Paralymptc athletes from excelling in
sport.

RT: How successful do you think the blanket ban will be in deterring future cheats/state-
level corruption?

RK: | don't think it will be successful at all. | think it will cause chaos because Russiais a
sovereign country. And if it feels that it has been treated unfairly, then it may take actions.
And then we will have a chaotic situation in international sports as we did in the early 80s
and that will serve nobody.

[return to Contents]
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Editorial

American defense contractors think you have been brainwashed

[Text with graphics here hitps:// rt.com/o / -cepa-us e-contractors-

media-russia/]

According to the Center for European Policy Analysis (CEPA), a Warsaw-based lobby
group funded by defense contractors and the US government, the act of reading this article
may mean you're unable to think for yourself.

A century ago, Edward Bernays, described as the "father of public relations” by The New
York Times, helped sell the US intervention in the First World War by conjuring a campaign
which insisted that America was "bringing democracy to all of Europe.” The aftermath of
the war didn't live up to the promise, but the success of the slogan changed approaches to
foreign policy forever.

Because contemporary American media had described German messaging

as "propaganda" through the war, Bernays preferred the softer term - "PR." As it happens,
almost 100 years on, the situation remains the same in the US: the bad guys

use "propaganda,™disinformation” and "agitprop;" meanwhile, Uncle Sam uses "soft
power,"'promotion” and "the truth."

Their British allies go further with the myopia. You see, London employs a social media
brigade known as "Facebook warriors." These guys allegedly battle opponents who are
known as "Russian Trolls "

According to two Guardian reports, the British team consists of 1,000 well-paid
professional soldiers and the ostensible Russian group is made up of a few dozen
moderately-salaried temps. Yet, the supposed Russian variant is painted as a menace to
the Free World and the British one as a bunch of jolly good folk.

The Absurdity of Mendacity

A couple of years ago, the activist Peter Pomerantsev produced a report on Russian
media with its own catchy jingle - "The Menace of Unreality" - for Mikhail Khodorkovsky's
American special interest group. As it landed during the peak of the Ukraine crisis, it gained
quite a bit of traction.

Thus, when we learned that Pomerantsev had moved on to work for the American defense
industry, we wondered what his next publication would contain. It dropped earlier this
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month, co-authored with the anti-Russia diehard Edward Lucas, as "Winning the
Information War."

After a single read, the only question that springs to mind is whether the sponsors have
asked for their money back, because what is professed to be a freshly baked opus is
pretty much a rehash of Pomerantsev's 2014 assault on common sense, festooned with
added silliness.

Essentially, the dynamic duo's advice to Western governments goes like this: "muzzle our
enemies' messaging and make our own better." This is some groundbreaking strategy,
indeed.

Some bits are cruder than others. Lucas and Pomerantsev write about the attempts to de-
radicalize Islamic extremists in the US and Britain. They then propose that "similar
initiatives should be undertaken with radicalized, pro-Kremlin supporters, those on the far
left and the far right, and Russian speakers."

So, in other words, this pair of lobbyists is comparing Russian speakers (over 300 million
at the last count), particularly Russian citizens, 80 percent of whom support the country's
president, and people who dare to understand Russia's point-of-view, to Islamic State. As
the Canadian professor Paul Robinson wrote, "Are they suggesting anti-brainwashing
programs for people who watch RT?"

To fit this agenda, a nation, that's given the world much of its high culture and scientific
innovation is being equated to barbaric terrorists who have slaughtered thousands of
innocents and eradicated signs of civilization where they have conquered. The irony of
course is that, Russia largely wants to be left alone (that is, without foreign geopolitical
meddling).

Of course, this wouldn't be the first time._..
We Decide the Truth

Another big proposal is to re-write history. As we know, the Soviet Union won World War
Two, and Russia was the largest constituent republic of that country. This greatly upsets
our ‘infowarriors', who believe the memory of the victory stifles Western attempts to
reduce Russian influence in other ex-USSR states. As a result, they propose "a working
group on historical trauma" to address this inconvenient historical fact. "A working group of
psychologists, historians, sociologists and media specialists should create an "ideas
factory" to develop ways of approaching historical and psychological trauma and
highlighting other narratives," the report states. This is totally not at all like something out of
an Orwell novel. Nope.

Things get more bizarre when Pomerantsev repeats a message from his 2014 spiel about
the need for censorship of Russian media. "A strong case exists to create an international
commission under the auspices of the Council of Europe that would evaluate channels for
hate speech, disinformation and other faults."

Two years ago with Michael Weiss (now a lobbyist at NATO's Atlantic Council appendage
and then an editor of American state broadcaster RFE/RL) he suggested the "possibility of
a ratings system for disinformation._to create a benchmark for behavior," without
suggesting who would regulate it or decide which information was admissible and which
was "propaganda.” Let's say this started with suppression of the Russian press. Where
would it lead to next? Would any organization that didn't agree with NATO's perspective get
shut down?

Tha Danlith: afthhn Mlanmaa~
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While the merits of this CEPA presentation are dubious, the work does represent some
dangers in its own way, because policy makers, unaware of its origin, may actually be
duped by it. Dressed up in think tank clothing, it attempts to lend an academic sheen to
what is ultimately a drive for censorship in Europe.

To that end, we see the lobbyists involved have given themselves fancy titles.
Pomerantsev is labeled as the "project chair for CEPA's information warfare initiative" and
a "Legatum Institute Senior Fellow " At the same time, Lucas is described as a "Senior
Vice President” at CEPA. All this sounds very posh and intellectual.

The reality is far murkier. There is no mention of Legatum's questionable funding and role,
which outlined in this Pando investigation. CEPA is not some neutral entity providing a
home for noble scholars, but an organization that is largely funded by defense
manufacturers, including Bell Helicopters, Boeing, FireEye, Lockheed Martin, Raytheon
and Sikorsky. And, very interestingly, the US Department of Defense is also ponying up
some cash.

And are they getting bang for their buck? Well, Lucas himself has made sure to promote
Raytheon on his Twitter account in the past both directly and by retweeting others who
support their products. He also appeared on FireEye "webinars "

At this point you might be asking: why are arms manufacturers so interested in bankrolling
a faux-academic lobby firm in Poland?

To answer that, we might want to think back to 1998, and a particular New York Times
article, which revealed that "American arms manufacturers, who stand to gain billions of
dollars in sales of weapons, communication systems and other military equipment if the
Senate approves NATO expansion, have made enormous investments in lobbyists and
campaign contributions to promote their cause in Washington."

Because, "the end of the cold war has (had) shrunk the arms industry and forced it to
diversify. But expansion of the North Atlantic Treaty Organization - first to Poland, Hungary
and the Czech Republic, then possibly to more than a dozen other countries - would (and
did) offer arms makers a new and hugely lucrative market." CEPA is a logical progression
here in that it extends its activities into Eastern Europe itself, where it can be used to whip
up hysteria about how dangerous Russia is, thus inspiring policy makers to increase
military spending.

In February this year, after extensive lobbying by groups like CEPA, the Pentagon
proposed quadrupling (through NATO) its budget for European defense. Obviously the
biggest winners from such largesse would be defense contractors and the US Department
of Defense, the very people who fund CEPA. The circle is complete.

[return to Contents]
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Losing the good fight: IKEA's struggle to remain honest in Russia

The Swedish furniture retailer IKEA is landed with hundreds of lawsuits in Russia every
year. It insists that these lawsuits are retaliation for its honesty and determination to do
clean business in a country where corruption is part of the system. Yet if investigators are
to be believed, even IKEA has been unable to buy land, build its stores on it and connect
them to the nower arid bv nurelv honest means
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In early August, searches were conducted in Swedish furniture giant IKEA's Russian head
office in Khimki (a town in the suburbs of Moscow where IKEA also has a shopping mall) in
connection with an old land dispute. Two weeks later, a former IKEA manager, Joakim
Virtanen, turned himself in to investigators, this time in connection with another

controversy, related to the lease of electricity equipment. IKEA has been in litigation
regarding these two disputes for over 10 years.

IKEA is an absolute champion in terms of the number of court cases it has had in Russia.
The register of arbitration cases contains over 200 lawsuits against the Swedish concern,
while the total number of court cases involving it has exceeded 560. All the other major
retailers in Russia taken together would not have a tenth of this number of court cases
between them.

The company itself is convinced that this is the result of its ambition to conduct honest
business in the country and that other firms avoid such complications by paying bribes.

In 2010, Lennart Dahlgren, the former CEO of IKEA Russia, released a book called
Despite Absurdity: How | Conquered Russia While it Conquered Me, in which he told the
tale of what it costs to be true to one's principles while surrounded by rampant corruption.
The book named many people who obstructed its business, from the mayor of Khimki to
the governor of the Moscow Region, and became a hit.

Market players, however, say that it is hard to be a saint while doing business in Russia
and gladly cite examples of IKEA's blunders.

Lawyer for special meatballs

To begin with, there are questions about the lawyer whom IKEA has chosen to represent
its interests. The Lawyers and Business firm has represented the company in many
lawsuits for several years already. In 2015, its owner, Sergei Kovbasyuk, defended IKEA in
a class action lawsuit over a case of poisoning in the IKEA café, famous for its meatballs.
Market sources maintain that the lawyer's functions go far beyond that.

Kovbasyuk's name became well-known in connection with a number of controversial
cases. There were also media reports that Kovbasyuk used to work for the FSB (Russian
Federal Security Service), hence his connections and astronomical fees. The lawyer
himself has refused to talk to the press. Sources are convinced that his law firm renders
services in so-called "special situations_." This euphemism usually implies corruption and
corporate raiding as well as resolving "sensitive issues" with the authorities or other market
players.

“When foreign companies do not understand the rules of the game in Russia, they hire
intermediaries - legal and consulting groups or GR experts," said llya Shumanov, deputy
head of Transparency International - Russia. "These positions are highly corruptogenic and
people who fill them are entrusted with resolving the most sensitive issues "

Not furniture alone

Almost all the lawsuits are filed against the IKEA subsidiary that builds the company's
stores. In all countries, IKEA builds its shopping malls itself instead of renting premises.
However, in Russia IKEA has come up against more problems than in other countries -
primarily because it is hard to build things. (In the dealing with construction permits section
of the Doing Business ranking, Russia is in 119th position out of 189.) This creates many
opportunities for corruption.
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The plots that IKEA was given for construction are mainly located on former collective farm
land. "These plots have a tangled privatization history, with most cases being so old that it
is often impossible to find all the related documents " says the head of practice at the
Infralex law firm, Sergei Shumilov.

For example, in Khimki the land was leased by the company, after which it was bought out,
when suddenly in 2012 the former owner, while conducting inspections, discovered that it
no longer had the land.

"Does this mean that no inventory was carried out for many years? And nobody knew or
saw that this land is now the site of a major construction project that officials and the
media are talking about. | personally find it strange, to say the least," says Maxim Gladkikh-
Rodionov, managing director of the Confidence audit firm.

It's hard to be honest in Russia

In 2010, there was a corruption scandal in St. Petersburg involving Per Kaufmann, IKEA
director for Central and Eastern Europe, and Stefan Gross, IKEA director for real estate in
Russia. Both were sacked practically immmediately. IKEA even decided to conduct an
internal investigation to find out if any more of its employees were engaged in bribery
directly or indirectly.

It turned out that a bribe had been offered by a Russian contractor and the top managers
were guilty of knowing it but not preventing the crime. In exchange for the bribe, officials
agreed to sign a fake acceptance certificate for electricity equipment in an IKEA shopping
mall. Furthermore, the project had not even been approved.

One way or another, all these stories prompt lawyers to suspect that the company may be
being targeted by some influential corporate raiders. "One gets the impression that the
company is simply being strongly encouraged to 'be like everybody else'" says Gladkikh-
Rodionov.

Given that the Russian market is of great significance for IKEA (the 11-percent rise in the
company's sales in 2015 was largely due to Russia and China), it would be justified to
predict that the company will continue to have to resort widely to legal assistance.

First published in Russian in Kommersant
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Is Putin the Godfather of Extreme Nationalism?
By Anatoly Karlin

Putin Derangement Syndrome and Trump Derangement Syndrome continue moving
towards an ever more perfect union.

Josh Rogin ? @joshrogin

Hillary Clinton just said Vladimir Putin leads a world wide white supremacist movement.
Wow.

3:37 PM - 25 Aug 2016

Derahlam ic- Didin i nat antnialhis a nrananant Af avtrama natinnalicm lat alana #e aadfathare
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At least, not according to the people who would presumably know best: The vast majority
of, like, actual Russian nationalists.

They tend to consider Putin as a representative of sovok "multinationality,” who

sends "real" Russian nationalists off to jail under the infamous Article 282 (one of them,
Alexander Potkin/Belov, was jailed for 7.5 years on the same day as Hillary Clinton's
announcement) while allowing mass immigration and the transfer of the Russian economy
to minorities and ethnic clans. 20% of Russia's billionaires are Jews according to a study
by Lenta a couple of years ago, and a recently released report by Forbes Russia revealed
that only one of the ten richest "clans” in Russia are ethnically Russian, or russkie.
(Incidentally, that is a term that, tellingly, Putin himself hardly ever uses, preferring the
ethnically neutral term "rossiyane” that refers to all Russian citizens. A quick way of
estimating how "based" a Russian commentator is Ctrl-F'ing and tallying the
russkie/rossiyane ratio in his texts).

Of course the irony is that the Clinton Clique tends to like those kinds of anti-Putin
nationalists and their Ukrainian counterparts.

nuland-meeting-parubiy
Clinton protege Victoria Nuland meeting with Parubiy, Chairman of the Rada and founder of
the Social National Party of Ukraine.

As for Putin's actual nationalist/non nationalist status, what both Pozocracy hacks and the
more "svidomy" elements of the Western Alt Right fail to realize is that in between:

(1) Being an open borders "keep them at arm's length" cuck; and

never-said-this(2) Living up to the overly "optimistic"/false image that the "Russophile” wing
of the Alt Right (summarized in the widely shared but 100% fake meme/quote to the right) -
and the Putin Derangement Syndrome-suffering SJWs and (((neocons))) - have of Putin;

... there is a pretty big middle ground around which Putin actually falls.

Yes, many Russian nationalists are sitting under Article 282 (some of them deservedly, but
yes, many of them regrettably not; it is an unjust law that should ideally go the way of the
rest of Europe's "hate laws," i.e. into the dustbin of history). But, at least, Russia also
imprisons many Islamic extremists and even anti-ethnic Russians under that same law (a
partial lack of double standards that the Council of Europe is very unhappy about). And
moderate Russian (anti-immigration) nationalists like Egor Kholmogorov - | have translated
a couple of his pieces here and here - are hardly social or legal pariahs; they get to write
op-eds in the nation's highest circulation newspaper, Komsomolskaya Pravda.

And there are even outright nationalists in positions of power, such as Dmitry Rogozin,
who was an outright (anti-immigration) nationalist. He currently curates the military-
industrial prospect and is not an altogether impossible (if highly unlikely) Presidential
successor. Although with power, he has also of course strongly toned down his prior
ethnonationalist rhetoric.

To reiterate, there is a very wide spectrum between a self-hating cuckold like Wolfgang
Schaeuble and /pol/'s image of Ben Garrison, and on that spectrum, Putin is far closer to
the likes of Trump, Le Pen, and Orban than he is to the Western political elites aka the
Pozocracy (on this, at least, the Western MSM has it correct). Reasonable figures in the
Alt Right recognize such as Richard Spencer recognize that they can't have their way all of
the time, and as such urge people to support these sorts of "middle ground” politicians,
despite their occasional concessions to cuckoldry (even though Spencer himself got
arrested in and banned from in Hungary for holding an identitarian conference so he has
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personal reasons to be skeptical of Orban).

However, this still does not make Putin a nationalist. In reality, like most serious politicians,
Putin is a complex figure who continuously carries out an ideological balancing act
(remember Angela Merkel's "multiculturalism is a failure” speech, a longtime ago ina
galaxy far away?). Yes, nationalism is necessarily a part of that, and yes, to a greater
extent than a decade ago, but it still needs to be balanced out against liberal, conservative,
and socialist countercurrents. The dominant strand within Russia's current ideological
matrix is liberal-conservatism, a set of political and social ideas developed under late
Tsarism and later amongst the White emigration that were perpendicular to both Marxism
and Westernophile cargo cultism. The philosopher that Putin cites most frequently is Ivan
llyin, an uncompromising anti-Stalinist emigre with views that are decidedly unorthodox
(one daresays, cuckservative) for a Russian "extreme nationalist.”

Here are a couple of notes | made while reading llyin's Our Tasks recently:

* Frankly he is much more of an anti-Communist ideologue than a Russian nationalist. He
condemns in no uncertain terms those members of the White movement who were drawn
towards the late Stalinist USSR by its adoption of quasi-nationalist rhetoric and is generally
sanguine about Western (though not German) intentions towards Russia, casually
discussing even the prospect of the atomic bombing of his country. That is decidedly
strange for a nationalist, even a highly anti-Communist one.

* He even condemns the "oppression” of ethnic minorities in the USSR, whereas a staple
of traditional Russian nationalist narratives on the USSR is the disproportional influence of
ethnic minorities (especially the Jews) for its "anti-Russian” nature. So far he has been
rather vague on the "who to blame" question as regards the Bolshevik Revolution, not
going much further than "spiritual sickness.” Again, that is very milquetoast stuff, for a
purported nationalist.

Putin's nationalism, to the extent that it exists, boils down to a practical and materialist sort
of patriotism or at most, a Human Biodiversity-naive civic nationalism:

“We do not have and cannot have any unifying idea other than patriotism. ... You said that
public servants and business and all citizens in general work to make the country stronger.
Because if that is the case, then each of us, each citizen will live better, and have higher
incomes and be more comfortable, and so on. And that is the national idea. It isn't
ideological, it isn't connected with any party or any stratum of society. It is connected to a
general, unifying principle. If we want to live better, then the country must become more
attractive for all citizens, more effective, and the public service and state apparatus and
business must all become more effective. As you said, we work for the country, not
understanding it in an amorphous way, like in Soviet times... when the country came first
and then there was who knows what. The country is people, that's what working 'for the
country' means."

Of course even this might be rather too much for someone who blames whitey when
blacks shoot up policemen and rewards the families of Islamic terrorists with front row
seats at her conventions. (Though given HRC's own "racist” skeletons - associations with
KKK figures, the comments on superpredators, punitive anti-Black sentencing laws, etc_ -
it's quite clear that her BLM and feminist pandering rhetoric is completely cynical and
mercenary).

Now to be sure, Hillary Clinton can easily get away with such comments about Putin
because of the strong ignorance of Russian political realities in the West and the
Russophobic tilt of the Western media. But such comments elicit more skepticism when
applied to anti-elite politicians in Western countries, because by definition Westerners are

mmmrn Frmailliane csath tharme med theas men o nrabb Alaachs mnt briin HFae inrdmman tha Taadian i~
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Marine Le Pen is basically the conservative mainstream of yesteryear, being infinitely
closer to Charles De Gaulle than, say, Marshal Pétain). And they should elicit much more
skepticism when used to smear Donald Trump, given that basically everything "racist” he
has ever said was taken out of context.

Will such ceaseless lying and prevarication, of which this is but one example, eventually
rebound against Hillary Clinton and the mainstream media?

And eventually, perhaps, even on American perceptions of Russia?

After all if you can't trust your media and self-proclaimed experts to tell your the truth about
your own country, why should you defer to them to them on the Far Abroad?

Let us hope for the best but prepare for the worst.
[return to Contents]
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Masha Gessen's unpredictable spelling tea leaves

How name games became Masha Gessen's new way of undertaking Russian political
analysis.

By Dmitry Babich

Masha Gessen, the ultimate nemesis of Russian authoritarianism, the time-tested Valkyrie
of anti-Putin struggle, has just tested a new verbal weapon. The impact of that weapon's
use on the Russia-writing community may be as unpredictable as Putin is in Masha's
imagination.

In her article for the once intellectual magazine The New Yorker, Masha tried to analyze the
appointment of Putin's new head of administration, Anton Vayno.

Having toyed with the idea that Vayno's appointment could mean a crackdown on Russian
opposition before the Duma election (Masha had predicted dozens of such never-
happening crackdowns during her twenty years in Russia) or an "all-out war with Ukraine”
(for anyone knowing Masha this is actually a very optimistic forecast on her part) - so,
having toyed with all of these standard "crackdowns" and “invasions", Masha decided to
turn to linguistic tea leaves. Her discovery was explosive.

Here is what she wrote, at the top of her inspiration:

"A final fact about Vayno is that the letters of his last name can spell voyna, the Russian
word for war. Is this the message that Putin is sending?"

Indeed, is this THE message? Having embarked on the slippery road of guessing the
elite's intentions by the names of its chosen authors (Masha is analysing Vayno's book in
her article), we can make astounding revelations.

Let's take the name of The Washington Post's longtime opinion editor, Fred Hiatt. The
letters of his name can spell "Fear and Hate." Is this the message which The Washington
Post is sending to Russia? Judging by the WaPo's jingoist editorials on Russian themes
("Mr. Putin Means War," "Stop Russia's Dangerous Moves") this is precisely THE
message. And Mr. Hiatt's appointment becomes not just one more promotion of a
Russophobic liar with a penchant for reporting on his own colleagues (remember Mr.
Hiatt's nubliclv exnosina his colleaaue Fareed Zakaria for some mistakes in Zakaria's
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wrmngs) Add some of Masha s word magic to Hiatt's mmtarlsm and bigotry - and we have
a deeply symbolic move on the part of The Washington Post's editors.

Some of the Russia-bashing authors like to write in pairs, like Owen Mathews and Anna
Nemtsova, Clifford Gaddy and Fiona Hill. Finding out what combinations of their names
could spell out for Russia's relations with the West - that can be a fascinating game,
worthy of Masha Gessen's wit and profound knowledge of Russian realities.

This game can be not a bit less serious, than, say, Fiona Hill's interviews to Le Figaro,
where she suspects Putin of "not stopping with the conquest of Ukraine." If Le Figaro can
publish such "analysis"” from Fiona Hill, why can't we play with some of the names of the
Western writers on Russian topics?

What if we combine Edward Lucas (a British author who recently "discovered" Donald
Trump's huge Russian funds) and Richard Pipes (a historian, whom even his Harvard
colleagues call "a Russophobe"). Edward Lucas + Richard Pipes = Mad Ed Likes War
Rides. Why not? If Putin's Vayno can, in Masha's view, mean "voyna" (war), then Ed and
Dick do not just MEAN war, they actually MAKE it by their writings on Russia.

And what if we combine Fareed Zakaria and Owen Mathews? Zakaria, who used his
position of the invited moderator at the St. Petersburg Economic Forum in order to look for
the much coveted "proof” of Putin's "admiration” for Trump (Zakaria failed with that task for
the lack of the aforementioned admiration) - Fareed Zakaria certainly deserves a
prominent position in Masha's spelling research. Owen Mathews, who wrote that Putin
was to blame for the terrorist acts that took place in Moscow in the 2000s, is also an
indispensable figure here, just like Americans are an indispensable nation in Obama's
view. So, Fareed Zakaria + Owen Mathews = Read Zach's Own Self-Made News.

Timothy Snyder, who wrote that Europeans should learn democracy from the new fascist
regime in Kiev, could make a nice triple with Svante Cornell (incredible lies on

Russia's "aggression" against Georgia) and Andrew Kuchins (who once wrote a fictitious
article on "Putin's coup”). So, Timothy Snyder + Svante Cornell and Andrew Kuchins =
Mothy Science and Team Lies. Pretty much sums up these guys' activities!

But what about Masha's initial supposition that Anton Vayno's second name could spell
as "voyna"? In fact, together with his first name, Anton, the whole thing could read as "No
to Voyna!" (No to War!). Did you give it a thought Masha? Oh, you better don't . This is
NOT the message that the modern The New Yorker and the once glorious The
Washington Post would like to carry. Not only to Russia, but also to Iraqg, Libya, Syria and
many other countries.
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Playing The Kremlin's Game
By Brian Whitmore

After more than two years of war in eastern Ukraine, we continue to pretend; we continue
to play make believe.

We continue to pretend that what is happening in the Donbas is a civil war, when in fact it
is the result of a Russian invasion.

We continue to pretend that Russia is a mediator in the conflict when it is in fact the
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And we continue to pretend that it is the responsibility of both sides to de-escalate the
fighting, when only one side is escalating.

We continue to pretend that the Minsk ceasefire deal — which Ukraine signed practically
with a gun to its head - is anything but dead in the water.

The pretending was on full display this past weekend when German Foreign Minister Frank-
Walter Steinmeier called on Russia and Ukraine to observe the Minsk agreement.

And the pretending will be on display next week in China when Viadimir Putin meets with
German Chancellor Angela Merkel and French President Francois Hollande — but without
Ukrainian President Petro Poroshenko -- to discuss the conflict.

Now the problem here isn't that everybody is delusional.

In fact, everybody knows exactly what is happening here.

But the problem is one of geopolitical blackmail.

Russia is clearly intent on keeping this conflict simmering until it gets what it wants - a
pliant and obedient Ukraine that is essentially Moscow's client state.

And it uses periodic threats of escalation to get the West to play along.

And so everybody pretends. And in pretending, everybody plays the Kremlin's game.

[return to Contents]
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Michael Weiss, the Neocon's Neocon

By Anatoly Karlin

[Complete text here http://www unz. com/akarlin/michael-weiss-the-neocons-neoco

In terms of content, the Weisses of this world are a dime a dozen. So why "expose" yet
another neocon propagandist?

Because he is also very nasty, and very dangerous - as Richard Silverstein's
comprehensive profile of Michael D. Weiss, just published at The Unz Review,

convincingly argues.

So far as (functional) psychopathy goes, he really is one of a kind in the world of journalism.

And if pushing kompromat up the Google rankings makes at least a few people think twice
before associating with him too closely, then the effort will be worth it....
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Michael Weiss and the Iran-U_.S. Hardline Nexus That Led Iranian-American to Evin Prison
By Richard Silverstein

[Complete text here http://www unz.com/article/michael-weiss-and-the-iran-u-s-hardline-
nexus-that-led-iranian-american-to-evin-prison/]
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intersection of the lives of Michael D. Weiss (the Dartmouth student) and Siamak Namazi
(a jailed Iranian-American). It was Weiss who helped put him there.

Weiss, age 36, has been an itinerant freelance journalist and military interventionist gun-for-
hire, plying his trade from Washington DC, to London, to the outlying lands of former
Russian empire, to the ruins of Syria.

With his role as CNN commentator and senior editor at the Daily Beast, he is a leading
light among a new young generation of neoconservative intellectuals. These positions offer
him the opportunity to shape American political discourse in much the same way Bill
Kristol's Project for the New American Century, shaped U.S. militarist- interventionist
foreign policy for a decade or more after its famous 1998 letter to Bill Clinton....
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Russian election debate: War on corruption

The Russian State Duma election debate on official state channel Rossiya 1 on 26 August
(1450 gmt) focused on corruption among "untouchable” top officials. "Almost a thousand
Russian officials previously considered untouchable have become the subject of criminal
investigations for corruption,” the presenter said, noting that the number was still growing.

The debate followed the previous format, with a 30-second introduction by each candidate,
then a main four-minute pitch, followed by a final 30-second "last word" message.

Appearing in the debate were the following candidates for the State Duma election:
Gennady Semigin, Patriots of Russia; Rifat Shaikhutdinov, Civil Platform; Oleg Mitvol,
Green Party; Dmitry Marinichev, the Party of Growth; Maxim Suraikin, the Communists of
Russia; Igor Korotchenko, Motherland.

Patriots of Russia - crack down on nepotism

Semigin of Patriots of Russia said corruption should be regarded on a level with treason.
Corruption starts with nepotism, so there should be more stringent checks on those
working in state offices, he said. Officials should bear responsibility for the actions of their
subordinates, he said. He also called for stiffer penalties for those found guilty of corruption
and confiscation of their assets. He listed a number of state funded projects where large-
scale corruption had gone on. He also called for a shake-up of state monopolies and

a "new system for fighting state corruption™.

Civil Platform - fight the untouchables

Civil Platform's Rifat Shaikhutdinov said the problem stemmed from creation of a class in
the 1990's who were above the law and able to bribe who they like and ignore the law.
They are able to fund parties and buy off officials and deputies, he said. The struggle

against these people is the key issue, he said. Shaikhutdinov said his party supports
Pres=ident Pitin's mave in 2015 ta de-nffsharice the econnmv and crack down an corrint
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ofﬁc;als holdmg property abroad. He called for transparency in the system, and criticised
what he called the "clan system". Russia has to put a stop to "liberalism", he said.

Green Party - need anti-corruption agency

Green Party's Oleg Mitvol mentioned President Putin's drive to crack down on corruption,
and called for an intensification of that effort. He called for a dedicated "vertical agency" to
deal with the problem, because sometimes competing law enforcement agencies are
interfering with each other. State Duma deputies should also be accountable in corruption
probes, he said, accusing some of those present by name of impropriety in their business
dealings (Shaikhutdinov butted in here to reject his claims).

Party of Growth - a technological breakthrough

Party of Growth's Dmitry Marinichev, who said he had started his own business eighteen
years ago as an engineer, replied to Mitvol's accusations about his business dealings
(interrupted immediately by Mitvol). Marinichev said Mitvol was citing accusations made by
anti-corruption campaigner Alexei Navalny, who was a sane person who might apologise
later for what he had said in the press. Russia is too focused on its natural resources, and
needs a technological breakthrough, he said. "Money doesn't come out of thin air," he said.

Communists of Russia - Stalinist methods will work

Maxim Suraikin from Communists of Russia - "a Stalinist party" he said with apparent
pride - stood for a crackdown on corruption which he said originated with capitalism's
return to Russia in the early 1990's. The solution is mass nationalisation of all the industry
and business stolen at that time, he said. That will provide all the wealth necessary for a
decent minimum wage, and therefore eliminate corruption. "Only with Stalinist methods
can we wipe out corruption,” he said, noting that China executed 50,000 people a year for
such offences.

Motherland - capital punishment will sort them out

Motherland's Igor Korotchenko said corruption was the biggest threat to Russia's security.
He also mentioned Putin's anti-corruption campaign, in which the FSB had arrested top
officials and sent them to Lefortovo remand prison. He called for support for Putin's anti-
corruption campaign, and a China-style anti-corruption drive going all the way to the top.
Capital punishment is the answer, he said. "We don't need ministers with property in the
West," he said. He praised Defence Minister Sergei Shoigu for making Russia's armed
forces the "best in the world" in the last two years.

Last word

In their final words, in a brief 30-second appeal, each candidate appealed to voters to vote
for their party on 18 September.

During the debate programme, advertisements were shown for the following parties:
LDPR, Parnas, Yabloko; Communist Party (CPRF); A Just Russia; the Party of
Pensioners; United Russia.
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Senator warns of foreign provocation targeting upcoming Russian polls
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The chairman of Russia's Upper House Committee for International Relations has said he
expects certain hostile foreign nations to launch another campaign aimed at blackening
Russia's reputation in the period around September's parliamentary elections.

"Elections are due in three weeks and | have absolutely no doubt that ill-wishers across our
borders will use the election campaign and the elections themselves as yet another
excuse to discredit our country and present it as an outcast nation,” senator Konsantin
Kosachev said at the 'In Unity with Russia' international forum, currently taking place in
Moscow.

Kosachev also said he was certain that the State Duma elections scheduled for
September 18 will be honest and free, and called the criticism levelled at the Russian
political system by some in the West "inadequate and having nothing in common with the
real situation in the country."

"We see that the course aimed at the so-called international isolation of Russia declared
by the West has totally failed. This course is currently supported by a group of strong but
not very numerous nations, and at the level of common people we definitely will not find
any confrontation even in the Western countries," he said.

In February this year, State Duma speaker Sergey Naryshkin told the press that Russia
would not invite representatives of the Parliamentary Assembly of the Council of Europe
(PACE) to monitor the upcoming elections because of the body's continuing discrimination
against the Russian delegation and the bias of the assembly's representatives. During his
announcement, Naryshkin also explained that Russia believed many processes in PACE
were managed from the United States, especially those concerning the group's relations
with Russia, adding that Moscow had no intention to tolerate this.

However, in May this year the Russian Foreign Ministry announced that it had plans to
invite representatives from four international political blocs and organizations to this year's
parliamentary elections instead of PACE monitors. These groups are the Commonwealth
of Independent States (CIS), the Shanghai Cooperation Organization (SCO), the Collective
Security Treaty Organization (CSTO), and the OSCE's Office for Democratic Institutions
and Human Rights (ODIHR).

The head of Russia's Central Elections Commission, Ella Pamfilova, told reporters that
her agency planned to invite monitors from international associations of elections bodies,
such as the Association of World Election Bodies as well as European, Asian and
American associations of election organizers.

A member of the commission, Vasily Likhachev, revealed that Russia has already signed
bilateral agreements with 27 nations, allowing their representatives to conduct monitoring
at the State Duma elections. He also said that personal invitations will be sent to US
monitors, adding that if and when these invitations are accepted, the potential monitors
must reply so that the Central Elections Commission can clear the personnel and allow
them to gain accreditation.

[return to Contents]
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Russian paper mulls chances of early presidential election

Maria Zheleznova, Early talk. Why the discussion of a shift of the presidential election
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persists

The eve of the State Duma elections combined with the multi-figure personnel reshuffles in
the system of executive power has galvanized the guesswork about the coming
presidential election. The subject of an early presidential election (in 2017, for example)
has become very popular.

The perpetual liberal hope of a president of all Russians is sensed in the discussion of its
benefit or disadvantage to the Kremlin - the first to speak about early elections, in fact,
were Alexei Kudrin and Yevgeny Gontmakher. A year ago Kudrin said plainly that if Viadimir
Putin deemed it necessary for the pressing, and hence inevitable, but painful, reforms to
obtain a mandate for a new term (as President of Kazakhstan Nursultan Nazarbayev did),
he should be given the opportunity to obtain a new mandate sooner, even if it is a question
of a shift of the presidential election, which, it is planned, is to be held only in the spring of
2018. The new president would simultaneously be rid also of the old government, a new
one could be put together on the basis now of reform terms of reference. The intensifying
crisis testifies, as it were, that extraordinary action is needed in the economy, and a
special presidential election would afford the leader of the country carte blanche for
unpopular economic reforms.

Both Putin himself and the protective circles could certainly be in need of a new mandate
and new legitimacy. Putin is accustomed to running for the authorized term, but if he waits
for the authorized term, the voter will by that time have accumulated for candidate Putin too
many unpleasant questions, which it would be hard to brush aside with the standard
glowing reports and promises, political analyst Alexei Makarkin reasons.

Putin would obviously win elections on a negative agenda also but this would not be an
unreservedly triumphal victory. Hypothetical 2017 elections - before the budget has been
drained conclusively - would reset the situation to zero for Putin personally, but they do not
provide an answer to the question of how precisely he would avail himself of this mandate:
for structural reforms, about the need for which Kudrin and Gontmakher are speaking, or,
on the other hand, simply freeze the situation for a new six-year term.

True, Putin formally may not run for office again at an early election. Pursuant to the
constitution, it is called only in three instances: the voluntary resignation of the head of
state, impeachment, or an incapacity for exercising authority on impaired-health grounds.
The two latter scenarios are unsuitable image-wise, the first, on the other hand, entails the
impossibility of a retiree participating in proximate elections - a direct prohibition is
contained in the Presidential Election Act. True, it extends only to the election called on
account of the resignation, but not to subsequent ones - that is, in the scenario of Putin's
retention of power such an arrangement would require only revisions to the act or the
election, albeit for a short term, of a filler-president between Putin 3 and Putin 4 (yes, the
election of another president in place of Putin may be contemplated. The subject of a real
successor also warms the heart of the supporters of reforms; people with backroom
hopes could simultaneously attempt to play at this, they would be picked up by counter-
players).

Not early elections but conventional elections, but ahead of time, could be held, the polling
date having been moved by analogy with postponed State Duma elections. Revision of the
Presidential Election Act would be needed for this also. But this scenario is simpler since
the Constitutional Court has already given a response on the legal purity of such a
postponement, deeming that a three-month abridgment of the deputies' term on the scale
of five years of work is insubstantial (it is not obvious, though, that this could be said about
a year's abridgment of the presidential term). But these issues are technical: if the political
decision is made, it is hardly likely that some provision of some law could block it.

[return to Contentsl
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Russia is trying to reestablish its status of global power and the West does not want to let
this happen and is trying to retain its dominance

Interview with Vadim Trukhachev, Senior Lecturer, Department of International Relations
and Foreign Area Studies, Russian State University for the Humanities.

Rethinking Russia: What are some of the reasons you would give for the political tensions
between Russia and Western Europe and the USA?

Vadim Trukhachev: There are enough reasons for these tensions. The main reason is that
Russia is trying to reestablish its status of global power and the West does not want to let
this happen and is trying to retain its dominance. The West is unlikely to take into account
its partner's interests because Russia is perceived as a loosing side of the Cold War,
which should be regarded only to a limited extent.

One more reason is that politicians both in Russia and in the West have a vague notion of
each other. Many politicians and experts do not have enough knowledge of the mentality,
culture, traditions, values and even everyday habits of the opposite side. Speaking about
this, they have both similarities and differences, and all of them should be taken into
account while entering into a dialogue.

Often Russia itself is not able to find its place on the global stage, understand whether it is
a part of the Western civilization or an independent civilization. This hinders the country in
implementing coherent policy. Besides, this annoys the West, which is wary of the
reappearance of Russia's imperial ambitions and tries to stay one step ahead of Russia at
the same time weakening it just to be on the safe side. This annoys Russian authorities,
so the dialogue is not launched.

RR: What groups of state and non-state actors would you say benefit from tense relations
between Russia and the West, cultivated both in the political elite and the population? Why
do they benefit?

VT: Mostly military-industrial circles benefit from tense relations. This concerns the USA
and NATO to a greater extent and Russia - to a lesser extent, but it still does concern
Russia too. Presence of a big potential adversary increases the number of military
contracts and, as a consequence, profits of companies, enterprises, laboratories and
research centers working in military-industrial sphere.

Besides, both in Russia and in the West there are some circles that perceive each other
exclusively as permanent enemies. And they take advantage of all tensions and
misunderstandings to turn the society and elites to their views. Unfortunately, these circles
are quite influential both in the West and in Russia. These elite groups need tensions to
increase their political heft.

As for ordinary people, | do not see any groups that would benefit from tense relations
between Russia and the West. It is difficult to imagine people either in Russian or in the
West who would like to go to war or to be killed.

RR: Does Russian population mistrust the West? Why?

VT: The majority of Russian citizens mistrust the West and are suspicious of the West. In
contrast to the Czech Republic and Poland, Russia suffered from the reforms of 1990s,
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which resulted in the impoverishment of its population. People lived low. As these reforms
were implemented under the slogan of “the rapprochement with the West", in the eyes of
Russian people Europe and the USA, which supported the reforms, became responsible
for the deterioration of the situation.

This mistrust is also connected with NATO expansion to the East and numerous anti-
Russian statements of the leading European politicians, which quickly spread in Russia.
The bombings of Serbia of 1999 took a heavy toll on Russia's relations with the West,
while Serbia is perceived as a fraternal country in Russia. The War in South Ossetia of
2008 also had a negative effect.

The Ukrainian crisis played the major role in the growth of anti-Western sentiments.
Millions of Russians were born in Ukraine, one in three have relatives or origins there. That
is why, the possible rift with Ukraine is so sensitive to Russia. It is almost like the Berlin
Wall dividing, in fact, one nation. And Russians are sure that mainly the West is
responsible for what happened in Ukraine in 2013-2016.

RR: What are the origins of this mistrust?

VT: Russian citizens mistrust the West because they have little knowledge of Europe and
North America. About 70% of Russian population have never been abroad. And many of
those who traveled abroad have never gone to Europe. The reason for this is the harsh
visa regime between Russia and EU and especially between Russia and the USA and
Russia and Canada. It is a big obstacle that does not allow Russians to stop being afraid
of the West.

| would also mention Western media. They pay much attention to Russia, but almost 80%
of their materials are strongly negative towards Russia. There are many planted or highly
provocative articles, where Russia is precariously charged with either sending refugees to
Europe or cooperating with terrorists. And there is no information about Russia without
politics. As a result, people in Russia think that their country is deliberately demonized in
the West.

RR: Do you think this wariness renders peoples’ choice of the media they read/watch
selective?

VT: No, there is no direct links. The matter is that near a half of Russian population does
not use Internet, people in villages and small towns often have access only to 2-3 federal
TV-channels and the can not afford buying a satellite dish. The problem is that not only
those who watch federal channels, but also those who surf the net, read Western media
and travel abroad mistrust the West.

| would say, pro-Western minority of the Russian population avoids state media. And vice
versa: anti-Western part of the population rejects Western and pro-Western Russian
media. But once again it is not a majority.

RR: Do you think a negative opinion of the West amongst Russian people has an impact
on the state's decision making?

VT: Unfortunately, it is true. For the last 20 years, mistrust and suspicion towards the West
have been spreading amongst Russian people. If tomorrow somebody says that the
policies of the EU and the US are right (especially of the US), people will not even
understand this. So, the majority of the decisions are made by the authorities in
accordance with public sentiment.

For its part, the West has not made efforts to overcome these sentiments. Criticizing
Vladimir Didin and Diuiccia ic nat awrau mand And tha rafiical nindar tha danihifol neatavt ta I
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or at least to ease sanctions provokes even more annoyance with the fact that Europe and
North America are closing from Russia, not from its authorities, but from its population.
This annoys people and only range them around the country's authorities.

RR: How has the perception of the West by the politicians in Russia changed since 19917
What about popular opinion? What are the reasons?

VT: In the early 1990s Russian elite was oriented towards the West and was ready to
cooperate in all possible spheres. Russian authorities even tried to make a copy of Europe
out of Russia and saw themselves as a part of the Western elite. But Europe and the USA
perceived this openness of Russia as weakness and decided that Russia may not be
taken into account. And nobody was going to make Russian elite a part of the Western one.

NATO expansion, bombings of Serbia and a number of color revolutions in the post-Soviet
area provoked wariness of Russian political elite. It still wanted to become a part of the
Western elite, but these steps made it seek for an alternative to the cooperation with the
West. Russia needed a plan B in case that their attempts to establish relations with the
West fail. And the Ukrainian crisis only stirred up this search.

As for the population, it was first of all concerned with open borders, which they did not get.
The authorities' attempts to fit in the Western elite caused wariness among people for the
same reasons that the authorities began to mistrust the West. In this case there are no
great differences between the elite and the population.

RR: Do you think cooperation between Russia and the West is desirable? Is it viable?
What forms should this cooperation take?

VT: The only alternative to cooperation is confrontation or even war. At least from this
perspective, cooperation between Russia and the West is highly desirable. There are
some evident areas of common interest. Russia cannot do without western technologies,
Europe (and to some extent the USA) - without Russian raw materials. Many Russians
immigrating to Europe or the US work for the leading laboratories, so there is need not only
for our raw materials, but also for our brains.

Despite all obstacles, cultural cooperation is developed. Russia and the West cannot do
without each other in the sphere of space exploration. They should cooperate to combat
international terrorism. Cooperation in the sphere of tourism would be quite promising, but
here comes the problem of visa regimes, that | have already mentioned.

Whichever sphere of cooperation we talk about, it should be a two-way road. The West
should not demand one-way concessions from Russia. Russia, in its turn, should not call
the West "a different, hostile civilization". The rules of the game should be set out by the
states together.

RR: What groups of state and non-state actors would you say benefit from the cooperation
of the West and Russia?

VT: Almost all actors involved will benefit from the cooperation except for military-industrial
sector, "professional Russophobes" in the West and "professional anti-Westerners" in
Russia.

Interview by Nora Kalinskij
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Latvia's Wariness Over Russia Raises Civil Rights Concerns at Home

Petition questioning country's independence results in six-month prison sentence
By JURIS KAZA and DAVID GAUTHIER-VILLARS

RIGA, Latvia-In this former Soviet republic, two ostensibly tongue-in-cheek challenges to
the nation's independence are causing trouble for the authors-and raising concerns about
civil ights.

Days after Deniss Barteckis posted an online petition calling for Latvia to join the U.S. last
spring, police raided his apartment in Riga, seizing all electronic devices including his 7-
year-old daughter's tablet.

That followed the Feb. 26 conviction of Maksim Koptelov, a 31-year-old film student, for
violating a criminal law against incitement to destroy Latvia's independence with a similar
petition proposing union with Russia.

Each maintains their action wasn't serious. But the Baltic country's tough response has
focused attention on how far authorities can go to prosecute alleged enemies of the state
without breaching basic principles they agreed to adhere to upon joining the European
Union, such as freedom of speech.

Such questions are being raised across much of Eastern Europe, where governments in
Warsaw, Budapest and elsewhere have adopted a more authoritarian tone.

Latvia's Security Police said a probe into Mr. Barteckis's petition was under way on
suspicion it posed a threat to Latvia's sovereignty.

Latvian government officials said they couldn't comment on the police investigation or on
court matters.

Since parting ways with the Soviet Union shortly before its 1991 demise, Latvia has been
looking west: It joined the EU and the North Atlantic Treaty Organization in 2004 and
adopted the euro as its currency in 2014.

Despite this steady geopolitical shift, Latvian authorities have been worried that the
country's Russian minority-about a quarter of the total population of 2 million-was looking
east.

Those concerns swelled two years ago when a newly assertive Russia annexed Ukraine's
Crimean peninsula-which is largely ethnic Russian-prompting some Latvian nationalists to
describe ethnic Russians in the Baltics as a potential menace.

Latvia recently adopted a law to toughen the penalties for incitement against the country's
independence. Prime Minister Maris Kucinskis has said Latvia needed to defend itself
against what he described as Russian campaigns of propaganda and

disinformation. "Russia has unfortunately started a hybrid war," Mr. Kucinskis said at a
news conference with German Chancellor Angela Merkel in April.

Russia has said it had no plan to attack Baltic countries but has pledged to defend the
rights of ethnic Russians abroad.

Under Soviet rule, it was calling for Latvia's independence that carried risk.

T~
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Moscow immediately accepted.

Karlis Skenderskis was a 22-year old medical student in Riga in 1984 when he was
summoned by the KGB and interrogated for having allegedly spread secessionist ideas,
according to a recent study of the former Soviet secret police.

"| suppose someone ratted on me," Mr. Skenderskis, now 54, said in an interview. He said
he denied all accusations and was let go, but added the encounter with the KGB led him to
be cautious about expressing opinions.

Mr. Koptelov, who is free pending appeal of his conviction and six-month sentence, says
he thought he had no reason to hide his ideas in modern-day Latvia.

In March 2014, days after Russia moved into Crimea, he wrote in Russian on Avaaz, an
online platform, that Latvia's entry into the Russian Federation would open "vast prospects
for development.”

In a post-script, he wrote: "In fact, this document doesn't bear any significance and
happens to be a joke."

Acting on public complaints, Security Police identified Mr. Koptelov as the author of the
petition, which he signed with his first name only, according to court documents.

During a monthslong trial, Mr. Koptelov said his petition was inspired by bitterness that his
late father had lived out his last years with a derisory pension.

He told the court that he had sought to “joke about the Latvian state the way it had joked
with his father," according to the court documents.

A legal expert called by the Security Police, Lauris Liepa, testified the petition could be
seen as an attack on the "core value" of the Latvian constitution.

Yelena Kvjatkovska, a human-rights lawyer based in Riga, said she had found no
precedent to the Koptelov case in post-Soviet Latvia's jurisprudence.

She called it "a clear case” for the European Court for Human Rights. "It raises serious
issues regarding the freedom of expression,” she said.

Mr. Koptelov's attorney, llona Bulgakova, said she would take the case there if they lose
their appeal in local courts. The trial court had "brought shame to Latvia," she said.

Mr. Barteckis, a freelance reporter, said in an interview that his petition to join the U.S. "was
just a reaction against a disproportionate punishment on Mr. Koptelov."

Mr. Koptvelov's petition is still online; As of Aug. 22, it had garnered 7,540 signatures. Mr.
Barteckis's had 130.
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White Russia Makes Progress

A visit to Minsk reveals a peaceful transition to economic freedom.
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Jon Basil Utley is publisher of The American Conservative.

Belarus is an interesting, attractive country, certainly off the beaten track. A beautiful,
rebuilt capital city of Minsk (mostly destroyed along with 30 percent of the country's
population during World War Il), with wide boulevards and parks and superbly clean, belies
its old reputation as the last dictatorship in Europe. Its economy is heavily statist, but 30
percent is private enterprise, and its information-technology sector is world class (see
below). Its rating in the World Bank's Doing Business, which compares all the world's
nations, is surprisingly high and improving.

The nation borders Russia, Ukraine, Poland, Latvia, and Lithuania. It has its own language,
similar to but distinct from Russian, and its own long history. It was once an integral part of
the Lithuanian empire, which stretched down to the Black Sea. It then was subordinated to
the growing power of Czarist Russia and later became an integral part of the Soviet Union.
Belarus also became an industrial’technological center where many of the Soviet Union's
heavy and sophisticated industries were located. It has a very skilled and educated
workforce.

| was invited there to speak at a conference on "Understanding Belarus Security " It was co-
organized by Washington's Jamestown Foundation, Germany's Konrad Adenauer Institute,
and the Liberal Institute of Belarus under the auspices of the Minsk Dialogue. It continues
the tradition of Belarus serving as a neutral regional hub for inter-European diplomacy
following the Russian-Ukrainian ceasefire agreement. Our delegation also met with top
foreign-ministry officials on improving understanding and relations with America.

Belarus has become more independent of Russia since the Ukrainian conflict, rejected
Moscow's plans to establish a new airbase on its territory, and refused to join Russia's
trade war with Ukraine. Repression is mild, and the government retains a degree of
popularity for providing stability and substantial economic growth. Witness the chaos in
neighboring Ukraine, and how "privatization" of Russian state industries just ended in
impoverishment and handing them over to billionaires. People are not so anxious for
possibly chaotic, unjust "democracy,” as long as their government delivers safety, order,
and economic growth. Grigory Joffe, Jamestown's Belarus expert, writes in "The Declining
Fortunes of the Belarusian Opposition,”

Specifically, the government led by President Alyaksandr Lukashenka, since 1994, was
instrumental in propping up Belarusians' civic identity, ensuring the country's stability and
security (Belta.by), building up its infrastructure, pursuing economic development, boosting
the quality of governance, and even improving living standards-by several measures
exceeding those in Belarus's culturally close Eastern Slavic neighbors.

Many formerly communist East European nations are today, surprisingly, more dynamic
economically than many debt-ridden West European nations weighed down by years of
socialist baggage. After the conference | also spoke to students at the Liberal Institute in a
hall called the "John Galt Club," named after the famous character in Atlas Shrugged. The
institute's director is a very dynamic Belarusian student, Yauheni Preiherman, now
studying for his Ph.D. in England. It was also he who helped organize the main
conference. He introduced me to many of the students and | was very impressed by them.

Belarus' Surprising Economic Ratings

More than 50 percent of goods produced in the country are delivered for export. The list of
export products is sophisticated and varied. Among the major export commodities of
Belarus are refined oil products, semi-conductors, potash and nitrogen fertilizers, metal
products, busses, heavy trucks, tractors, chemical fibers, yarns, tires, dairy and meat
products, and sugar. The private sector is led by exports from its brilliant information-
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technology services (IT) based at the Minsk High Tech Park free zone. The export of IT
services grew from $50 million in 2005 to $800 million in 2015.

Belarus imports are mainly composed of energy resources (oil and natural gas), raw
materials and components, metal products, raw materials for chemical industry, machine
parts, and manufacturing equipment. Belarus has trade relations with more than 180
countries. The nation offers low costs and is attractive for tourism. It has eleven
impressive war museums, one in downtown Minsk, another in the countryside at the old
Stalin Line.

Doing Business measures the ease or problems of starting and running a business in
nearly all nations. It was discussed at the conference and has become a very effective
means to press Third World and former communist governments to facilitate and
encourage economic growth.

Belarus rates surprisingly high on several measures. The nation ranks 12th in the world
for "starting a business," compared to Austria at 106th, France at 32nd, and Spain at 82nd.
For "registering a property,” Belarus is number 7, Germany 62, and Ireland, known for its
pro-business environment, 39. Rated for "ease of doing business," Belarus is 44,
compared to Ireland at 17, France at 27, and Spain at 33. For "enforcing contracts,”
Belarus is number 29, Belgium is 53, Chile is 56, Poland is 55, England is at 33. See the
Doing Business link above for exact details. Still, the regime is pressed to privatize its
heavy industries, still mostly government owned. There is little street crime, which also
makes the nation attractive for foreign investors. Economic freedom pales when street
crime, kidnapping, and armed robbery are rampant, as in some Latin American countries.

Shakedowns and bribes to the police and government inspectors are a very common
aspect of post-communist regimes. From what | learned, Belarus limits such small time,
yet cumulatively devastating corruption, unlike Russia for example.

In conclusion, Belarus is progressing in ways favorable to economic progress and is much
freer than its reputation as a surviving "Marxist" state. The British Guardian, in a positive
article, asks "Is it accurate to call Belarus a dictatorship?" Although political opponents are
sometimes jailed (a dozen in 2013), they are then shortly released. The dynamic, free
market, and the rising living standards of neighboring Lithuania, Latvia, Estonia, and
Poland, are vibrant examples for them. Often American policymakers don't appreciate

that "in much of the non-Western world, people desire order more than democracy,” writes
Jamestown's Grigory Joffe (see "Understanding Belarus"). He writes of "a legitimate fear of
evil, destructive _.. behavior by their fellow countrymen that only a strong government can
restrain. ... Democracy cannot be exported, much less imposed, by an outside force.
Simply put, one cannot build democracy other than on the homegrown foundation of civility
and trust." Having lived in lawless countries | concur totally with Joffe's comments.
Opposition movements in such nations demanding "democracy” are often supported by
Washington, but many or most are not Jeffersonians in waiting.

Effective groups such as Students For Liberty and the Atlas Network, which | have long
supported, help local think tanks and such groups to spread Western concepts of
individual freedom, limited government, property rights, low taxes, and economic progress.
Only a nation's own people can really bring it progress. Washington is too ham-fisted and
all too eager to threaten or even start wars as a "solution” to promote freedom. Then we
wonder at the chaos our military interventions create.
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Assessing the Russian Military as an Instrument of Power

By The Saker

[Text with links and graphics here http://www unz com/tsaker/assessing-the-russian-
military-as-an-instrument-of-power/]

It has been a quarter of a century now since the fall of the Soviet Union and yet the
memory of the Soviet Armed Forces is still vivid in the minds of many of those who lived
through the Cold War or even remember WWII. The NATO-sponsored elites of Eastern
Europe still continue to scare their citizens by warning of a danger of "Russian tanks"
rolling down their streets as if the Soviet tanks were about to advance on Germany again.
For a while, the accepted image of a Russian soldier in the West was a semi-literate
drinking and raping Ivan who would attack in immense hordes with little tactical skills and
an officer corps selected for political loyalty and lack of imagination. Then the propaganda
narrative changed and now the new Russian bogeyman is a "little green man" who will
suddenly show up to annex some part of the Baltics to Russia. Putatively pro-

Russian "experts" add to the confusion by publicly hallucinating of a Russian deployment in
Syria and the Mediterranean which could wrestle the entire region away from Uncle Sam
and fight the entire NATO/CENCOM air forces and navies with confidence. This is all
nonsense, of course, and what | propose to do here is to provide a few very basic pointers
about what the modern Russian military can and cannot do in 2016. This will not be a
highly technical discussion but rather a list of a few simple, basic, reminders.

Russia is not the Soviet Union

The first and most important thing to keep in mind is that the Russian military is truly
focused on the defense of Russian territory. Let me immediately say that contrary to much
of the Cold War propaganda, the Soviet military was also defensive in essence, even if it
did include a number of offensive elements:

1) The military control of all of Eastern Europe as a "buffer zone" to keep the US/INATO
away from the Soviet Union's borders.

2) An official ideology, Communism, which was messianic and global in its stated goals
(more or less, depending on who was in power)

3) A practice of global opposition to the US Empire anywhere on the planet with technical,
political, financial, scientific and, of course, military means

Russia has exactly zero interest in any of these. Not only did the nature of modern warfare
dramatically reduce the benefits of being forward deployed, the messianic aspects of
Communism have even been abandoned by the Communist Party of Russia which is now
focused on the internal socio-economic problems of Russia and which has no interest
whatsoever in liberating the Polish or Austrian proletariat from Capitalist exploitation. As for
a global military presence, Russia has neither the means nor the desire to waste her very
limited resources on faraway territories which do not contribute to her defense.

But the single most important factor here is this: the overwhelming majority of Russians
are tired and fed up with being an empire. From Peter | to Gorbachev, the Russian people
have paid a horrific price in sweat, tears, blood and Rubles to maintain an empire which
did absolutely nothing for the Russian people except impoverish them and make them
hated in much of the world. More than anything else, the Russians want their country to be
a "normal” country. Yes, safe, powerful, wealthy and respected, but still a normal country
and not a global superpower. Many Russians still remember that the Soviet Politburo
justified the occupation and subsequent war in Afghanistan as the completion of

an "internationalist dutv" and if somebody todav tried that kind of lanauaae the replv would
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be "to hell with that". Finally, there is the sad reality that almost all the countries which were
liberated by Russia, not only from Nazi Germany, but also from the Turkish yoke show
exactly zero gratitude for the role Russia played in their liberation. To see how our so-
called "Orthodox brothers™ in Bulgaria, Romania or Georgia are eager to deploy NATO
weapons against Russia is nothing short of sickening. The next time around, let these
guys liberate themselves, everybody will be happier that way.

It is a basic rule of military analysis that you do not look at the intentions but primarily at
capabilities, so let us now look at Russian capabilities.

The Russian armed forces are relatively small

First, the Russian armed forces are fairly small, especially for the defense of the biggest
country on the planet (Russia is almost twice the size of the USA, she has a about half the
population and land border length of 20,241km). The total size of the Russian Armed
Forces is estimated at about 800,000 soldiers. That puts the Russian Armed Forces in 5th
position worldwide, somewhere between the DPRK (1,190,000) and Pakistan (643,800).
Truly, this kind of "bean counting” makes absolutely no sense, but this comparison is
useful to show something crucial: the Russian Armed Forces are relatively small.

SakerRussia This conclusion is further bolstered if we consider the fact that it is hard to
imagine a scenario in which every Russian soldier from Kalinigrad to the Kamchatka will
be engaged at the same time against one enemy. This is why the Russian territory has
been broken up into five separate (and, de facto, autonomous) military districts

(or "strategic directions): East, Central, Northern, Western and Southern.

While there are a number of units which are subordinated directly to the high command in
Moscow, most Russian units have been distributed between the commands of these
strategic directions.

[Sidebar: it is also interesting to know that when Putin came to power the Western military
district was almost demilitarized as nobody in Russia believed that there was a threat
coming from the West. The aggressive US/NATO policies have now changed that and
there now is an major program underway to strengthen it, including the reactivation of the
First Guards Tank Army_]

There is no US equivalent to the Russian military districts. Or, if there is, it is very different
in nature and scope. | am talking about the US Unified Combatant Commands which have
broken up our entire planet into "Areas of Responsibility™

Notice that all of Russia is in the area of "responsibility” of only one of these commands,
USEUCOM. In reality, however, in the case of full scale war between Russia and the
United States USCENTCOM and USPACOM would, obviously, play a crucial role.

The Russians are *not* coming

The size and capabilities of the Russian Military Districts are completely dwarfed by the
immense power and resources of the US Commands: in every one of these commands
the USA already has deployed forces, pre-positioned equipment and built the infrastructure
needed to receive major reinforcements. Furthermore, since the USA currently has about
700 military bases worldwide, the host countries have been turned into a modern version
of a colony, a protectorate, which has no option than to fully collaborate with the USA and
which has to offer all its resources in manpower, equipment, infrastructure, etc. to the USA
in case of war. To put it simply: all of Europe is owned by the USA which can use it as they
want (mainly as canon fodder against Russia, of course).

e . . ' 4 oreean . . ' - -
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It 1S iImportant to keep this IMmense anterence In size and capabilities in mind when, Tor
example, we look at the Russian operation in Syria.

When the first rumors of an impending Russian intervention began flooding the
blogosphere many were tempted to say that the Russians were about to liberate Syria,
challenge NATO and defeat Daesh. Some had visions of Russian Airborne Forces
deployed into Damascus, MiG-31s criss-crossing the Syrian skies and even Russian
SLBMs cruising off the Syrian coast (though they never explained this one). At the time |
tried to explain that no, the "Russians are not coming” (see here, here, here, here and
here), but my cautionary remarks were not greeted with enthusiasm, to put it mildly. A
Russian task force did eventually materialize in Syria, but it was a very far cry from what
was expected. In fact, compared to the expected intervention force, it was tiny: 50 aircraft
and support personnel. What this small force achieved, however, was much more than
anybody expected, including myself. So what happened here, did the Russians really do
everything they can, or did they get cold feet or were they somehow pressured into a much
less ambitious mission than they had originally envisioned?

To explain this, we now need to look at the actual capabilities of the Russian Armed
Forces.

The true "reach" of the Russian armed forces

First, Russia does have very long range weapon systems: her missiles can reach any
point on the planet, her bombers can fly many thousands of miles and her transport aircraft
have a range of several thousand miles. However, and this is crucial, none of that amounts
to a real power projection capability.

There are two main ways to project power: to take control over a territory or, failing that to
deny it to your enemy. The first one absolutely requires the famous "boots on the ground"
while the second one requires air supremacy. So how far away from home can the
Russian soldiers and pilots really fight? How far from home can the Russian Aerospace
forces establish a no-fly zone?

Let's begin by dispelling a myth: that Russian Airborne Forces are more or less similar to
the US 82nd or 101st Airborne. They are not. The 82nd and 101st are light infantry
divisions which are typically engaged in what | would call "colonial enforcement” missions.
In comparison to the US airborne forces, the Russian Airborne Forces are much heavier,
fully mechanized and their main mission is to fight in the operational level support of the
front to a maximum depth of 100km to 300km (if | remember correctly, the Russian
Aerospace Forces don't even have sufficient aircraft to airlift an entire Airborne Division
although they will acquire that capability in 2017). Once landed, the Russian Airborne
Division is a much more formidable force than its US counterpart: not only are the
Russians fully mechanized and they have their own artillery. Most importantly, they are far
more tactically mobile than the Americans.

But what the Russians gain in tactical mobility, they lose in strategic mobility.- the US can
easily send the 82nd pretty much to any location on the planet, whereas the Russians
most definitely cannot do that with their Airborne Forces.

Furthermore, even a Russian Airborne Division is relatively weak and fragile, especially
when compared to regular armed forces, so they are critically dependent on the support of
the Russian Aerospace forces. That, again, dramatically reduces the "reach” of these
forces. All this is to say that no, the Russian VDV never had the means to send an airborne
division/Brigade/Regiment to Damascus any more than they had the means to support the
Russian VDV company in Pristina. This is not a weakness of the Russian Airborne Forces,
it is simply the logical consequence of the fact that the entire Russian military posture is
purelv defensive in nature at least strateaicallv.
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Like any other modern military force, the Russians are capable of offensive military
operations, but those would be executed primarily as a part of a defensive plan or as a part
of a counter-attack. And while the Russian Ground Forces (aka "Army") have excellent
terrain crossing capabilities, they are all designed for missions of less than a couple of
hundred kilometers in depth.

This is why in the past | have written that the Russian Armed Forces are designed to fight
on their national territory and up to a maximum of 1000km from the Russian border. Now,
please do not take this "1000km" literally. In reality, 200km-400km would be much more
realistic, and | would say that the capabilities of the Russian military diminish in a manner
roughly inversely proportional to the square of the distance from the Russian borders. Here
is what this maximal 1000km looks like on a map showing the western and southern
borders of Russia:

SakerRussia-3

Keep in mind that the real distance the Russian armed forces can "reach"” is not primarily
determined by distance, but much more by terrain and the possible defenses encountered
in this zone. Flying over Estonia to reach the Baltic Sea would be much easier than to fly
over Turkey to reach Syria. It is much easier to cross the Ukrainian plains that it would be
to cross the snow covered forests of Finland. Again, the conceptual 1000km distance
would often be much shorter in the real world.

[f we now take a closer look at the Middle-East, here is what we see:
SakerRussia-4

Notice that Khmeimin is just at the edge of this 1000km distance, but only 50km from the
Turkish border and that in order to resupply it the Russians would need to either cross
Turkish airspace of fly around Turkey via Iran and Iraq. In other words, Khmeimim and
Damascus are way too far for the Russian armed forces to insert anything but a relatively
small force and give it a relatively imited mission. And while the Russians were extremely
successful in Syria, | would argue that Putin took a huge risk, even if he, and the Russian
General Staff, calculated the odds correctly and achieved a truly remarkable success.

Has the recent Iranian offer to use the Hamedan airbase made a difference in Russian
capabilities?

Yes and no. Yes because it will now make it possible for the Russians to use their Tu-
22M3 in a much more effective way and no because this improvement does not
fundamentally change the regional balance of power or allow the Russian to project their
forces into Syria. To put it simply: the Russians are years away from being capable of
executing something similar to what the USA did during "Desert Shield". In fact, such
operations are not even part of the Russian military doctrine and the Russians have no
desire to develop any such capability. There is a reason why the AngloZionist Empire is
broke: maintaining a global empire is prohibitively expensive, the Russians painfully learned
that lesson in the past and they have no desire to emulate the USA today. Doing so would
not only require a dramatic change in the Russian military posture, but also to imitate the
US political and economic model, something Russia neither desires nor is capable of.

There are, however, also big advantages to the Russian force posture, the main one being
that Russians will only fight on "their turf" not only in terms of location, but also in terms of
capabilities. The very same inverse square "law” which so severely limits the Russian
military power projection capabilities also acts in Russia's favor when dealing with an
enemy approaching the Russian border: the closer this enemy gets, the more dangerous
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his environment becomes. In practical terms, this means that the three Baltic states, the
Baltic Sea, the Gulf of Finland, most of the Ukraine, the Black Sea and the Caspian are all,
for all practical purposes, "Russkie-land”. The fact that NATO pretends otherwise makes
no difference here: the kind of firepower, capabilities which Russia can bring to bear simply
dwarfs what the US and NATO can commit. This is not an issue of number of tanks, or
helicopters or combat aircraft, it is the fact that over and near the Russian territory the
Russian armed forces would act as an integrated whole, exactly what they cannot do as
far as, say, in Syria. So even if NATO can in theory bring more aircraft to the battle,
Russian aircraft would be supported by the multi-layered and fully integrated Russian air
defense network, a large number of sophisticated electronic warfare systems which,
together with highly capable and long range interceptors: land based like the S-400 or
airborne like the MiG-31BM would make it extremely dangerous for US/NATO aircraft to get
anywhere near Russian airspace, especially for the AWACs the US air doctrine completely
depends on.

The real meaning of A2AD

SakerRussia-5 The US and NATO are, of course, very much aware of this. And as is
typically the case, they concealed this reality behind an obscure acronym: A2AD, which
stands for anti-access area denial. According to US strategists, Russia, China and even
Iran are plotting to use A2AD strategies against the USA. What this means in plain English
is simple, of course: some countries out there actually can fight back and defend
themselves (hence the burning aircraft carrier on the cover of this book). The arrogance of
it all is simply amazing: it is not like the USA is concemned about Iranian A2AD in Paraguay,
Russia A2AD in Africa or even Chinese A2AD in the Gulf of Mexico. No, the USA is
concerned about these countries defending their own borders. Indeed, how dare they?!

Fortunately for the world, Uncle Sam only gets to whine here, but cannot do much about it
except conceal these realities from the general public in the West and obfuscate the
dangers of messing with the wrong countries under bizarre acronyms like A2AD. And that
brings me to the Ukraine.

A quick look at 1000km map will immediately show that the Ukraine is also well within the
conceptual "Russkie-land” zone (again, don't take 1000km literally, and remember that this
is @ maximum, a couple of hundred kilometers are much more realistic). This does not at
all mean that Russia would want, or should, attack or invade the Ukraine (the the Baltic
states and Poland, for that matter), but it does mean that such an operation is well within
the Russian capabilities (at least if we forget about public opinion in Russia) and that to try
to counter that would take a truly immense effort, something nobody in the West has the
means to undertake.

In truth, those kinds of scenarios only exist in the demented minds of western
propagandists and in the artifical world of US think tanks which make providing the
politicians with frightening fairy tales their daily bread (for an example of the latter, see
here). To be sure, the fact that both sides have long-range standoff weapons, including
nuclear ones, makes such a scenario even less likely unless we assume that the
Russians have gone insane and are trying to force the US to resort to nuclear weapons.
The opposite scenario - the US taking the risk of forcing Russia to use her nukes - is, alas,
not quite as unlikely, especially if the Neocons take full control of the White House. The
difference? The Russians know that they are neither invulnerable nor invincible, the
Americans don't. This is why the latter are far more likely to trigger and conflict than the
former.

A full-scale war between the USA and Russia would be far different from anything
described here: it would last a week, maybe two, it would involve conventional and nuclear

strikes on both the USA and Russia, and it would be fought primarily with standoff
weannns "hnots an the arnund” ar armaored warfare wotilld matter verv little in siich a
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scenario.
The Ukraine is located well inside Russkie-land

So if in Syria the "Russians are not coming", then in the Ukraine they are already there. |
am not referring to the sending of equipment (the voentorg) or volunteers (the "northern
wind") but to the fact that the Ukraine and, especially, the Donbass are so close to the
Russian border as being basically undeniable to the Russians should they decide to take it.
Again, | am not suggesting that they will, or even that this should happen, but only that all
the hot air from the regime in Kiev about "defending Europe against the Russian hordes”
or "teaching NATO on how to fight the Russians" is absolute nonsense. Ditto for the talk
about supplying "lethal weapons” to the Ukronazis. Why? Because the situation in the
Donbass is extremely simple: it is highly unlikely that the Ukronazis would succeed in
taking over the Donbass but if, by some miracle, they did, they would be destroyed by the
Russian armed forces. Putin has made it abundantly clear that while he will not intervene
militarily in the Ukraine, he will not allow a genocide to take place in Novorussia. Just the
Russian artillery deployed along the border has the means to destroy any Ukrainian force
invading Novorussia. In fact, that is exactly what happened in July of 2014 when in a single
cross-border 2 minutes long fire strike by Russian multiple rocket launchers and long
range artillery guns completely destroyed two Ukrainian mechanized battalions (a first in
the history of warfare).

As | wrote many times, all parties to the conflict know that, and the only real goal of the
Ukronazis is to trigger a Russian intervention in the Donbass, while the Russians are trying
to avoid it by covertly supporting the Novorussians. That's it. It is that simple. But the notion
of the Ukronazis ever getting their hands on the Donbass or, even less so, Crimea is
absolutely ridiculous as even the combined power of the US and NATO could not make
that happen.

Conclusion: Russia ain't the Soviet Union and it ain't the USA

It is absolutely amazing how hard it is for so many people to understand the seemingly
simple fact that Russia is not a USSR v2 nor an anti-USA. It is therefore absolutely
essential to repeat over and over again that the Russia of 2016 has no aspirations to
become an empire and no means to become a global challenger to the AngloZionist
hegemony over our planet. So what does Russia want? It is simple: Russia simply wants
to be a sovereign and free country. That's it. But in a world ruled by the AngloZionist
Empire this is also a lot. In fact, | would say that for the international plutocracy ruling the
Empire, this Russian aspiration is completely and categorically unacceptable as it sees
this Russian desire as an existential threat to the USA and the entire New World Order the
Empire is trying to impose upon all of us. They are absolutely correct, by the way.

If Russia is allowed to break free from the Empire, then this means the end for the
Empire's global domination project as other countries will inevitably follow suit. Not only
that, but this would deprive the Empire from the immense Russian resources in energy,
potable water, strategic metals, etc. If Russia is allowed to break free and succeed, then
Europe will inevitably gravitate towards Russia due to objective economic and political
factors. Losing Europe would mean the end of the AngloZionist Empire. Everybody
understands that and this is why the ruling 1%ers have unleashed to most hysterical full-
spectrum russophobic propaganda campaign in western history. So yes, Russia and the
Empire are already at war, a war for survival from which only one side will walk away while
the other will be eliminated, at least in its current political form. This war is a new type of
war, however, one which is roughly 80% informational, 15% economic and 5% military.
This is why the ban on the Russian paralympic team is every bit as important as the
delivery of US and British counter-battery radars to the Nazi junta in Kiev.
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If militarily and economically Russia is dramatically weaker than the US led block of all the
countries forming the Empire, on the informational front Russia is doing much better_ 1t is
enough to see all the hysterics of western politicians about RT to see that they are most
definitely feeling threatened in an area which they used to completely dominate: information
operations (aka propaganda).

The goals of Russia are quite simple:

a) military: to survive (defensive military doctrine)

b) economic: to become truly sovereign (to remove the 5th columnists from power)

c) informational: to discredit and de-legitimize the Empire political and economic basis

That's it. Unlike the grandiose hopes of those who wish to see the Russian military
intervene everywhere, these 3 goals are commensurate with the actual capabilities/means
of Russia.

One cannot win a war by engaging in the kind of warfare the enemy excels at. You have to
impose upon him the kind of warfare you excel at. If Russia tried to "out-USA the USA" she
would inevitably lose, she therefore chose to be different in order to prevail.

There are still many out there who are nostalgic for the "good old days" of the Cold War
when any anti-US movement, party, regime or insurgency would automatically get the
support of the USSR. These are the folks who deeply regret that Russia did not liberate the
Ukraine from the Nazi junta, who fault Russia for not standing up to the USA in Syria and
who are baffled, if not disgusted, by the apparently cozy relationship between Moscow and
Tel Aviv. | understand these people, at least to some degree, but | also see what they
plainly fail to realize: Russia is still much weaker than the AngloZionist Empire and
because of that Russia will always prefer a bad peace to a good war. Besides, it is not like
there was a long line of countries waiting to defend Russia when her interests were
affected. Does anybody know which countries, besides Russia, have recognized Abkhazia
and South Ossetia? Answer: Nicaragua, Venezuela and Nauru! Yep, not even Kazakhstan
or Syria... Isn't fiendship and partnership a two-way street?

The truth is that Russia does not owe anything to anybody. But even more importantly,
Russia does simply not have the means to engage in a planetary zero-sum game against
the AngloZionist Empire. Since Viadimir Putin came to power he achieved a quasi-miracle:
he made Russia into a semi-sovereign state. Yes, | wrote semi-sovereign because while
Russia is militarily safe she remains economically subservient to the AngloZionist Empire.
Compared to the Empire, her economy is tiny and her armed forces only capable of
defending the Russian homeland. And yet, just as the tiny Russian contingent in
Khmeimim achieved results way superior to anything which could have been expected
from it, Russia is still the only power on the planet who dares to openly say "niet” to the
AngloZionist Hegemon and but to even openly challenge and even ridicule its legitimacy
and so-called 'values'.

The war between the Empire and Russia will be a long one, and its outcome will remain
uncertain for many years but, as the Russian saying goes, "Russia does not start wars,
she ends them". The Papacy fought against Russia for 1000 years. The Crusaders for
roughly a century. The Swedish Empire for 21 years. Napoleon for just a few months.
Queen Victoria, Napoleon lll and Abdulmecid | (what | call the "Ecumenical Coalition
against Russia) for about 3 years. The Kaiser Wilhelm |l also for 3 years. The Trotskysts
for a decade. Hitler for 4 years. The Jewish mobsters (aka "oligarchs”) for 9 years. And
yes, they all eventually were defeated, even after a temporary victory, but each time Russia

paid a huge price in blood and suffering. This time around, the Russian leaders have
rhncen a different ctratenv thev trv ac hard as nnacihle nat tn nive the Wect a nretext far a
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full-scale military confrontation. So far, this strategy has been successful and besides a
two terrorist attacks (in Egypt and Syria) and a two-year long recession (apparently ending
soon), Russia did not have pay the horrendous price countries at war with the West
typically have had to pay. It would be delusional to expect the Russians to change course
at this time, especially since time is now clearly on the Russian side. Just look at all the
problems all the enemies of Russia have to which she does not have to contribute at all:
the US and EU are both in a deep and potentially devastating political crisis, the US is
sitting on an economic time-bomb while the EU is quite literally imploding. The Ukraine has
turned into a textbook example of a failed state and is likely to break apart, while Turkey is
undergoing the worst crisis since its foundation. And each passing day just makes things
worse and worse for the Empire. This reminds me of the monologue of Captain Willard in
the movie "Apocalypse Now" "I'm here a week now... waiting for a mission... getting softer.
Every minute | stay in this room, | get weaker, and every minute Charlie squats in the bush,
he gets stronger. Each time | looked around the walls moved in a little tighter". Replace
Charlie with lvan and the jungle with the taiga, and you get a pretty good picture of the
dynamic taking place: every days the walls of the Empire are moving in a little tighter while
the AngloZionists are completely clueless as to what to do to stop this.

Conclusion

In international affairs, as in many other areas, it is better to never say never. So | will only
say that to see the Russian armed forces going into an offensive operation remains
exceedingly unlikely. Nor will Russia defend even an important partner at "any cost". The
primarily mission and military posture of the Russian armed forces will remain
fundamentally defensive and while Russia might use her armed forces in support of a
political goal or to help an ally, she will do that with extreme caution not to allow that
engagement to escalate into a regional war or, even less so, a direct war against the
Empire.

Unlike the West where a possible war with Russia is almost never discussed (and, when it
is, it is done in an absolutely ridiculous manner), the prospects of war with the West are
discussed in the Russian media on an almost daily basis, including on the main, state-
funded, TV stations. As for the Russian armed forces, they are engaged in huge
rearmament and force-training program which, so far, has been roughly 50% completed.
These are all clear signs that Russia is preparing, very intensively, for war. Should the
Neocon “crazies in the basement” trigger a war they will find Russia ready, militarily and
psychologically, to fight and to win, no matter what the costs. But Russia will never again
volunteer for the role of global anti-US agent or engage her armed forces if there is a viable
alternative to such an engagement. So no, most definitely not, the Russians are not
coming.

[return to Contents]
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Moskovsky Komsomolets

August 25, 2016

Russia tapes ex-MP scoffs at Ukrainian prosecutor charges

Konstantin Zatulin, director of Institute of CIS Countries: | was then with my people, where
my people, unfortunately, were'. Konstantin Zatulin on the Ukrainian authorities' new
attempts to lay the blame on someone else”

Ukrainian Prosecutor-General Yuriy Lutsenko was gifted by his American friends a two-
year-old wiretap of phone conversations of Sergei Glazyev, adviser to the president of
Russia. This new American humanitarian assistance so impressed him that at yesterday's
[24 August] news conference he declared to be on the wanted list together with Glazyev a
whaole group of Russian generals and admirals. And me at the same time.
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First | shall offer my condolences to two fraternal peoples - Ukrainian and American. |
understand that one good turn deserves another, and the President Obama administration,
having, thanks to its younger brothers from Kiev, won a historic victory over Paul Manafort
of the hated Trump team, had to somehow share with the Cossacks the fruits of its
electronics. But is this all that the comrades in arms are capable of? | feel sorry for the
taxpayers.

The mountain has given birth to a mouse. But even it would not have been born if it had not
resorted to the cutting, pasting, and juggling of the wiretapped material. The entire spirit of
this labour consists of the conclusion formulated on its basis concerning the involvement
of a group of suspects in the killing of over 2,000, and the wounding of over 8,000,
Ukrainian servicemen. | would like, as a warm-up, to ask: what do these deaths and
injuries have at all to do with the wiretapped words of Glazyev or his activity? Did he arm,
wound, and kill or, perhaps, demand these actions of his communicants?

Next question: why have the charges against the Russian military been pinned on my or
someone else's conversations with Glazyev? What part of the released material contains
references or at least mentions of generals of the Russian army or, at the very least, the
Black Sea Fleet?

| have absolutely no intention of justifying myself before Lutsenko, Poroshenko, and Co for
being, following the coup in Kiev, in Sevastopol and Crimea. And from there - as from
Moscow also, for that matter - attempting to render support for people in Ukraine, Russians
and Russian speakers opposed to this coup and the subsequent horrifying acts, including
the immediate cancellation of the modest guarantees for Russian in Ukraine's regions. In
the wake of Akhmatova, "l was then with my people, where my people, unfortunately,
were." Had | been alive in 1936, | would have been in Spain.

Sergel Glazyev and many other of my fellow-thinkers and myself formed the We Are All
Berkut social fund, which rendered assistance for people who had suffered as result of the
events on the Maydan and the subsequent reprisals on the part of the usurpers. In Kharkiv,
QOdessa, Lviv, and throughout Ukraine. | tried to do my bit in support of the right of the
citizenry of Crimea to free expression - a right of which they had been deprived and which
they had sought for all 23 years of Crimea being part of independent Ukraine. But you'd
have to be a very cheap propagandist or prosecutor-general - which, in my view, under
Ukraine's conditions are one and the same thing - to have attempted to represent the
referendum in Crimea and the civil war which Kiev began in Donbass as the consequence
of some directive of Glazyev or Zatulin.

The Office of the Prosecutor-General of Ukraine is endeavouring to prove that Russian
power - executive and legislative - is to blame for the lamentable results of Ukrainian policy.
To this end | am called with touching doggedness a member of the State Duma, although
by 2014 | had not for two years been such. | was at that time and remain now director of
the Institute of CIS Countries - a nongovernmental Russian organization, which, of course,
reports to the tax authorities, but never to the adviser of the president of Russia.

About the adviser, Sergei Glazyev, incidentally. Our friendship will soon be 25 years old. |
know well that Glazyev, a native of Zaporizhzhya, took and continues to take the events on
the Maydan and the subsequent coup and rift between Russia and Ukraine as a personal
tragedy. For too long he and | attempted to warn both the leaders of Ukraine of various
years and the Ukrainian audience itself at large of the disastrous consequences of the
abandonment of democratization, federative reforms, and Russian and of the promotion to
the forefront of primitive nationalism. Yuriy Lutsenko, son of the secretary of the
Communist Party of Ukraine's Rivne Region Committee, who learned in the years of

the "orange revolution” Bandera songs, considers fascism the internal business of
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The Office of the Prosecutor-General of Ukraine is waiting for Glazyev, Zatulin, and all
Russian generals to turn themselves in in Kiev. It won't be any time soon. It should in the
meantime be undertaking major renovation or moving to better premises. Anything for a
quiet life.

[return to Contents]
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August 29, 2016

LONG READ: Poroshenko's empire - the business of being Ukraine's president

By Graham Stack in Berlin, Sergei Kuznetsov in Kyiv, Ben Aris in Berlin

[Text with graphics here hitp://www intellinews com/long-read-poroshenko-s-empire-the-

business-of-being-ukraine-s-president-103790/?source=ukraine]

When Ukraine's president, Petro Poroshenko, was swept into power following the
Euromaidan protests two years ago, he promised to sell most of his business interests to
avoid any conflicts of interest. "We are going to embed new traditions. | will make a point of
selling my assets immediately after occupying the post," Poroshenko promised in the run-
up to the presidential election that he won in 2014.

Yet two years later and he has sold nothing. Quite the opposite in fact; according to the
Organized Crime and Corruption Reporting Project (OCCRP), in 2015 not only did
President Poroshenko's personal fortune rise to $858mn, he was the only one of Ukraine's
wealthy businessmen to see his net worth actually increase that year.

Poroshenko, it seems, has continued building an empire centred on a holding company
registered in Kyiv, called Prime Assets Capital, of which he is beneficial owner, according
to the Ukrainian corporate register. Poroshenko holds 60% in International Investment Bank
(not to be confused with the Moscow-based multilateral development bank of the same
name) via Prime Assets Capital and directly, according to National Bank of Ukraine data.
The bank acts as the financial node of a tangled web of companies and investments that is
as active today as it ever was.

And Poroshenko is not acting alone. His two longstanding business associates, who hold
stakes in many of his businesses, have followed him into politics, but remain key players in
the Poroshenko financial-industrial group, a bne IntelliNews investigation can reveal.

Poroshenko has thus blurred the line between business and politics, deflected the anti-
corruption efforts at every turn, and the businesses and politicians associated with him are
flourishing at a time when Ukraine's economy is mired in its worst crisis since the
country's independence in 1991.

Chocolate wars

The most valuable assets in Poroshenko's empire are his Roshen Confectionery
Corporation, a chocolate maker that has attracted most of the media attention, along with
his TV5 broadcaster, which Poroshenko said from the start was not going to be sold. For a
sitting president to own a TV station is unorthodox to say the least, but in the political chaos
following the ousting of former president Viktor Yanukovych in February 2014, the Ukrainian
public and the country's international partners were prepared to overlook it.

Poroshenko did make some attempt to sell Roshen, which he valued at $3bn, promising
to "wipe the slate clean” in an interview with the German tabloid Bild: "l will and want to only
fariis on the wellheina of the natinn " But he has failed to follow thranioh on that nledae
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Roshen was founded in 1996 after Poroshenko merged half a dozen chocolate, cookie and
cake producers that he controlled, taking the name from the middle letters of his family
name. The company became Ukraine's biggest confectioner, a major player in the region
and also includes factories in Russia's Lipetsk, Lithuania's Klaipeda and Budapest through
the Bonbanetti Choco company. It earned $750mn in 2014, but that fell to $500mn in 2015
during the recent political unrest and clash with Russia in the east of the country.

But with both the country and Poroshenko's business empire under attack from Russia, it
proved impossible to do a deal. "There's absolutely no way the company will sell for that
much at this time," Roshen's CEOQ, Vyacheslav Moskalevsky, who is also a minority
shareholder, said in 2015. "Nobody can sell anything here now."

Instead, Poroshenko attempted to warehouse the company by transferring ownership from
Prime Assets Capital to a "blind trust" managed by Rothschild Trust (Schweiz) AG on
January 14, 2016. "What does this trust foresee? First of all, during my tenure as
president, neither | nor someone else can terminate this trust. Secondly, under the
contract, neither my signature nor my orders have legal force," Poroshenko told reporters
at a press conference in January this year.

But the blind trust story quickly began to unravel when Poroshenko got caught up in

the "Panama Papers" scandal . As late as April this year, Poroshenko was still claiming
that he was no longer involved in the company when the leaked documents showed he
registered offshore holding companies in the British Virgin Islands (BVI) indicating he was
still very much involved in the running of Roshen.

"Actions by his financial advisers and Poroshenko himself, who is worth an estimated
$858mn, make it appear that the candy magnate was more concerned about his own
welfare than his country's - going so far as to arguably violate the law twice, misrepresent
information and deprive his country of badly needed tax dollars during a time of war,"” Anna
Babinets and Vlad Lavrov wrote in the OCCRP expose of Poroshenko's offshore holdings.

Poroshenko registered the offshore company Prime Asset Partners Ltd on August 21,
2014 in the BVI. The name echoes that of his Ukrainian holding company Prime Assets
Capital. This lends some credence to his subsequent claims that the offshore was
intended as a new ownership vehicle for the holding in the run-up to a sale to an
international investor. Such a sale would have seen Poroshenko's cash from the deal stay
offshore, in time-honoured Ukrainian fashion. But in the event, Ukraine's economic
collapse means there were simply no buyers even for such 'tasty' assets as Roshen.

Two other firms also appearing in the Panama Papers - Linquist Services and VIP-jet
linked Intraco Management, both set up in the BVI in 2005, and Chartomena Ltd registered
in Cyprus in December 2012 - also feature prominently in Poroshenko's empire, although
in contrast to Prime Asset Partners Ltd his name does not feature in the paperwork.
Intraco Management is owned by Serhyi Zaitsev, a top manager at Roshen, according to
the Panama Papers. There is no data on the beneficial owners of Linquist and
Chartomena.

Records in Cyprus list Poroshenko as the only shareholder in Prime Asset Partners.
OCCRP, which made many of the documents public, even has a scanned copy of
Poroshenko's passport that was attached to the application. They give his official address
in Ukraine's capital, "Kiev - apartment 39, Hrushevskoho Street” More damagingly, Prime
Asset Partners was founded after Poroshenko was already president, but he failed to
report the company on his income disclosure statements, which is illegal.

Mossack Fonseca records specify that Prime Asset Partners would serve as the holding
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company for the Ukrainian and Cyprus companies of Roshen confectionary corporation
and that Poroshenko is the sole beneficiary owner, with "proceeds from the business
trade" of the corporation being its source of funds. Oleksii Khmara, executive director of
Transparency International Ukraine, told OCCRP that, "this is a violation of the law, no
matter what the conditions (under which it's registered) or the jurisdiction used".

Three other firms registered earlier by Poroshenko, but also appearing in the Panama
Papers - Linquist Services set up in the BVl in 2005 together with his airline holding Intraco,
and Chartomena Ltd registered in Cyprus in December 2012 - also feature prominently in
Poroshenko's empire. Poroshenko later claimed that these offshore vehicles were part of
the setting up of the blind trust, but the process has not been completed yet. But these
excuses were given years after the first offshore was founded and the blind trust is clearly
still not in place.

Financial spider at the centre of the web

Delving deeper into Poroshenko's empire and you quickly run across his International
Investment Bank (lIB), which is the financial glue that holds the financial-industrial group
together.

Poroshenko holds 60% of the bank, while his business partners, now political lieutenants,
own the rest: Ihor Kononenko, deputy head of the parliamentary group of Bloc Petro
Poroshenko, owns 14.9%; Oleg Gladkovsky, first deputy head of the Security Council,
holds 9.9%; while Konstantin Vorushilin, head of the state Deposit Guarantee Fund, owns
5.5% via relations, according to banking open-source information compiled by the central
bank. Oleh Zimin, owner of leading Ukrainian carmaker Bogdan Corporation, which
Poroshenko claims to have exited, also owns 9.9%.

IIB has been a smashing, and surprising, success. lts assets rose by 85% year on year in
2015, the fourth best result among Ukraine's banks, despite the rest of the sector in a deep
crisis as the economy collapsed. lIB was the 31st largest of Ukraine's 120 banks, with total
assets of UAHE.1bn ($244mn) as of April 1 - up by over a third from UAH4.7bn just six
months earlier. For 2015, IIB booked UAH32 6mn ($1.3mn) in pre-tax profit. Again, like
many of the businesses linked to Poroshenko, it was one of the few in the sector to
actually remain in the black during this turbulent period. In April, IB announced the profits
would go toward boosting capital by 18.6%.

Ukrainian media have branded IIB shareholder Vorushylin "the president's personal
banker” - and for good reason: the 46-year-old has been part of Poroshenko's financial and
business interests for half of his life and in addition to owning a stake in lIB, he was
appointed head of the state agency in June that is responsible for deposits repayment
when any bank in the country goes bankrupt.

Clan of Poro

Unlike the Russian financial-industrial groups, which were owned and controlled by a
single man, Poroshenko's organisation actually looks more like a clan. Top of the tree are
his longtime business associates Kononenko and Gladkovsky. But Poroshenko loyalists
can been found scattered throughout the government, according to local investigative
reporters.

Kononenko epitomizes the overlap between business and politics in today's Ukraine. He
was named Poroshenko's eminence grise and the reason why the Lithuanian-born
economy minister Aivaras Abromavicius quit at the start of this year after Poroshenko tried
to insert Kononenko into the workings of his ministry, which is in charge of appointing

management to many state enterprises. "Neither me nor my team have any desire to
cerve ac rnuer far covert carmintinn nr hernme niinnete for thnee whn very miich like
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the 'old'government, are trying to exercise control over the flow of public funds... These
people have names. Particularly, | would like to name one today: the name is Igor
Kononenko," Abromavicius said in his resignation speech.

Serhiy Leshchenko, Ukrainska Pravda's star investigative reporter and now a member of
Ukraine's parliament, elected in October 2014 as a deputy in Bloc Petro Poroshenko,
recently released a Phillipic against his own party and president, accusing them of
widespread corruption. "Instead of fighting against the oligarchs, the government forces
them to make concessions and to share. As a result, the system is not being cleansed.
The flows of money are simply being redistributed in the interests of the presidential clan,”
Leshchenko wrote.

Leshchenko went on to name names in ministries, state-owned companies and the
regional administration that he claims are working for the president and not for the
Ukrainian people. And like Abromavicius, he named Kononenko as the kingpin of the new
system. "For instance, this is the case with the company Centerenergo where a lawmaker
from Poroshenko's Bloc, Serhiy Trehubenko, being close to the top, is responsible for the
coal supply schemes. For the second year in a row, the privatization of the company has
been disrupted in spite of the interest shown by the large French company, Gaz de
France," Leshchenko wrote, before reeling off a litany of other abuses.

The bottom line, Leshchenko concludes, is that corruption in Ukraine is deep rooted and
endemic. But rather than attempting to root it out, Poroshenko is deeply invested into such
a system and is simply trying to turn it to his and his clan's advantage.

Cold fusion

Poroshenko, the 50-year-old Kononenko and 50-year-old Gladkovsky are joined at the
financial hip. All three men are connected by their links to an asset management company
called Fusion Capital Partners, as it manages the main part of all three of their businesses,
a bne IntelliNews investigation can reveal.

On paper, Prime Assets Capital, a Ukrainian-registered version of the Poroshenko holding
company, is run by the nominally independent Kyiv-based Fusion Capital Partners.
However, publicly available information raises flags over its true ownership. Two little-
known individuals control almost 19% of Fusion Capital Partners, while another 10% is
owned by the little-known Ocean Invest Company, registered in Kyiv.

A 72% stake of Fusion Capital Partners "is owned by the company itself’, according to the
asset management firm's 2015 audit report, seen by bne IntelliNews. However, the
document states that the company "should sell this stake to other shareholders or third
parties within one year [by the end of 2016]".

Kononenko was one of Poroshenko's first business partners in the 1990s, and in 2014 he
was made first deputy head of the Poroshenko Bloc parliamentary faction after
Poroshenko took office, answering to directly to the president. Kononenko conducts most
of the inter-parliamentary faction negotiations acting on Poroshenko's behalf.

Gladkovsky studied together with Kononenko in the Kyiv-based Auto-Transport Institute,
and currently occupies the post of deputy secretary of Ukraine's National Defence Council.

Fusion Capital Partners also manages Kononenko's asset fund VIK and a similar structure
owned by Gladkovsky, SOVA. However, both funds have refused to disclose their
portfolios, as is the case with Poroshenko.

Fusion Capital Partners, Poroshenko's Prime Assets Capital and the funds of his two allies
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are all registered at the same address in Kyiv, on Elektrykiv Street, leading some to
speculate that all these companies are merely fronts for the three men who are the
ultimate beneficiary owners of all the firms' assets.

Jet propelled

According to a source with knowledge of lIB's business, the lion's share of the bank's
clients are from Poroshenko's Roshen Confectionary Corporation, associated offshore
firms and industrial companies that were formerly part of his Ukrprominvest industrial
holding company, founded by Poroshenko and his crew.

Apart from Roshen, amongst the bank's 15 biggest depositors are those two Poroshenko-
linked offshore companies, whose names came up in connection with the Panama Papers
leak: the BVI firm Linquist Services and Cyprus firm Chartomena.

According to Austrian investigative journalists, in 2010-11 Raiffeisen Bank issued $115mn
in loans to the Roshen concern secured by a guarantee from Linquist. Likewise, a
$12.7mn loan made to major Ukrainian newspaper concern UMH, at the time owned by
Boris Lozhkin, now Poroshenko's head of administration, was also collateralised by
Linquist. According to experts quoted in the investigation, such loans resemble the back-to-
back loans that are frequently used to disguise transactions typical in money-laundering
operations.

IIB is also intimately involved with Roshen's Russian factory based in Lipetsk. Among the
top-10 lIB depositors is Cyprus firm Chartomena. Since 2014, Chartomena has also
owned the Russian producer Krakhmaloprodukty based in Russia's Lipetsk, where
Roshen's Russian subsidiary is also based. Chartomena was set up in 2012 and is owned
by UK firm Morewig Ltd, a structure of the Ergofinance company that is basically a shell
company factory used to create the multitude of offshore holdings used by the
Poroshenko's empire to organises its offshore life.

Roshen and affiliates make up the largest part of lIB's deposits, but unusually they barely
feature on its loan book, which suggests strongly that the funding for this gigantic
enterprise is coming via offshore structures that was partly revealed in the Panama
Papers leak.

Another BVI firm established simultaneously with Linquist was Poroshenko's Intraco
Management, also set up in 2005, and is the offshore vehicle associated with his private
Ukrainian jet business called Business Airline that is used to collect the payments.
Ironically, this airline provided private jets to fly some of the Yanukovych cronies into exile
after the massacre of protestors on Kyiv's streets in February 2014, which forced the ex-
president out of office. Business Airlines, set up in Ukraine in 2002, is in turn the largest
borrower on lIB's books, but Intraco itself does not feature as a client of the bank_ Intraco is
owned on paper by a top Poroshenko lieutenant, deputy CEO of Roshen Serhii Zaitsev,
according to files found by journalists among the Panama Papers.

IIB declined to comment on any of these details uncovered in the bne IntelliNews
investigations, referring to banking confidentiality. "My question is about the legality of the
information got by you and its source of origin," Inor Kononenko told bne IntelliNews when
presented with the findings of our investigation.

Buses to tanks

The classic feature of Russian oligarchs' financial-industrial groups in the 1990s was their
ability to tap into state money and put public funds to work on their own behalf. There is no
indication that any of the firms associated with Poroshenko have access to public money,

hit manu of tha cama firme hauva rarantlv ctartad winninn an aufild Int Af otata tandare
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The remnants of his once mighty Ukrprominvest industrial empire now mostly depends on
state orders, not least in supplying Ukraine's war effort against the Russian-backed
separatists and Russian troops in the Donbas region.

The Bogdan car plant at Cherkassk is Ukraine's biggest carmaker, which was also run by
Poroshenko ally Gladkovsky between 2012 and 2015. Poroshenko used to have a stake in
Bogdan, but in May 2013 he said in an interview with Forbes Ukraine that he had
exchanged his stake for Gladkovsky's shares in Roshen. However, the claim cannot be
independently verified, as the identity of the corporation's final beneficial owner is missing
from the state register of legal entities, run by Ukraine's Justice Ministry, which is a
violation of law.

And Poroshenko has never actually ever outed himself as owner of Bogdan; when bne
IntelliNews interviewed Gladkovsky in 2010, the official line was only that
Poroshenko "takes an active interest in the business”.

The plant opened in 2008 and was designed to turn out up to 150,000 cars per year, but
now has entirely ceased car production after domestic demand collapsed. The company
booked net losses of UAH811mn ($32.6mn) in 2015, according to the company's
financials. But recently, the company's fortunes have begun to look up again after it
switched its focus to making military vehicles. Now it produces army trucks on a licence
from Belarus producer MAZ and various armoured patrol vehicles for the war effort,
according to press releases. While the firm was still loss-making in 2015, its losses were
already 25% less than the year before.

Sister company Bogdan Industriya, also an IIB client, won UAH81mn ($1.55mn) in orders
this year to supply vehicles to Ukraine's National Guard and also to state oil pipeline
operator Ukrtransnafta, according to the database of the anti-corruption website monitoring
state tenders, Anti-Corruption Monitor (ACM).

Bogdan's Lutsk plant produces buses and trolleybuses for mostly state-owned public
transport services. Bogdan Motors won a tender worth UAH535mn ($21.4mn) to supply
buses to municipalities and government institutions in 2015-16, also according to ACM.

Bogdan-linked Ukrzapchastina, one of the biggest borrowers on the IIB books, a supplier of
vehicle parts, won over 300 state tenders in 2015-16 with a total value of over UAH300mn
($12mn). Another lIB client, aviation company Kii Avia, in which Poroshenko formerly held a
stake, supplied just under UAH50mn ($2mn) in services to the military, the foreign ministry
and other state institutions in 2015-16.

None of these deals is especially huge and the ticket size will not propel anyone into
oligarch status. Moreover they could be justified, as all these companies are serious
players in their various markets. But the owner of the Kremenchuk Automobile Plant,
Kostyantin Zhevago, is angry - his automotive parts business sells in more than 80
countries around the world, but he has been unable to obtain permission to sell on the
domestic market. He complained in a recent interview with bne IntelliNews: "The orders
instead are made to the Cherkasy plant, Bogdan, which produces primitive screwdrivers
used to assemble the Belarusian MAZ."

Milk, bread and sugar
Poroshenko's agricultural holdings are also doing very nicely from state orders. In June,

Ukraine's Ministry of Agrarian Policy published its quotas for sugar production and supplies
to the domestic market for local enterprises in the marketing years 2016-17.
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Two plants located in the Vinnytsia region - Zorya Podillya and Podillya - came out at the
top of the list with significantly larger quotas than their rivals (102,400 and 113,400 tonnes
respectively, which is 13% of the total amount for all Ukrainian companies). Both
companies are owned by Poroshenko.

The man responsible for allocating the quotas is the newly appointed agriculture minister,
Taras Kutovy, who was handpicked to serve in the new government in April by Poroshenko
as part of the presidential party's quota for choosing ministers in the new cabinet.

Adding to the rank smell of the quota allocation decision is the fact that Poroshenko's son
was returned as a lawmaker for a seat in the region of Vinnytsia in 2014. He was on the
board of Podillya as deputy general director for foreign relations, according to Ukrainain
parliament's official information.

Zorya Paodillya and Podillya are the core enterprises of Poroshenko's Ukrprominvest-Agro
conglomerate, which is also owned by Prime Assets Capital. It produces beef, sugar and
grain, as well as controlling various processing plants. The butter-milk plant
Bershadmoloko in this group also supplies Roshen's plants with dairy raw materials to
make chocolate and is also part of the business.

In 2015 the conglomerate was ranked as Ukraine's fourth largest agricultural concern, as
well as one of the country's top-five largest flour exporters.

The situation with Poroshenko's shipyard companies is very similar. Prime Assets Capital
controls a 82.5% stake in Kyiv-based shipyard Leninska Kuznya and Kononenko's VIK
fund owns another 11.5% stake, according to the Stock Market Infrastructure Development
Agency.

Also an lIB client, Leninska Kuznya has recently switched production to small armed
coastal-patrol boats intended as the core of a new navy. According to ACM, it won tenders
totalling nearly UAH50mn ($2mn) in 2015 and 2016 for four boats, in addition to two boats
already delivered in 2014.

And like the car business, Leninska Kuznya is in financial difficulties, with net losses of
UAH5.54mn ($200,000) in 2015. But again, like the car business, this loss was much
reduced from the previous year - 83% less - after the shipyard switched to producing
military craft and won a number of fat state contracts. "Any country can be independent as
long as there is ship construction and military modernisation,” Gladkovsky told workers at
the yard shortly after the state contract was awarded to Leninska Kuznya.

According to the Ukrainian cabinet, up to 20 additional military vessels should be
constructed by 2020, which could provide extra business opportunities for the shipyard and
its owners.

Poroshenko had a second shipyard in Sevastopol, but he lost that when the Russians
annexed the Crimean peninsular in March 2015. The company has since been taken over
by Russia's state-owned shipbuilding company Zvezdochka and is supposed to be
modernized. The Ukrainian president has never commented on the fate of the shipyard.

1B clients doing well

All said and done, the tens of millions of dollars in tenders that have been won by these
companies is not going to make anyone super rich. And while many of these deals are
slightly iffy thanks to Poroshenko's ownership of the group, are all justifiable in theory.

A lot more worrying is the raft of deals by a slew of lIB clients with no previously known

affiliatinn ta tha nracidant hud whirh haua cama art Af nadhara ta Aa vans aeall fAr
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themselves thanks to public tenders since Poroshenko came to power.

One of the bank's top-30 largest depositors is a company called TOV Biznespostavka,
which literally means "business supplies”. The problem with this firm is that it barely
seems to exist. The company was only founded in October 2014 by an obscure Donetsk
businessmen, according to public records. It does not answer its telephone number. It
lacks a website. And there are no offices at its present registered address. And yet it has
hit the state tenders jackpot: in 2015-16 it won 232 tenders worth a total UAH225mn
($9mn), predominantly for Ukrtransgaz, which operates Ukraine's massive and politically
sensitive international gas pipelines - traditionally the most corrupt part of the Ukrainian
economy. In its first year of operation, Biznespostavka was the ninth largest supplier to
Ukrtransgaz, while also supplying equipment to Ukraine's state-owned railways.

Adding to the intrigue, according to details of a criminal investigation contained in Ukraine's
online litigation database, Biznespostavka was part of an alleged chain of sham firms used
to defraud the authorities of VAT by engaging in fictitious contracts with real firms.

Numerous other IIB clients with no visible ownership link to Poroshenko are also significant
suppliers to the state sector. There is TOV Artek-Soyuz, a major supplier of rations to the
army, which won just under UAH900mn ($36mn) in tenders to supply rations to the army in
2015-16, according to ACM. One of Artek-Soyuz's competitors in tenders, PP Balansovoe
Kharchovane, is also a client of IIB.

Another significant supplier to Ukraine's defence and health ministries is also present on
the books of IIB - pharmaceuticals company Farmplaneta, which won over 300 tenders in
2015-16 totalling over UAH200mn ($8mn).

TOV Akku-Energo, another IIB client, supplied around UAH125mn ($5mn) of accumulator
cells from foreign manufacturers to Ukrtransgaz and power generation companies in 2015-
16.

A further cluster of IIB clients account between them for up to UAH100mn ($4mn) in
supplies to the state in 2015-16: Ukrainskii Avtobus, Dozor Avto, Ukrsplav, Evroterm
Technology, Naftogaz-Allyans, Kompaniya Interlogos, BNKh Ukraina, and more besides.

Other IIB clients have longstanding business relations with state companies dating back
over a decade. The president's bank also holds deposits for state publishing company
Pressa Ukrainy, which is owned directly by the presidential property department and is one
of the country's main printing houses. The billing department of Kyivwodokanal, the Kyiv
water utility, also holds funds at IIB. According to statements made by Kyivwodokanal, the
company has deposits across many banks, and lIB has the advantage that it can provide
sophisticated automatic mass clearance of payments.

IIB emerges as a pivot in a sprawling empire of firms that are owned by, or tied to,
President Poroshenko directly. A second circle of clients of the bank have no ties to
Poroshenko or his clan, but sport distinctly dodgy reputations. It seems that IIB has not
been very careful when doing its "know-your-customer” due diligence. Given the bank's
owner, that reflects back on the president.

A number of IIB clients are currently under criminal investigation, according to public
sources. These include TOV ESU, at the time the local subsidiary of Viennese investment
company EPIC. ESU acquired Ukraine's national fixed-line provider Ukrtelekom at a
controversial privatisation auction in February 2011 for $1.3bn, before selling the company
on to oligarch Rinat Akhmetov in 2013 for an undisclosed sum. EPIC claimed to be acting
independently during the privatisation, although many critics of the deal alleged that it was
actually a vehicle for the Yanukovych administration.
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Prosecutors have now opened an investigation into TOV ESU on account of the
company's failure to implement one of the main terms of privatisation: to spin off and return
to state ownership the militarily strategic communications network.

[return to Contents]
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August 29, 2008

Russian Prime Minister Vladimir Putin interviewed by the German ARD TV channel

"We are not going to play by some special rules of our own. We want everyone to follow
the same rules that are also referred to as international law "

Thomas Roth: Mr Prime Minister,

After the escalation of tensions in Georgia, the Western public and politicians, as well as
the press and other people, believe that you have set Russia against the whole world.

Viadimir Putin: Who do you think started the war?
Roth: The final trigger was Georgia's attack on Tskhinvali.

Putin: Thank you for this answer. It is true. This is exactly what happened. We will talk
about this in more detail later, but for now | just want to point out that it wasn't us who
created this situation.

And now about Russia's reputation. | firmly believe that the reputation of any country which
is capable of defending the life and dignity of its citizens, and can conduct independent
foreign policy will only improve in mid- and long-term perspective.

To the contrary, the reputation of those countries which cater to the foreign policy interests
of other states at the expense of their own national interests will go down regardless of
how they explain their actions.

Roth: You did not say why you decided to put you country at isolation.

Putin: | thought | had replied to this question. But if you want me to explain this in more
detail, I'll do this.

| believe that a country, Russia in this case, which can defend the honour and dignity of its
citizens, protect their lives, and fulfill its international legal commitments under the
peacekeeping mandate, will not find itself in isolation, no matter what our partners in
Europe or the United States may think, expressing their bloc mentality. Europe and the
United States are not the whole world, for that matter.

And vice versa, | want to emphasize that if some countries believe that they can ignore
their own national interests to cater to the foreign policy interests of other states, their
prestige in the world will gradually go down no matter how they may explain their position.

In this context, if European countries want to cater to U.S. foreign policy interests, | don't
think that they stand to gain anything.

Now let's take our international legal commitments. Under the international agreements,
the Russian peacekeepers are committed to protect the population of South Ossetia.
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And now let's recall Bosnia in 1995. As we know well, the European peacekeeping
contingent, represented by the Dutch troops, did not want to get involved with one of the
attacking sides, and allowed it to destroy a whole village. Hundreds of people were killed or
injured. The tragedy in Srebrenica is well known in Europe.

Would you have wanted us to do the same? To leave and allow the Georgian troops to kill
people in Tskhinvali?

Roth: Your critics say that Russia's goal was not to protect the civilians of Tskhinvali but to
remove President Saakashvili from power, and further destabilise Georgia, and thus to
prevent it from joining NATO. Is that true?

Putin: No, that is not true. That is just twisting the facts. It is a lie.

If this had been our goal we would probably have started this conflict ourselves. But as you
said yourself, this conflict was started by Georgia.

Now I'd like to recall some facts from recent history. After the unlawful decision to
recognize Kosovo, everyone expected Russia to respond by recognizing the
independence and sovereignty of South Ossetia and Abkhazia. This is true, this is how it
was. Everyone was waiting for Russia's decision. And we had the moral right to make it
but we did not. We were more than restrained. | don't even want to comment on it. In truth,
we "swallowed" it.

And what did we get in return? An escalation of the conflict, an attack on our
peacekeepers, and an attack and killings of civilians in South Ossetia. You know what
happened there, all these facts have already been published.

The French Foreign Minister visited North Ossetia and met with the refugees. Eye-
witnesses say that Georgian army units ran over women and children with their tanks,
drove people into houses and burned them alive. When Georgian troops captured
Tskhinvali, they in passing threw grenades into the basements where women and children
took shelter. What was it if not genocide?

Now a few words about the Georgian leadership. The people who have brought their
country to the brink of a catastrophe - and with their actions the Georgian leaders have
undermined Georgia's territorial integrity and statehood - | believe that these people have
no right to govern any country, big or small. If they had any decency, they would have
resigned immediately.

Roth: This is not your decision; it is Georgia's decision.
Putin: Absolutely, although we also know about other precedents.

Let's recall how U.S. troops entered Iraq and what they did to Saddam Hussein for
destroying several Shiite villages. And here, in the first hours of hostilities ten Ossetian
villages were completely destroyed, wiped off the face of the Earth.

Roth: Mr Prime Minister, do you think this gives you the right to invade a sovereign country,
not to remain in the conflict zone but to bomb its territory? | sit here next to you only by
sheer luck because a bomb from your aircraft exploded in Gori's residential area just a
hundred meters away from me. Doesn't your de facto occupation of a small country violate
international law? What gives you this right?

Putin: Of course, we have the right to do this...
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Roth: Let me specify once again - the bomb was dropped on a residential building.

Putin: Of course, we acted in line with international law. For us, the attacks on our
peacekeeping posts, and the murder of our peacekeepers and our citizens were
tantamount to an attack on Russia.

Georgian troops killed several dozen of our peacekeepers in the first hours of hostilities.
Their tanks surrounded our base Yuzhny (we had Yuzhny and Severmny peacekeepers'
bases) and opened direct fire at it.

When our peacekeepers tried to get equipment out of a shed, a Grad rocket hit them. Ten
people in the shed were instantly killed. They burned alive.

| haven't finished yet. Then Georgian aviation bombed several targets in South Ossetia, not
in Tskhinvali but in the centre of South Ossetia. We were forced to start suppressing fire
control positions beyond the zone of hostilities and beyond the security belt. But it was
from these positions that the troops were receiving their orders, and strikes were

being dealt at the Russian troops and peacekeepers.

Roth: I've already said that residential areas were bombed. Perhaps, you don't know all the
facts?

Putin: Perhaps, | don't know everything. Mistakes can occur during hostilities.

For instance, just now the U.S. aviation killed almost a hundred civilians by striking
ostensibly at the Taliban. This is one possibility, but another is more likely. The Georgian
side sometimes deployed fire and aviation control points and radars in residential areas to
limit our use of aircraft. They were using civilians, including you, as hostages.

Roth: Bernard Kouchner, the Foreign Minister of France, which now presides over the EU,
recently expressed concern that a new conflict may break out in Ukraine, notably the
Crimea and Sevastopol, a Russian naval base. Are the Crimea and Sevastopol the next
target for Russia?

Putin: You said, "the next target”. We did not have a target in this conflict, so | think it is
simply inappropriate to speak about some "next target”. This is my first point.

Roth: So you rule this out?
Putin: If you let me finish, you will be satisfied with my answer.

The Crimea is not a disputed territory. Unlike the case of Georgia and South Ossetia, there
has been no ethnic conflict there.

Russia has long recognized the borders of today's Ukraine. By and large, we have
completed our talks on the border. Now we have to deal with the demarcation, but this is a
technical issue.

| think that asking a question about Russia's targets of this kind reeks of provocation.
There are complicated processes going on in society in the Crimea. There are problems of
the Crimean Tatars, the Ukrainian population, the Russian population, the Slavic population
in general, but this is Ukraine's domestic political problem.

We have an agreement with Ukraine on stationing our fleet there until 2017, and we will be
guided by it.
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Roth: Another Foreign Secretary, Mr Miliband of the UK, has recently voiced his concerns
over the start of the new Cold War and a new arms race. What do you think about this
situation? Are we on the threshold of a new Ice Age, a new Cold War and a new arms
race? What do you think?

Putin: There's this joke: Whoever is the first to cry "Stop the thief" is the one who is guilty.
Roth: The British Foreign Secretary.

Putin: These are your words, not mine. Excellent. It's a pleasure talking with you. But these
were your words.

Speaking seriously, Russia does not want to aggravate relations with anyone. We don't
want any tensions. We want a good, friendly partnership with everyone.

If you let me, I'll tell you what | think on this score. There used to be the Soviet Union and
the Warsaw Pact. There used to be Soviet troops in the GDR. And we must honestly
admit that they were occupation troops, which remained in Germany after WWII under the
guise of allied troops. Now these occupation troops are gone, the Soviet Union has
collapsed, and the Warsaw Pact is no more. There is no Soviet threat, but NATO and U S.
troops are still in Europe. What for?

A foreign threat is useful to put things in order in one's own camp, to make one's allies
follow the bloc discipline. Iran does not fit this role too well, and it is very tempting to revive
Russia's image of the enemy. But nobody in Europe is afraid anymore.

Roth: A meeting of the EU Council opens in Brussels on Monday. They will talk about
Russia, about sanctions against it. In any event, these issues will be discussed. What do
you think about all that? You don't care? You still believe that the European Union speaks in
very many languages?

Putin: It would be a lie to say that we don't care. Of course, we do care.

Of course, we will closely follow what is taking place there. We are simply hoping that
common sense will prevail. We are hoping for an objective rather than politicised
assessment of events in South Ossetia and Abkhazia.

We are hoping that the actions of the Russian peacekeepers will be supported and that the
criminal actions of the Georgian side will be denounced.

Roth: In this context, I'd like to ask you how you are going to resolve the following dilemma.
On the one hand, Russia is interested in further cooperation with the EU. Otherwise, it
cannot reach its economic goals. On the other hand, Russia wants to play by its own,
Russian rules. So, on the one hand, there is commitment to European common goals, but
on the other, a resolve to play by the Russian rules. But you can't do both at the same time.

Putin: You know, we are not going to play by some special rules of our own. We want
everyone to follow the same rules that are also referred to as international law. But we do
not want anyone to manipulate with these notions.

We'll use one set of rules in one region, and another in another region, as long as it
promotes our national interests.

We want to have standard rules which will take into account the interests of all participants
in international relations.
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which do not correspond to international law?

Putin: Absolutely. How was Kosovo recognized? They forgot about the territorial integrity of
a state, as well as UN Security Council Resolution 1244, which they had themselves
adopted and supported. Why could it have been done there, but not in Abkhazia and South
Ossetia? Why not?

Roth: In other words, Russia is the only arbiter of international law. Everyone else is being
manipulated, and they are not aware of this. They either have different interests, or they do
not care. Have | understood you correctly?

Putin: No, you have not. Have you accepted Kosovo's independence? Yes or no?

Roth: | personally... I'm a journalist.

Putin: | meant the Western countries.

Roth: Yes.

Putin: They have recognized it for the most part.

But you have recognized it there, then also recognize the independence of Abkhazia and
South Ossetia. There is no difference, no difference at all in these positions. Any difference

would be far-fetched.

They had an ethnic conflict there, and they also had it here. Crimes were committed by
both sides there, and we could also find them here.

If we make a real effort, we can probably find them.

There it was decided that these nations cannot live in one and the same state, and here
they do not want to live in the same state.

There is no difference whatsoever, and everyone understands this. This is all idle talk to
cover up illegal decisions. This is the law of strength, or fist law. Russia will never accept
that.

Mr Roth, you have lived in Russia for a long time. You speak wonderful Russian, almost
without an accent. It is no surprise that you have understood me. I'm very happy about that.
But | would also like your and my European colleagues to understand me when they meet
on September 1 to think over this conflict.

Did they adopt Resolution 12447 Yes, they did. It provided for Serbia's territorial integrity.
Now it has been thrown out and forgotten. They have made attempts to twist and turn it but
this is not possible. Have they forgotten all about it? Why? The White House issued an
order and it was carried out.

If European countries continue to behave like this, we will have to discuss European affairs
with Washington.

Roth: | understand what you are saying. Can we talk without an interpreter?
Putin: Sure.

Roth: Thank you. | would like to ask you about Russian-German relations regardless of the
existing assessments. But given our special relations, can Germany play the role of a
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mediator?

Putin: We have very good relations with Germany, very trustworthy, both in politics and in
the economy.

When we talked with Mr Sarkozy during his visit to Moscow, we told him directly that we
are not going to annex any part of the Georgian territory, and that we will leave the
positions which we are now occupying. But we will remain in the security zone which was
envisaged by existing international agreements. We are not going to be there forever. We
believe that this is Georgian territory. Our only goal is to guarantee security in this region,
not to allow another secret concentration of troops and equipment, as it happened this
time, and to prevent another armed conflict.

In this context | can say that we will only welcome the participation of international
observers, observers from the Organisation for Security and Co-operation in Europe
(OSCE), including those from Germany. All we have to do is agree on the principles of joint
work.

Roth: Does this mean that you will withdraw the troops in any event?

Putin: Absolutely. For us the main aim is to guarantee security in this area. At the next
stage, we have to help South Ossetia to secure its borders. And then we will have no
grounds to stay in this security zone. In the course of this work we will also welcome
cooperation with the European agencies, and the OSCE.

Roth: What can you do to resolve the current crisis of relations (with the United States and
Europe)?

Putin: First, | have already spoken about this with your colleagues from CNN. | think that
this crisis has been largely provoked, in particular, by our American friends during the
election campaign. This is certainly the use of the administrative resource, in its most
deplorable form, for giving an advantage to one of the nominees, in this case, to the
nominee of the ruling party.

Roth: Do you have facts to prove this?

Putin: We have analysed the situation. We know that there were many American advisors
there. Equipping one side of an ethnic conflict and then prodding it to resolve its ethnic
problems by force of arms is a very bad policy. At first glance it seems to be a much
easier solution than to conduct talks for many years and to search for a compromise. But
this policy is very dangerous, as the development of events showed.

Instructors or "teachers” in the broad sense of this word, all this personnel which trains
soldiers to work with the supplied equipment, where should they be? They should be at
testing grounds and at training centres. But where were they? They were in the combat
area.

This alone goes to show that the U.S. leadership were aware of the planned military action,
and, moreover, probably took part in it because U.S. citizens have no right to be in a
combat without permission of their leadership. Only local residents, OSCE observers and
peacekeepers had the right to be there whereas we found traces of U.S._ citizens, who did
not fit into any of these three categories. This poses a question: Why did U.S. top
leadership allow its citizens to be in the area, where they had no right to be? If they allowed
this, | suspect this was done for a purpose - to organise a small victorious war. And if the
attempt failed, Russia could be portrayed as the enemy, and the voters could be rallied
round one of the presidential nominees. | mean, of course, the candidate from the ruling
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This is my line of thought and my assumptions. It is up to you whether to accept them or
not. But they have a right to exist because we have discovered traces of U.S. citizens in
the combat area.

Roth: Here is my last question, which is of great interest to me. Don't you think that you are
personally trapped by your authoritarian state? In the existing system, you receive
information from your secret services, you get information from different sources, including
top economic ones. But even the media are sometimes afraid to say something different
from what you may wish to hear.

Isn't the system created by you now preventing you from taking a broad view at the current

Putin: Mr Roth, you have described our political system as authoritarian. In the course of
our discussion today, you have mentioned common values several times. Where are
these values?

There are some fundamental principles, for instance the right to live. The United States, for
instance, has capital punishment and we don't. You don't have it in Europe, either.
European and American values do not fully coincide. Will this motivate you to quit NATO?

Or take the conflict that we are discussing now. Aren't you aware of what has been
happening in Georgia in these past few years? Prime Minister Zhvania's mysterious death;
the crackdown on the opposition; violent dispersal of opposition rallies; the conduct of
national elections in what was almost an emergency situation. Finally, this criminal action
in Ossetia, involving many human losses. And this is, certainly, a democratic country with
which others should maintain dialogue, and which should be accepted into NATO, and
possibly even the EU.

But if another country protects its interests, simply its citizens' right to live when they have
been attacked... We had 80 deaths immediately. All in all, 2,000 civilians died. And we have
no right to protect them there? Or, if we protect our lives, we will be deprived of sausage?
What is our choice? Between sausage and life? We choose life, Mr Roth.

Now about one more value - the freedom of the press. Look at how these events are
covered by the U.S. press, this torch of democracy, and also in the European press for
that matter.

| was in Beijing when these events started. The city of Tskhinvali was subjected to
massive shelling, Georgian troops started ground operations, there were numerous losses
but nobody said a word. Your channel said nothing, the American media said nothing.
There was total silence, as if nothing was happening. But when the aggressor was hit in
the face, when he got his teeth knocked out, when he abandoned all his American
weapons and fled as fast as he could, everyone suddenly remembered international law
and the evil Russia.

Everybody instantly started wailing.

Now let me say a few words about sausage, about the economy. We want normal
economic relations with all of our partners. We are a very reliable partner. We have never
let anyone down.

When we were building a pipeline system to the Federal Republic of Germany in the early
1960s, our overseas partners also advised the Germans against this project. I'm sure
you're aware of that. But then the German leaders made the right decision, and the system
was built in cooperation with the Soviet Union. Now it is one of the reliable sources of
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hydrocarbons for the German economy. Germany receives 40 billion cubic meters of gas
every year_ It received it last year, and it will receive it this year. We guarantee this.

Now let's take a broader view at the matter. What is the structure of our exports to
European countries and North America? More than 80% of these resources are raw
materials: oil,
gas, petrochemicals, timber, different metals, and chemical fertilizer. This is what the
economy in Europe and the rest of the world badly needs. These products are very much
in demand in the world markets.

We also have opportunities in the high-tech field but for the time being they are very limited.
Moreover, despite our existing agreements with the EU, for instance, on nuclear fuel
supplies, we are being kept away from the European market for no reason. Incidentally,
this is because of the position of our French partners. But they know about this, we have
had many debates with them on this score.

But if someone wants to disrupt these contacts, there is nothing we can do about it. We
don't want this to happen.

We are hoping very much that our partners will fulfill their commitments as we have been
and intend to do in the future.

These were our exports. As for your exports, that is, our imports, Russia is a very reliable
and big market. | don't remember the figure but, for example, the German machine-building
industry has been increasing its supplies to Russia every year. These supplies are huge.
Does someone want to discontinue these supplies? We'll buy from somebody else.

But | don't understand who needs this?

We are urging an unbiased analysis of the current situation. We are hoping that common
sense and justice will prevail.

We are a victim of aggression, and we count on the support of our European partners.
Roth: Please accept my sincere gratitude for this interview, Mr Prime Minister.

Putin: Many thanks.

[return to Contents]
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Nellie Ohr

From: Nellie Ohr

Sent: Wednesday, August 03, 2016 8:28 AM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)
Subject: Putin and the precarious balance of forces

Today's Allensworth notes had an amazing pair of analyses of the current upheavals in the siloviki

Both accent the tenuousness of the equilibrium.

Putin must feel like Stirlitz in the scene in the Gestapo cellar, arranging matchsticks and trying to think what to tell
each side so he does not fall and get torn apart

—0Original Message—

From: Wayne Allensworth

To: Wayne and Stacy Allensworth
Sent: Tue, Aug 2, 2016 6:36 pm

Subject: Internet Notes 2 August 2016

Internet Notes 2 August 2016

Shulman on the Silovikvy War (Balance and no clear winner mean no coup)

More from Staniovava on the siloviky war (Dangerous for societv—and Puitin)

Solovey looks ahead (Medvedev will stay)

Nikandrov warts Bastrvian to investigate his case

Resionations at the SK

Arrests of mavors

Nilandrov discovers the meaiing of life

Zolotov s awarded Chechnva's highest hovior

The embargo and food prices

Inflation/rising prices seen as biggest problems
The secret of the St. Princess Olga (Sechin and wife)

Shulman on the Siloviky War (Balance and no clear winner mean no coup)

https://slon.ru/posts/71471

Yekaterina Shulman says she will try and explain what's happening in a general way, without all the details of who
warks/worked where, etc. What we are witnessing is not a coordinated campaign, not a battle against corruption,
and it’s not a purge. The basic explanation for what we are witnessing is that a power struggle is taking place
against a background of dwindling resources. There are additional reasons: among them are a natural change of
generations—Putin’s fellow travelers have aged, while younger officers have risen to be generals and have the
ambitions of generals.
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An anti-corruption campaign differs from a purge only in terminology. but organizationally they are quite similar.
Judging from campaigns around the world. you might expect to see a special commission, or spedific legislation
being passed. For a campaign, an ideological base is also needed. one that is declared ahead of the campaign, not
post-factum media reports. In our case, a not-so-successful executor in a campaign can become a target, as the
GUEB{PK s Sugrobov did.

In this new war, the value of “personal lovalty to the president” is lowered—all are equally loyal in the sense that
they mouth the same words. There has been no difference of opinion on significant issues for a long time. All are
patriots and statists. For a long time it has been clear that there are no “directives from the Kremlin™ in any formal
sense. There is no unified “Kremlin.~ either, but a collection of bureaucratic clans of various degrees of closeness
to the center, all of them trving to guess what, exactly. is on the boss’s mind, and acting accordingly.

The struggle is over administrative and financial resources and the “clans™ are interest groups. The boundaries of
these groups do not correspond to institutional boundaries, so it is not entirely cotrect to speak about a clash
between the FSO and the FSB or the FSB and MVD. That is a myth, like the myth of the “liberal”

and “hawkish™ “Kremlin towers.”

In every power department are internal security units that usnally nclude personnel from the FSB. and within the
FSB, that Internal Security Directorate (USB) is i conflict with others. We have situations in which deputies of the
heads of departments represent different groups than their bosses—so far from all of them are creatures of their
superiors. The boundaries and people in the groups can change—no matter how much we like to compare the
Russian system of power with the mafia, they are not made up of units beholden to a patron unto death. but are,
rather, collections of opportunists, opportunists with growing appetites. Thev are not unified by ideology, by plans
to reform Russia. or love for the boss. but by a hope to get a piece of the pie. The seemingly stable party of “old
friends of Putin™ or those who served with him in the GDR is eroding. The Ozero cooperative is being replaced
with the village “Yashcherovo™ (Comment: The village near Putin’s Valday residence. See the 13 July
notes).

Since we are not talking about an anti-corruption campaign, and not a purge in the Soviet sense, we need to look
for some features that define what we are witnessing. First, there is no lead agency doing the “cleansing.” no
campaign HQ. Right now, the FSB looks like the leading executor and “sword™ of the campaign, but within the
FSB. a reformation of the Economic Security unit (SEB) is going on against a background of the USB
strengthening. The weakening of the Investigative Committee could mean that the Prosecutor’s office is getting
stronger. The struggle over controlling customs, a source of large financial flows, will be fierce—within the service
as well as without. Second, there will be no final winner. In order for the system to maintain itselfin its present
fomm, it’s necessary to sustain an unstable balance between key actors—no one can be allowed to defeat all the
others.

We can see how the system of equilibriom worked in the formation of the National Guard. The Natsguard has
400.000 in persomnel, armed and close to the president. The Internal Troops were taken from the MVD to form
the base of the Natsguard, but the MVD was compensated with the FSKN and the FMS. By law. the Natsguard
does not have investigative functions, and its leader has become a member of the “large™ Security Council, but not
the standing one (Comment: Though Zolotov was set to become a standing member, then Putin changed
the order—but his official designation on the SovBez didn’t change for a while after that. There must
have been some fierce “under the carpet” fighting regarding the appointment and Zolotov’s growing too
strong). At the same time that the Natsguard was created, a reform and strengthening of the FSB SEB began.
And several people from the Presidential Security Service (the FSO SBP) were made governors.

Another feature is that the criminal cases are not expanding below or very deeply, as with a purge, in an effort to
cleanse the apparatus of alien elements. or in a large scale anti-corruption campaign. In each case, individual
suspects bring in concentric circles of their co-workers and acquaintances, or in extreme cases their relatives,
neighbors. anvone whose name can come out in an interrogation.

... The attacks of the siloviky on each other have a certain precision about them—not so many suffer and the aimis
not to sentence the targets to jail so much as to get them in a pre-trial detention center (to gather evidence on more
influential people) or simply to remove them from their posts.

This is the process of the system’s evolution—the absence of any design or scenario, as strange as it seems, can
lead to some public good. The absence of any mass imprisonment and the prominent cases that gradually crumble
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vegetarian temperament of our elites does prevent the kind of scenario we see in Turkey after the failed coup.

A situation where the siloviky are coping with a deficit of “feed” and live in constant fear of each other is a parody
of a system of checks and public control that exists in a democracy. But it’s better than having all-powerful siloviky
who fear nothing.

In the kind of war we are observing, the participants are forced to show a minimum result. All the sides in the
battle use the press. We are used to calling those “leaks.” and consider them shameful for honest journalists and
for publications. But in reality, these “leaks™ make even the most political of actors dependent on public opinion. If
there is even a chance that your box of valuables and pictures will turn up in the press. vou might want to live at
least outwardly more modestly, at least while you hold an official post.

But these positive consequences will be apparent only ff there is no clear winner—if, say, a new MGB is not
fommed (See the 6 July notes for talk of a “New MGB”). one that would purge al the rest. Fortunately. the
interests of the system’s security demand maintaining equilibrium, which is achieved only through competition. It i
the appearance of a clear winner, not a war of all against all, that could lead to an elite split and plans for a coup.
A conspiracy would only make sense under conditions where the risks are lower than a loss in an elite battle. In
other words, if there is one absolute winner, the rest are losers, and the losers would conspire among themselves,
thinking that things could not be worse. If nobody is the clear cut winner, and this latest round is not the last, and
all the players still have something to lose, then planning to seize power by force doesn’t make sense. So
uncertainty about the outcome of the struggle will have the support of all forces in the game.

Comment: An excellent piece that is similar o my recent comments on the possibility of a “Palace
coup,” the “horizontal” and “vertical” axes of the “clan” system, and the siloviky clash we have been
observing. See, for example, the 15 and 18 July notes. One correction—in the 18 July notes I wrote
[And there is also the lack of trust to consider—the circle of real trust is pretty narrow, among what I've called the “vertical
axis” of clan relations (one’s closest friends and relatives; a circle that is narrowing for Putin—see, for example, the 15 July
notes). Nobody wants to be the first to make a move, only to be left alone, turning out to have walked out onto a gang plank].
That should read “horizontal axis”—the “vertical axis™ is what I have called the “just business™ axis of
clan relations, where “situational alliances” are formed, then the players may later be at odds with one
another as the situation changes.

In this milieu, one can be seen as a member of more than “clan” simultaneously—Putin has had ties to
a number of the chief “clans,” standing at the center of a web of relationships. But in a crunch,

the “horizontal axis” is where one turns for support. I’ve written many times about how “campaigns”™
are not really orchestrated—they unfold, with players reading the “signals™ as best they can and
opportunistically using the situation to go after rivals and settle scores—so not every arrest or every
case is directly related to the initial signal given, which can complicate analysis. Sometimes, signals
are misread. Putin is not in control of everything that goes on. And each mstitution (the FSB, the FSO,
the MVD, the Defense Ministry, what have you) is a hive of “clan” groups. Personal ties matter more
than ideology or institutional links.

More from Stanovava on the siloviky war (Dangerous for society—and Putin)

http://intersectionproject.eu/ru/farticle/security/voyny-silovikov-v-rossii-dlya-chaynikov

Stanovaya says we are witnessing the “Second World War™ among siloviky—the first taking place in 2005-2007,
pitting the FSO and the FSKN against the FSB. The FSO/FSKN (Murov and company together with
Cherkesov) forces saw to it that the Tri Kita contraband case was revived and used it against the FSB (Sechin-
Patrushev and ther allies). The FSB retaliated by arresting Cherkesov ally General Aleksandr Bulbov. Putin made
a Solomon-like decision to end the conflict by weakening both sides. In 2006, FSB ally Vladimir Ustinov was
relieved of his post as Prosecutor General Investigations were taken away from the Prosecutor’s office and the
Investigative Committee (SK)) was created under Putin classmate Bastrykin. Certain FSB generals were relieved
of their positions (though it appears that some of those decisions were reconsidered; Comment: Putin ousted
some FSB people, but they still showed up for work after reportedly being fired. Kuprvazhkin, who has
appeared once again in the notes [See the 10 June edition], was such a case as I recall).
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The siloviky clashes quieted down for a time, but have taken off recently—the siloviky gained a lot of clout during
the Ukraine crists as Putin moved closer to them. So it’s natural that the competition among them flared up again
When Zolotov left the Presidential Security Service (SBP) of the FSO in 2013 and moved to the MVD, a steady
stream of FSO people took important posts—and simultaneously, FSO chief Yevgeniv Murov’s position
weakened. The FSB came up with kompromat on Murov and his son Andrey. particularly ties to St. Petersburg
businessman Mikhalchenko. Mikhalchenko was arrested in April and Murov retired (Comment: My take was
that Mikhalchenko’s arrest signaled that Murov had been weakened). Murov was replaced by Dmitriy
Kochnev, who had headed the SBP—Putin was thinking of leaving him there. Murov’s heir was supposed to have
been Oleg Klimentev, who had formerly headed the SBP. We don’t know why Putin changed his mind. but it is
worth noting that a “heavyweight™ did not get the job, but, rather, a dependable executive officer. One versiya has
it that Putin feared the FSOers gaming too much influence. His bench of possible replacements was short—there
wasn’'t anvone personally beholden to him. Whatever the case, the diminished unofficial status of the FSO was
partly made up for with the creation of the Natsguard.

The FSB watched all that with contradictory feelings. On the one hand, there had been a conditional victory over
the FSO. Murov was out and the Mikhalchenko case implicated Belyaninov. The expansion of the FSB meant
cases against governors, the SK, the Culture Ministry—everyone became afraid. On the other hand. Zolotov grew
stronger, he maintained his ties with the FSO and, and this was the main point. with the president Putin now had
his very own “power” resource.

But instead of an FSB-Natsguard battle, a struggle within the FSB erupted between the USB and the SEB. The
SEB accused the USB of exceeding its authority m arresting Nikita Belykh (Comment: I repeated the story
vesterday about Putin not being informed about the Belykh arrest ahead of time and the USB
supposedly being seen as going too far—which reportedly held up some FSB appointments, especially
that of Tkachev, who handled the Belykh case as head of USB). But Sergev Korolev, formerly head of the
USB. became head of the SEB.

The new SEB leadership went after SK people—and Bastrykin remained silent. probably recalling the fate of
Cherkesov, who lost his post in the first siloviky “World War™ .. This looks like an endless soap opera, but there
are some tendencies we can take note of. .. The FSB and the Natsguard are gaining political weight... The MVD
has lost influence, as has the FSO.. The SK is under attack in spite of Bastrykin's close relationship with Putin_ .
The FSKN and the FMS are history, as is Viktor Ivanov. ..

These tendencies are dangerous. not only for society, which is suffering from “power” initiatives, but for Putin as
well. There are too many siloviky, and they have power and kompromat. If you come to power with a group of
dozens of the devoted, everything in your team seems under control.

But when those dozens become an army of thousands and part of the “elders™ (Cherkesov, Murov, Patrushev's
team) exit for nowhere or almost nowhere. then you are left with a mass of hungry, out of control unprincipled,
and—and this is the main point—in no way obligated to you young “wolves™ who understand very well that Putin
is with us today, but perhaps not tomorrow. The siloviky as a separate, privileged caste have a monopoly on force,
and they will start to live their own lives. And then Putin will find it much more complicated to rely on them. ..

Solovey looks ahead (Medvedev will stay)

https://new.vk.com/id244477574?w=wall244477574 19684%2Fall

Putin is satisfied with the government and is inclined to keep Medvedev as premier after the next elections. The
Presidential Administration will be headed by an especially trusted person—Anton Vayno. Sergey Ivanov will be
a vice premier overseeing the siloviky and military industry with prospects for further growth. Volodin will chair the
next Duma.

Nikandrov wants Bastrykin to investigate his case

http://www.rbc.ru/politics/01/08/2016/579f91e99a79476aacbff809 7 from=main

First Deputy Head of the Moscow SK Investigative Directorate Denis Nikandrov has requested (by letter to the
SK) that Bastrykin and the SK take over his case from the FSB (Comment: There had been some question

ahawt tnnmedictian  mamualh:. tha QF cvanld ha fncacbhimabine ann af ibn aoee hot tha Daacnnnénn’da oflaa
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sent the case to the FSB, supposedly to avoid conflicts of interest. See, for instance, the 25 July notes.
On Nikandrov, see the 19, 24, 26, 27, and 28 July notes as well). Nikandrov claims that his arrest is the
result of a conflict between Directorate “M™ of the FSB SEB (Economic Security) and FSB Intemal Security
(USB). An investigation by the FSB will not be objective.

Resignations at the SK

http://www.novayagazeta.ru/news/1705658.html

Aleksey Kramarenko, a directorate head in the Moscow Central Administrative Okorug SK., has resigned. So has
his deputy, Aleksandr Khursilava, and Investigator of Especially Important Cases, Andrey Bychkov. The
resignations followed the FSB opening criminal cases (Exceeding official authority) against them.. They are said to
have been involved in the release from detention of gangsters Kalashov (“Young Shakro™) and Andrey
Kochuivkov (“The Italian™)...On 19 July. Nikandrov. Maksimenko, and Lamonov were detained in

the “Shakro™ “Ttalian™ affair. ..

Awests of mavors

htips://themoscowtimes.com/articles/urlashov-54832

This week, Evgeny Urlashov, the former mayor of Yaroslavl, sits in prison and awaits his sentence. An anticorruption
activist, Urlashov was arrested in 2013 on bribery charges. He was a popular figure in the city of 600,000 people,

winning a landslide victory against a Kremlin candidate in elections a year earlier.
Authorities are accused of leading a political trial against Urlashov: he was, after all, getting too popular, and at a time
when the Kremlin was fighting the biggest street protests in its post-Soviet history. The story of his success and

downfall casts a spotlight on an ever more vulnerable job in Putin's Russia: being mayor in a regional city.

In Putin's third term. the Kremlin has been unceremoniously putting city mayors behind bars. From Yaroslavl to

Makhachkala to Viadivostok. city authorities are feeling the heat. Since Putin came back to the Kremlin in 2012,

Russia has arrested. detained or interrogated the mayors of more than 25 cities. Only a tiny minority of them were from

opposition parties. and most were charged with bribery cases.

Barely a few weeks go by without Moscow parading the arrest of yet another mayor. The last well-known victim of the
purge was Vladivostok mayor Igor Pushkarev. On the night of the 1st of June, FSB arrested Pushkarev and brought him
to Moscow. raiding his office and family home in the process. Pushkarev stands accused of selling state contracts to

businesses owned by his relatives.

municipal budgets. which are often severely under-funded and thus more susceptible to corruption.
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Governors. on the other hand. have more protection more Moscow and less visible contacts with budgets. “They are

assumed to be poltical figures.” says political scientist Abbas Gallyamaov. “Going after a governor requires Moscow's

permission.” Firing and arresting mayors is also one way for governors to show they are doing their job.

At the same time. Russia’s opposition has been able to have some considerable successes in mayoral offices. Anti-

corruption campaigner Yevgeny Roizman has managed to hold on to his position as mayor of Yekaterinburg. Until |ast
year, Karelia's Petrozavodsk was home to female opposition mayor Galina Shirhina. And, famously, Urlashov was

mayor of Yaroslavl, however briefly.

‘It was the only political position lett for the opposition.” says Aleksandr Kynev. a political scientist at Moscow's Higher

School of Economics. In 2005, Russia scrapped regional elections of governors, meaning the Kremlin could appoint
anyone it wants instead. City mayors were the one electable position. and candidates like Roizman were able to run

successful, largely non-political campaigns — in Roizman's case on an anti-drug platform.

The mayoral purge is not exclusively centred on the opposition, however. Even loyal candidates have been targeted. In
2012, the Putin loyalist mayor of Astakhan Mikhail Stolyarov stood accused of election fraud. His rival, Just Russia
candidate Oleg Shein, claimed he won the election and went on hunger strike. The fight for re-election lasted for a few
months, even luring opposition leader Aleksey Navalny from Moscow to Astrakhan. Eventually. the opposition lost and
Shein ended his hunger strike and Stolyarov became mayor of one of Russia's biggest cities. The following year,

however, Stolyarovwas arrested and charged with accepting a bribe of 10 million rubles.

With September's parliamentary elections around the comer. the purge of regional mayors is. if anything. likely to

intensify. For Russian officials, the message is clear: one step out of line, and corruption charges could be just around

the corner.

Nikcandrov discovers the meaning of life

https://themoscowtimes com/articles/arrested-russian-investigator-finds-meaning-of-life-thanks-to-vogi-cellmate-
54812

One of Russia's most-publicized arrests in recent years is making headlines again, as the Moskovsky Komsomaolets
newspaper reported Sunday that Denis Nikandrov — the detained deputy head of Moscow's Investigative Committee —
is going through a “miraculous transformation™ in his cell.

A nsing star in Russian law enforcement, Nikandrov was jailed on bnbery charges onJuly 19. He is suspected of
receiving a bribe of up to $1 million for helping notorious thief-in-law Zakhary Kalashov, known as Shakro Molodoi, to get

out of orison. The case is considered bv manv to be a remarkable episode in the internal war raaina inside Russia's
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security forces.

The Moskovsky Komsomolets newspaper reported that the investigator's life changed after meeting his new cellmate

who was purposely put into the same cell.

Nikandrov. who reportedly fell into a deep depression during his first days in the infamous Lefortovo prison_ is currently

in a state of euphona and claims that he has found the meaning of life.

The man responsible for these changes is 30-year old Yevgeny, the cellmate who claims to be an experienced yoga
practitioner and says he is in prison on charges of smuggling cannabis to Russia from India.

Nikandrov is practicing various breathing techniques and yoga positions, his prison cell is full of yoga literature and he
has switched to a healthy diet, the newspaper said.

“| have learned how to live | have started to understand my true nature ” Nikandrov said. He also wrote about the

changes in a letter to the head of Russia's Investigative Committee. according to the newspaper.

The yoga practitioner was put in Nikandrov's prison cell by the prison administration on purpose. as aresult of an

agreement with the Federal Security Sevice (FSB). the newspaper reported. citing an unidentified source in law

enforcement.

“Nikandrov was in such bad condition that he could have committed suicide. And that would cause a scandal.” the

source said.

As The Moscow Times previously reported, Nikandrov was unleashed on one high-profile case after another over his

short career and was rapidly promoted. He was involved in highly padliticized cases such as gathering evidence against
jailed tycoon Mikhail Khodorkovsky.

Nikandrov's arrest is part of an ongoing “cleansing of the ranks," Kremlin spokesman Dmitry Peskov said after his
arnest.

Zolotov is awarded Chechnya's highest honor

See yesterday's notes for my remarks on the Zolotov-Kadyrov relationship.

https //themoscowtimes com/news/chechnyas-kadyrov-gives-rosgvardiva-head-highest-award-54827The head of

Russia's newly formed National Guard has been presented with Chechnya's highest award by republic chief Ramzan

Kadyrov, the local news agency Chechenskaya Respublika Segodnya reported Tuesday.

Viktor Zolotov was presented the Order of Akhmat Kadyrov for "outstanding semvices to the Chechen Republic.” The

award was established in 2004, in memory of the first Chechen president, Ramzan Kadyrov's father. Akhmat
Kadyrovwas killed in a suicide attack on May 9, 2004 in the Chechen capital of Grozny.
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Kadyrov also awarded Zolotov with a certificate to mark his completion of a course at Chechnya's International Center
for Special Forces Training.

The creation of the National Guard was announced by Russian President Vladimir Putin in April. The new force will take
on a number of roles previously cared out by Interior Ministry troops, and will have more than 340,000 members in
total. Viktor Zolotov was the former chief of Interior Ministry’s troops, and headed the president’s security semice

between 2000 and 2013.

The embargo and food prices

https://themoscowtimes.com/news/russian-counter-sanctions-raised-food-prices-31-54829

Russia’'s embargo on Western food imports has caused prices to soar by 31 percent in the last two years. Russia’s

Ministry for Economic Development announced Tuesday.

Russia boycotted food imports from a number of Western countries in August 2014 in retaliation for sanctions on
Moscow for its annexation of Crimea and ongoing role in the Ukraine conflict.

“Food prices rose by 31.6 percent in two years. one and a half times above the level of inflation.” a ministry spokesman

said. claiming that the negative effects of the embargo had already begun to ease by the second half of 2015.

Food price rises contributed 52 percent to national inflation in February 2015, but fell to 31 percent in June 2016.
“The Russian market has managed to adapt to the new conditions. New suppliers were found in the first six months [of

the embargo] and orders were made at lower prices”, he said.

The European Union extended economic sanctions against Russia until the end of 2017 in July, prompting Russian

president Vladimir Putin to sign a decree extending Russia's food embargo for the same period.

Inflation/rising prices seen as biggest problems

https //themoscowtimes com/news/russians-consider-poverty-rising-prices-most-acute-problems-54831

The majority of Russians (70 percent) consider inflation and rising prices to be their most acute problems. the Interfax

news agency reported Tuesday. citing a poll by the ROMIR research group.

Some 66 percent of respondents said they are worried about poverty and low wages and 41 percent named
unemployment as a major problem. ROMIR revealed.
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More Russians are also concerned about the problem of corruption (36 percent). compared to 30 percent in 2014

The Russian economy plunged into a deep crisis in 2014 following Western sanctions imposed on the country over its

role in the Ukraine crisis and falling global prices for crude oil.

Russians saw their real wages fall sharply amid skyrocketing inflation and several million people were pushed below the

poverty line last year.

In the first quarter of 2016, the poverty rate in Russia reached 15.7 percent. according to official statistics. A recent poll
by Moscow's Higher School of Economics (HSE) revealed that more than 40 percent of Russian households struggle to
buy buy food or clothes.

The ROMIR poll was conducted among 1,500 people in all Russian federal districts, Interfax reported.

The secret of the St. Princess Olga (Sechin and wife)

Rosneft is suing Dozhd TV and Novaya Gazeta for reporting on this story: https://slon.ru/posts/71593

httos //'www_occrp.org/enfinvestigations/5523-the-secret-of-the-st-princess-olga

In 2013, Oceanco, one of the top yacht builders in the Netherlands, launched a top-of-the-line creation, an 85.6 meter

super-yacht with the designation Y708.

The vacht's lavish interior was desianed by the firm of Alberto Pinto and its exterior by Russian desianer lgor Lobanov.
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It boasts every conceivable amenity: Y708 can accommodate up to 14 guests in seven suites, one VIP cabin and three
double cabins.

The interior of the yacht is equipped with a gym. spa and elevator. A swimming pool on the aft deck transforms, as
needed, into a helicopter pad. The upper deck has a jacuzzi surrounded by plush white sofas where guests can take a

relaxing sprawl. After Y708 was delivered to its new owner, whose identity was shrouded in mystery. the boat's name

was changed to St Princess Olga.

Today. St. Princess Olga ranks 72nd on the list of the world's largest yachts. according to the Superyachts website.

The owner's name remained secret for several years. But reporters for Organized Crime and Corruption Reporting

Project (OCCRP) and Novaya Gazeta, by tracing the yacht's travels and matching them to posts on social media sites,
believe they have identified a possible owner of the vessel.

Igor Sechin, 55, is considered one of the most powerful men in Russia, after his longtime friend and boss, Russian
Federation President Vladimir Putin. Due to his tough character and close ties to secret services. Sechin is sometimes
referred to as Darth Vader by Russian and international media.

Sechin has been working with Putin since the early 1990s. When Putin became the head of the Committee for Foreign
Affairs in the St. Petersburg Mayor's Office in 1991, Sechin was appointed his chief of staff. The two became close.
“When | moved to Moscow, [Sechin] asked [me] to take him with me. And | took him,” Putin wrote in his
autobiography. “First Person”.

It was the first of a series of coordinated career moves, with Sechin always following his boss. From 2004 till 2008,
Sechin worked as deputy chief of Putin's administration. When Putin headed the government in 2008, Sechin was
appointed deputy prime minister.

Since 2012, Sechin has been the chief executive officer of Rosneft, Russia's state-owned energy giant.

Princess Olga may not be just a random name.

When Sechin divorced his first wife, Marina, the name of his new wife was kept a closely guarded secret.
But in June 2016, the Russian news agency life.ru--which is considered to be close to the Kremlin--
published a video from a private party held after the St. Petersburg International Economic Forum (SPIEF).
At that party, Sechin was accompanied by a young, attractive blonde woman.

By comparing the woman's face in the video with accounts in social networks, OCCRP found profiles of
Olga Rozhkova on Facebook and Instagram. Novaya Gazeta later obtained documents which prove that in
2011, Rozhkova changed her surname to Sechina.

According to the photos from the social networks, Olga Sechina spends most of her time abroad.

Since the beginning of 2016 she has visited the Maldives, Italy, Vietnam, India, Germany and France. But
it looks like her favorite countries are Italy and France, especially the luxurious resorts on Sardinia and
Corsica.

In many of those photos, Sechina is on a yacht. For example, on Aug. 27, 2014, Sechina published a photo
on her Instagram account from a yacht, where she is seen sitting with her friend on plush white sofas
near a round jacuzzi.

On July 5, 2015, Sechina published another photo on her Instagram that show her sitting on a deck neara
swimming pool.

On Aug. 1, 2015, she published a photo from the same deck near the same swimming pool.

Details seen in all three photos — the deck, the swimming pool, the jacuzzi, sofas and sun loungers —
corresnond to those seen on the vacht St. Princess Oloa.
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Posts from Olga Sechina’s Instagram account that display features of a yacht that share striking similarities to the "St. Princess Olga”.

Other photos posted on Sechina’s social networks indicate that the yacht she uses is registered in the Cayman
Islands, based on the flag.

The vacht St. Princess Olga also belongs to a company from the Cayman Islands. Serlio Shipping Ltd.
Similarity in structural details and fittings are not the only evidence that the St. Princess Olga is used almost
exchusively by Sechin’s wife. By matching the routes of the vacht with photos from the accounts of Sechina and
other users, OCCRP and Novaya Gazeta (Here’s the link to the Novaya article on this:
http://www.novayagazeta.ru/inquests/74021.html) found many correlations.

For instance, on July 13, 2016, Sechina published a photo of herself aboard a vessel in Ibiza, Spain.

Three days earlier, on July 10. the company Superior Design published on its Facebook page a photo of the St.
Princess Olga in Port Adriano, in the Balearic Islands near Ibiza.

On July 14. Instagram user (@ carolfeith published a video of the same yacht near the Balearic Islands.

Just about a year earlier. on July 19, 2015, Sechina published a photo on her Instagram account from Venice,
Italv. The vessel tracking systems show that on the same date, the St. Princess Olga was in Venice.

The examples stretch back several years. On May 4. 2015, Sechina published a photo on her Instagram from
Capri, Italy. And once again. the St. Princess Olga was tracked near the island of Capri on that same day. The
same was true in Corsica on June 14, 2014.

Reporters for OCCRP and Novaya Gazeta found six exact matches between 2014 and 2016 when the routes of the
yacht corresponded with Sechina's documented travels. The sheer number of yacht photos visible on Sechina's social
networks during the time period indicates she was using St. Princess Olga constantly

The exact price of the St. Princess Olga could not be determined. The price of a truly luxurious yacht depends on

manv thinas such as how the vessel's exterior is crafted or how its interior is desianed and furnished But vessels of
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similar length and design are being sold at US$ 190 million.

Operating a superyacht is expensive making it a luxury for only the world's wealthiest people. According to Tower Gate

Insurance. some ofthe average costs for a yacht include crew salaries. maintenance. insurance . and dockage fees.

Fuel costs run about 500 liters per hour or almost US$ 2000/hr. Tower Gate's survey said owners can expect to pay up

to 10 percent of the initial cost of the yacht in operational costs for a year. By that estimate the Princess Olga would

cost as much as USS 19 million per vear to operate.

Sechina's husband Igor is one of the best-paid managers of the state-owned companies in Russia. Last year BEC_
reported that the board of directors of Rosneft approved a salary for Sechin that could be worth up to US$ 11.8 million
(including bonuses). He has not reported his income and his net worth is not known.

It is impossible to fully determine whether Sechin would have the earnings to buy and operate the St. Princess Olga but
it would be unlikely based solely on his BBC reported salary.

It's theoretically possible to regularly rent such a yacht. although rents for similar-sized super-yachts equipped like the

St. Princess Olga start at US$ 1 million per week.

In a letter to Novaya Gazeta, a Rosneft representative said the company "doesn't believe it is possible to answer
questions related to the private life and property of its employees™.

The representative also warned that those who were involved in the "lllegal gathering and usage of unwerified information
might be held legally responsible.”

OCCRP and Novaya Gazeta collected the information from publicly available social media profiles which were deleted
after reporters asked about their content.

The representative also said. in their opinion, that Novaya Gazeta and OCCRP were part of a smear campaign against

the company but did not elaborate by whom or why.
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Nellie Ohr
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From: Nellie Ohr

Sent: Sunday, July 31, 2016 4:35 PM

To: Ohr, Bruce (ODAG)

Subject: Scroll down to his posting from about 3:30 pm Sunday 7/31

The graphic from Hromadske
https:/ftwitter. com/cjcmichel/status/759750993206804480
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, July 26, 2016 9:07 AM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG); Wheatley, Joe; Nizich, Ivana
Subject: Shakro, the Presidential Administration, and the Donbass separatists

This whole issue of Wayne Allensworth's notes (24 July 206) is interesting, but especially the
following item, which mentions Shakro's ties to the Presidential Administration and financing the
separatists in the Donbass.

Also, if you haven't seen a blow-by-blow of the cafe shootout in English, there is one in this issue
(summary of Moskovskiy komsomolets article)

-Nellie

"This Novayva Gazeta piece, among other interesting things says that Bastrvkin found out about the
searches/arrests only minutes before the operation began: http://www.novayagazeta.ru/inquests/73918_html

"“The case related to the Elements cafe incident mentioned above was at first processed by FSB Counter-
intelligence, then passed on to Directorate M. The investigation turned up ties between the gangsters and SK
personnel—but not only them: “Shakro™ carried out direct negotiations with members of the MVD GUUR (in
charge of criminal investigations) and people in the Presidential Administration. Shakro had even discussed
helping finance the Donbass.. . SK Investigator Andrey Bochkov was the chief figure who allowed the digging
up of evidence against the SK officials Nikandrov, Maksimenko, and Lamonov—and Bochkov's boss is

Aleksey Kramarenko, who is. accordmg to an SK source, the FSB USB 6™ Service’s man (Comment:

Interesting—see the Orlova piece above). The 6™ Service has helped FSB mnvestigators and Directorate
M in the case against Nikandrov and company (as well as others).

——0Original Message-—
From: Nellie Ohr({(QX@)]
I:¥(b) (6) Nellie Email
Sent: Tue. Jul 26, 2016 9:00 am

Subject: (@Y Internet Notes 24 July 2016

Internet T\otes 24 July 2016

works?: Kashin wonders whether a militarv coup is possible in Russia [No, but mavbe a faked coup that strengthens Putin’s
control is possible]: Zolotov and the shakeup at FSB: FSB vs SK [Arrests at SK: Is it really Zolotoy vs. Bastrvkin or was

Bastrvkin himself behind the arrests?]) 1

FSB arreszs degug head of ] l{oscow Imesmwme Commtttee (The Kalashm case) 4
ki

Gamta says Ba.,mkm found out about the operation against his subordinates only minutes before it took place; The ﬂ
Service of FSB USB and the SK: Is it Bortnikov. not Bastrvicin who is in danger?) 8

The siloviky shakeups and related material (Strelkov on a radical reform of the siloviky block: A
grand failure in the works?; Kashin wonders whether a military coup is possible in Russia [No, but
maybe a faked coup that strengthens Putin’s control is possible]; Zolotov and the shakeup at FSB;
FSB vs SK [Arrests at SK; Is it really Zolotov vs. Bastrykin or was Bastrykin himself behind the

arrests?])
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Strelkov: http://novorossia.pro/25yanvarya/2188-igor-strelkov-reformy-kak-marazm-sistemy_html

The details remain unclear. but a full scale, radical reform of the power block is being planned. It will follow the
American model, with a division between the federal level and the regional/'municipal level. At the federal level.
a new power agency will be formed with part of the FSB and the Investigative Committee (SK)) subunits. The
criminal police will be at the regional and municipal levels and will be financed at that level. The Natsguard will
be above all this, with all of the “power resource™ at its disposal—naturally, it will remain strictly under federal
level control. The FSB will remain as a strictly counter-intelligence agency. without any anti-terrorist functions
or that of protecting the constitutional order.

This will be the most radical reform since the 1920°s. And no good will come of it. This radical reform will
come at the peak of a systemic crisis, including an economic and financial crisis, when the country is involved in
two endless and unpredictable military conflicts. The reform process will be underway at a time of inadequate
financing, general uncertainty about the future, and the demoralization of the bureaucracy at all levels. The
system is concerned only with its internal affairs. There won't be time for the bureancracy and police to carry
out their basic obligations.

One hundred years ago, the Tsar was constantly changing the government, which had a negative impact on the
domestic political sitnation while the country was at war—and the present plans will repeat that course. It's like
trying to re-roof a house during a deluge.

Even Medvedev understands that Russia is not the US. And that it’s not desirable to carry out radical reforms
in departments that are sorely needed at this time—even an idiot understands that. Nevertheless, the reforms
are being worked out and coordinated. .. Mutko heads Russian sport—the analogy is clear: we can expect not
only defeat, but a grand failure ...

Comment: We have read all kinds of rumors about changes underway in the “power structures.,”
including one claiming that a “new MGB” would be formed (6 July).

Kashin on the possibility of a military coup in Russia: https://slon.ru/posts/70908

Comment: Kashin is saying some things here we have read before—mainly, that the army in Russia
is not an independent political force.

The main political event of this year (thus far) was the failed military coup in Turkey—an authoritarian regime is
always interested in such efforts, successful and unsuccessful, to overturn another authoritarian regime. During
Putin’s time in power, revolutions and coups have influenced the Kremlin's behavior domestically. The “Rose
Revolution™ in Georgia and the first “Maiden™ in Ukraine shaped the Surkov-inspired moves of the mid-2000s,
inchuding the creation of pro-Kremlin youth organizations, reforming media. and making corrections to the
electoral system. We can’t say whether there was actually a threat of a “color revolution™ in Russia at the time,
but the struggle against such a potential threat was serious—if not for Saakashvili and Yushchenko, mavbe
things would have been different in Russia.

The “Arab spring” in 2011 may have forced Putin to re-think a possible second term for Medvedev.

The “Bolotnaya case™ and “spiritual bonds™ were the result of a bunt on Arab squares far from Moscow. And
the Moscow protests were seen by the Kremlin as evidence that not “tightening the screws™ could lead to a
repeat of events in Cairo and Tripoli. .. As far as Maidan [I—no second Maidan, no annexation of Crimea, no
war in the Donbass. ..

So—is there a chance of an anti-Putin coup by the army, with a repeat of Erdogan’s (in this case, Putin’s) using
FaceTime to gather popular support? That’s an obvious question—and it has an obvious answer: No. The
risk of a military mutiny in Russia is minimal. In Latin America. in Turkey. in the Mid-East, the army is an
independent force, a state institution, the significance of which goes beyond the limits of the political system and
in many ways determines political stability. Think Chile in 1973.

But Russia’s army, in spite of what the propaganda says. does not have a centuries-old tradition. The army’s
one hundred vear anniversary will take place in 2018. Lenin and Trotsky created the army for one purpose—to
strengthen the results of the Bolshevik takeover. The army was created as the armed wing of the Party, and the
very notion of its taking an independent step was ruled out—as it is today. For all its history, the chances of a
coup led by the army were zero. Any potential leader—and you can count them on the fingers of one hand
(Tukhachevskiy, Zhukov, Rokhliny—had no real chance of making even a first half step in that direction. The
Party and State Security were always stronger.

In 1918, as the Reds mobilized the first army, the families of the troops were taken hostage—and that sense of
the army as a group of armed hostages remains to this day. The popular hero Shoygu is most of all a

nalitical commiccar like the Red cammiccare wha avercaw the firet Saviet armv Hea ic nat the leader
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of an officer corps that has its own interests and values. If Shoygu suddenly gets it in his head to make
any moves against Putin. he’ll have to have a very tough conversation with Viktor Zolotov at least. The system
of defenses from unexpected political moves the Kremlin has is itself an example of the art of defense.

The main irony of the Turkish coup attempt is that in projecting it onto the Russian experience, the thinking was
not about anti-Putin tank divisions. In the aftermath of the coup attempt, the mainstream version of what
happened there that was making the rounds in Russian media was that Erdogan had helped stage the event
himself in order to strengthen his own grip on power and change the state system under the guise of going after
the coup plotters. Whether that’s true or not doesn’t matter—what matters is that we believe that this was not a
plot against Erdogan, but a plot by Erdogan. What's most interesting to consider is whether Putin believes that.
It would be very effective: stage a coup that is meant to fail and then see through all the plans for political
control that have been floated but not seen through—like blocking foreign travel and the Internet.

No, the Russian army won't try something like the Turkish army did. But there is nothing stopping the
Kremlin from staging the faked coup like the one our conspiracy theorists have said took place...
Comment: I've been wondering in these notes whether a Putin in his “man of destiny” mode might
consider doing something unexpected, dropping his usual caution. That would depend, I think, on
whether Putin believes he’s being pushed into a corner and is being challenged personally. He’s
already made some steps that seem out of the ordinary—elevating Zolotov, creating the National
Guard, ousting Yakunin. His tendency has been to revert back to caution after some big move.

One very important question is whether, as Katrina Orlova has claimed, Zolotov is the power behind
FSB Internal Security (FSB USB), a directorate that has played such a prominent role in recent high-
profile cases and is apparently moving to take over the FSB Economic Security Service (FSB SEB).
That would mean Putin is allowing some serious further moves to weaken Bortnikov (the Kremlin is
said to be unhappy with him), and not focusing on re-establishing balance among the siloviky after
the creation of the Natsguard.

This slon.m

piece by Pavel Chikov also claims that Zolotov is behind the shakeups at FSB SEB: https://slon.ru/posts/
70908https://slon.ru/posts/71106

Many experts say that the Natsguard headed by Zolotov was created to provide for a balance and equilibriom
among the power departments—the purge going on in the FSB, especially in its economic block, is connected
by observers (Comment: Which other observers apart from Orlova?) with Zolotov's taking over at the
Natsguard.

Comment: The piece goes on to say that the FSB has struck at the FSO—that’s in regard to the
story on the Mikhalchenko arrest and his connections to ex-FSO chief Murov (See the 15 July
notes; FSB SEB “K” reportedly arrested Mikhalchenko). My own view has been that the arrest
demonstrated that Murov had been weakened. We have also seen claims that Zolotov wasn’t
terribly unhappy that his old boss was retiring—and the replacement for Murov, Kochnev, came
from the unit Zolotov had headed for many years, the FSO’s Presidential Security Service (See the 2
June notes. It gets even more complicated, since one source claimed that Zolotov and Kochnev
weren’t all that close). As far as the shakeup at FSB SEB, I've offered a possible alternative
explanation for that—the two cooperated against MVD Economic Security (GUEBIPK) in a battle for
controlling money laundering channels, then fell out as they both wanted to seize the channels for
themselves. See, for instance, the 12 July notes.

More on the FSB making arrests at the Investigative Committee_._First, from the 19 July notes:

Cams e ERAEL TAELS ARLLE WSASALASELILLAE WP TPAELS ST R AR TP LTARS. EAS LT AU Y ETLT AN SAA T S MAT R AALST LEA ELoseiaE

[FSB arrests deputy head of Moscow Investigative Committee (The Kalashov case)

http://www.themoscowtimes.com/news/fsh-detain-deputv-head-of-russian-investigative-committee-54644

Russia's Federal Security Service (FSB) have detained several employees of the Moscow department of the Russian
Investigative Committee, including deputy head Denis Nikandrov, news agency Interfax reported. citing a message
from the agency.

The FSB began a search of the committee’s Moscow offices in connection with the case against notorious crime

boss Zhakary Kalashov. or Shakro Molodoi.
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The FSB have carried out investigative actions against a number of staff members on the basis of exceeding their

official powers. as well as receiving bribes from the criminal community,” an FSB statement said, the Slon news

website reported.
Shakro Molodoi was arrested on June 11 on charges of extorting money from the owner of the Elements restaurant
in Moscow, after a violent shootout in December 2015 left two dead. See the 15 July notes.

A lead investigator on the second case against the Yukos gas giant. Nikandrov was reportedly detained on Tuesday_

while receiving a bribe worth $1 million for Shakro's release. RBC reported.

It was reported in 2013 that the Prosecutor General's Office begun a preliminary investigation into Nikandrov for
abuse of power and coercion of witnesses to testify.

In addition to the arrests, the FSB is searching the Investigative Committee’s office in Moscow's center.

Here's more:
http:/fwww. mk ru/social/2016/07/19/prichinoy-zaderzhaniya-trekh-rukovoditeley-skr-stala-versiya-o-pokrovitelstve-
banditam html

Moskovskiy Komsomolets says that no other corruption scandal causes the kind of shock that this one does. Apart from
Nikandrov, FSB officers arrested the SK’s head of Intemal Secunty. Mikhail Maksimenko, and another top officer in Internal
Secunty. Aleksandr Lamonov...The entire case says a lot about contemporary Russia—it’s all about money and people
disregard the law__.

At this point. the MK piece goes into a replay of the shootout at the Elements café—from the 15 July notes:

[When it opened in July 2015, the Elements Korean restaurant in central Moscow got good reviews — both for food and
design. But that's not what the restaurant is famous for.

Two women — the restaurant owner and a designer she hired to renovate and furnish it — disagreed over payment after the
designer failed to meet the agreed deadline. As was reported at that time, the restaurant owner Zhanna Kim refused to pay the
designer the 2 million rubles ($30.000) she was owed for designing the restaurant.

What started as a usual financial disagreement led to one of the most notorious ammed fights in central Moscow since the
1990s and to the arrest of one of Russia’s most notorious cnminals — thief-in-law Zakhary Kalashov — better known by the

pseudonym Shakro Molodoi.

On Dec. 15, 2015, around 20 armed men occupied the beautiful rooms in the Elements restaurant. “Everyone shut up, no one
leaves the building until we make a deal,” Zhanna Kim, a trendsetter. a socialite and the restaurant owner, later recalled in

various interviews.

“It was a shakedown,” she said. As was reported later, Fatima Misikova, the designer. had reassigned the debt that Kim still
owed her to mobster Andrei Kochuikov, known as The Italian and a high-ranking member of Shakro’s gang.

What happened later received extensive press coverage. The Italian showed up with a simple message: if the debt is not paid,
he would take over the restaurant. Zhanna Kim refused to pay him.

She called the police and her lawver — retired Interior Ministrv Colonel Eduard Budantsev. reportedlv connected to law
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Always armed with a Beretta that was personally awarded to him by the interior minister. he armmved quickly with his

supporters and demanded that the “unwanted guests™ leave at once.

According to the Kommersant newspaper. The Italian told Budantsev. that he was sanctioned to “milk this cow™ by Shakro.
He then asked if Budantsev had any respect for the law of thieves and. after hearing an emotional “No.” The Italian ordered
his subordinates “to pack the bald one [Budantsev] into the car.”

In the fight that followed outside the restaurant two men were shot dead and several were wounded. According to some

reports, Shakro also was at the scene. but his name later disappeared from interior ministry documents.

released by the Interior Ministry shows his guards on the zround with their arms on their heads. The video shows Shakro on
a chair in what looks like the kitchen.

“Twill not talk in front of the camera, are you kidding me? Don’t make a show out of it. Tum off the camera and we'll talk.” he

says.
“It’s not a show, we need it.” the officer’s voice is heard answering.

The criminal mastermind was later brought to the Moscow Central Investigation Department where he was questioned. the

ministry reported.

Shakro will be accused of organizing extortion from the Elements restaurant owner. who had already filed a complaint,

according to the Interfax news agency.

Shakro, a well-known Russian mob boss. re-emerged on Russia’s criminal scene in 2014 after serving an 8-year prison term in

Spain where he was convicted of money-laundenng and masterminding criminal organizations.

He was also sentenced in absentia to 18 years in prison for murder in Georgia, and Georgia has repeatedly requested that
Shakro be extradited. Gazetaru reported. After another famous mobster Aslan Usoyan was killed by a sniper in the center of

Moscow in 2013, Shakro has been regarded as a new leader of Russia’s crime world.

“It is personal for Shakro.” his accomplice was quoted as saying by an unnamed source within law enforcement. “He
intervened in the conflict between two ladies at his friend’s request. Nobody knew there would be problems, but in such cases

something can always go wrong.” the source told the Moskovsky Komsomolets newspaper.

“Do you consider yourself a thief-in-law?"” Shakro is asked in the video. He refuses to answer in front of the camera. But he
once answered the same question dunng a conversation with law enforcement when he came back to Russia in 2014, “They
call me that,” he answered, smiling_

A Rosbalt report has the FSB SEB’s Directorate M making the arrest: http://www rosbalt ru/moscow/
2016/07/12/1531031 html

MK reports that when the period of detention was up for The Italian the SK surprisingly didn’t try to extend it. and the

gangster was released. The FSB leamed of a plan to get him out of jail for $1 million. On 19 July, there were searches at the
offices of the SK's investigative staff in Moscow, as well as the office of its deputy head, Nikandrov, and the offices of two
SK officials. Lamonov and Maksimenko. MK adds an interesting tidbit—NMaksimenko’s wife officiallv eamed R14.6 million
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last year. a new SK record.. Nikandrov began his career in Volgograd. then in Moscow conducted a case against his former
boss, ex-head of SK Investigations, Dmitriy Dovgty. He was part of the Yukos case and an investigator in the case against
the Moscow Oblast Prosecutor’s office (which was acting as a krysha for illegal gambling in the region)... The arrests are
likely related to the Kalashov case—the blow against the SK signals a new and serious split among the siloviky.

Comment: I wrote quite a bit about Dovgiy and the Moscow Oblast casino scandal. The first was part of the “siloviky war™ of
the time, while the second pitted FSB people and the SK against the Prosecutor’s office and MVD officers in a struggle over

controlling illegal gambling. ]

Comment: So, is Bastrykin the target in a new front of the latest “siloviky war”?
Orlova on the FSB's “attack™ on the SK—Directorate “M,” which made the arrest. is part of FSB SEB:
http://www the-american-interest. com/2016/07/20/who-is-behind-the-fsbs-attack-on-russias-investigative-committee/

The FSB struck a massive blow at another powerful branch of the sifoviki in Russia: the Investigative
Committee. On Tuesday, the Russian Federal Security Service, armed with search warrants, busted into
the Moscow offices of the Investigative Committee. The offices of the department's head, Aleksandr
Drymanov, his first deputy, Denis Nikandrov, the Interior Security directorate head, Mikhail Maksimenko,
and his deputy. Aleksandr Lamonov, were all searched. The last three were arrested and are being held
until trial Drymanov has allegedly resigned. according to several unconfirmed media reports.

The FSB claimed that the high-profile Investigative Committee officers were engaging in various illegal
activities with a professional criminal (in Russian. a vor v zakone, or thief in law) known as Young Shakro

. who had been arrested the week before. Young Shakro is the successor of the notorious Russian mafia

boss Grandpa Hassan, who was shot to death in Moscow in 2013.

While the lurid details of cooperation between Russian mafia bosses and law enforcement agencies are
captivating, what is really worth paying attention to is which FSB department busted into the Investigative
Committee’s Moscow offices: as RBC reports, it was Directorate M of the Economic Security Service (SEB)
of the FSB. Reqular readers will know that the SEB has recently been the focus of attacks by another FSB
department: the 6th Service of the the Interior Security Department (USB). the most secretive service of
the entire FSB (cursed as "the Gestapo” by some within the agency).

As we have previously written

_for the past several months. the 6th Service has been attacking the SEB in a bid to get control over the most
profitable slice of business in Russia: the banking and financial sector. The 6th Service registered a

victory when the head the SEB, as well as the head of the SEB's Directorate K (which directly oversees the
sector in question) both resigned. Viadimir Putin issued an executive order less then two weeks ago,
reassigning the head of the USB, Sergey Korolev, to head up the freshly decapitated SEB (See the 14 June
and 15 July notes). Apart from the resignations, the FSB's internal fight has resulted in much collateral
damage: at least three governors have been arrested. and many businessmen have lost their enterprises.
with Russian tycoon Mikhail Prokhorov being the most visible recent victim.

The 6th Service's recent successes can be attributed to the department reportedly being under the
protection and unofficial supervision of General Viktor Zolotov. Zolotov, who is Putin's long-time head of
security and who was recently appointed to lead the newly-formed, powerful National Guard, has become
the Russian President’'s most trusted military man. It's fair to interpret what happened yesterday as an
attack by Zolotov on the Investigative Committee's head. Aleksandr Bastrykin. with whom he has been
tussling for influence for some time already

. (Comment: The article linked to has Bastrykin concerned that the Natsguard will weaken his SK,
and Zolotov and Bastrykin are competing to demonstrate loyalty to Putin) Zolotov's message is clear:
the new centers of power are the SEB. the 6th Service of the USB. and the National Guard.

This attack very much resembles an episode in 2014, when the 6th Service brought down General Denis
Sugrobov, the head of the Economical Security and Anticorruption Department of the Interior Ministry, as
well as his deputy General Boris Kolesnikov, in 2014. Sugrobov is still in jail awaiting trial, while Kolesnikov
fell out of a window of the Investigative Committee headquarters in Moscow while under interrogation. The
head of the 6th Service, Ivan Tkachev, who reportedly was behind the fight with Sugobrov and Kolesnikov,
may soon head up Directorate K of the SEB, according to RBC (Comment: She is referring back to the
GUEBIPK scandal; We have read that Tkachev’s taking over at “K” is not a done deal—and that he
may wind up only as a deputy head. See the 15 July notes).

The current fight against Aleksandr Bastrykin looks like it might end as decisively as the fight with
Sugobrov. The Investigative Committee's spokesman, Viadimir Markin. commenting on the arrests.
sounded like a defeated man. "What happened with our so-called colleaques is a bitter shame.And this
affair. of course. throws a shadow over the entire Investigative Committee But the self-purification work will

ao on."
Anparentlv the Investiaative Commitiee received 7olotov's messace—about who is the boss—Ioud and
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But—this next item has Bastrykin himself behind the arrests, claiming that he had been planning a purge:

http:/fwww _kommersant ru/doc/3043255

Kommersant says Bastrykin opened the case—the case went to the Prosecutor’s office and Chayka deputy
Viktor Grin decided that the SK should not be investigating itself. so he sent the case to the FSB_._SK
spokesman Vladimir Markin confirmed that the SK initiated the case and that the self-cleansing of the SK.
would move forward. ..

Belkovskiy on the SK arrests (Bastrykin won’t go; Bastrykin authorized the arrests—but did he
initiate them?; Novaya Gazeta says Bastrykin found out about the operation against his

%b’qn jrates o %2 %s Maﬁe zlnt %{ gg%e; The 6% Service of FSB USB and the SK; Is it

oV, HO.

http://echo msk ru/programs/beseda/1805126-echo/

Belkovskiy backs up to the arrests of Nikandrov and the others and says that though Nikandrov is young (37)
he is already a very trusted Bastrykin subordinate. Belkovskiy thinks there is a “systemic conflict” underway
between the FSB and the SK. There is no unity among the siloviky—this war among them will continue and
grow as the base for “feeding” in the regime declines under Western sanctions. But the present FSB vs SK
struggle will not necessarily end with Bastrykin's departure, as Putin likes to maintain a system of “checks and
balances™ —Bastrylin’s departure would mean the collapse of the SK in its current form_ It’s one thing to put
some highly placed official on the spot by arresting his subordinates, quite another to allow that official’s
complete apparatus destruction. Putin doesn’t like to let those kinds of things happen—and Bastryvkin has never
demonstrated any dislovalty to Putin.

RBC comments: http-//www rbc_ru/newspaper/2016/07/20/578e349e9a79471881b0ed76

FSB sources say that the arrests were coordinated with Bastrykin—only he, as head of the SK., or one of his

deputies, can authorize the arrest of heads of regional SKs or people holding equivalent ranks in the

organization. An FSB press release says that Putin knew about the arrests—without his authorization, the

arrest of the head of SK Internal Security could not have been made.

Politilog Yevgeniy Minchenko says that the arrests have to viewed within the framework of the restructuring

going on at the power departments. A special services source says that there is an FSB-SK clash underway.

while a source described as close to the Kremlin says that a battle among factions in both organizations is taking

place. The constellations of forces within the siloviky departments is changing—thus. the high profile criminal

cases.

The upcoming Duma elections come into play as well, says an FSB source. The special services have carte

blanche to act decisively to clean up the siloviky and the bureaucracy. One source says that the arrest of

Nikandrov and Maksimenko weaken Bastrvkin—they have been part of Bastrvkin's closest circle.

The Center for Political Technologies has rated Bortnikov ahead of Bastrykin on its list of influential political

iti'%nes—Basu'te ‘sin 131 place, Bortnikov in gth place. Meanwhile. Peskov told reporters last Friday that
v shouldn speculating about the impact of the arrest on Bastrykin's career.

Comment: Bastrykin may have authorized the arrests because he felt he had no choice—authorizing

them is not the same as initiating them. RBC has Nikandrov (and Maksimenko) as close to

Bastrvkin, while Belkovskiy has the former as one of those trusted by Bastrvkin. If Bastrykin was

pressured into going along with the arrests, maybe Markin’s comments about a self-cleansing going

on were meant to counter the inevitable rumors that Bastrvkin was being weakened.

This Novaya Gazeta piece. among other interesting things, says that Bastrykin found out about the

searches/arrests only minutes before the operation began: http://www.novayagazeta.ru/inguests/73918_html

The case related to the Elements cafe incident mentioned above was at first processed by FSB Counter-
mtelligence, then passed on to Directorate M. The investigation turned up ties between the gangsters and SK
personnel—but not only them: “Shakro™ carried out direct negotiations with members of the MVD GUUR (in
charge of criminal investigations) and people in the Presidential Administration. Shakro had even discussed
helping finance the Donbass.. SK Investigator Andrey Bochkov was the chief figure who allowed the digging
up of evidence against the SK officials Nikandrov, Maksimenko, and Lamonov—and Bochkov's boss is

+
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Aleksey Kramarenko, who is, accordmg to an SK source, the FSB USB 6" Service’s man (Comment:

Interesting—see the Orlova piece above). The 6 Service has helped FSB investigators and Directorate
M in the case against Nikandrov and company (as well as others).

What Peskov has described as the cleanup of the law enforcement organs is not over—other highly placed
siloviky will also be targeted. (Here’s a link to the newsru report on Peskov's comments on the situation:
http-/fwww newsru.com/russia/20jul2016/pusk html

)

Bastrykin knew about the high level searches/arrests only minutes before the operation took place—and
Mikhail Maksimenko, formerly of the ESB. is a one of Bastrykin's most trusted subordinates. There is no self-
cleansing underway, as Markin would have us believe. One more thing—in contrast to the arrest of Belykh,
Putin knew what was coming. ..

A Meduza story looks at some “versions™ of what’s up: https://meduza io/feature/2016/07/20/arestovany-
vysokopostaviennve-chinovniki-sk-chto-dalshe

And one of them is that Bastrykin is in no danger—but Bortnikov might be. There’s a struggle going on for his
post and that explains the activities of his subordinates.

The piece is drawing from a znak ra

article that Meduza linked to: https://www.znak.com/2016-07-19/pochemu_ne_udivlyayut
podozreniva_v_svyazi_vysokopostavliennyh oficerov_sk s vorom_v_zakone

The article by Yekaterina Vinokurova says that the activity of the FSB recently and its “obvious strengthening™
could indicate that the service might change leaders. Bastrykin is in no danger
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Nellie Ohr

From: Nellie Ohr

Sent: Wednesday, July 06, 2016 1:46 PM

To: Ohr, Bruce (ODAG)

Subject: JRL item

Hi Honey!

If you ever get a moment, you might find the penultimate article interesting—especially the summary in the final
paragraph.

Hope u r OK.

-N

—0Original Message—

From: David Johnson <davidjohnson@starpower.net>
BN (b) (6) Nellie Email
Sent: Wed, Jul 6, 2016 12:15 pm
Subject: 2016-#125-Johnson’s Russia List

Having trouble viewing this email? Click here

Johnson's Russia List

20164125

6 July 2016

davidjochnson@starpower net

A project sponsored through the Institute for European, Russian, and Eurasian Studies (IERES) at
The George Washington University's Elliott School of International Affairs*
WWW.ieres.org

JRL homepage: www.russialist.org

Constant Contact JRL archive:

http://archive constantcontact com/fs053/1102820649387/archive/1102911694293 html
JRL on Facebook: www facebook com/russialist

JRL on Twitter: www twitter com/JohnsonRussiali

Support JRL: http://russialist org/funding.php

. n0
Your source for news and analysis since 1996
*Support for JRL is provided in part by a grant from Carnegie Corporation of New York to the George
Washington University and by voluntary contributions from readers. The contents do not necessarily
represent the views of IERES or the George Washington University.

"We don't see things as they are, but as we are"

"Don't believe everything you think"
You see what you expect to see

"The biggest communication problem is we do not listen to understand. We
listen to reply."”
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LJ: Some JKL attuae in a bit or an overstatement. Modern Kussian stuaies
may be better characterized as anti-Putin studies. The vision is circumscribed.
For some that is enough. And morally required. But its just NOT enough. Most
of this issue is devoted to the latest. Rather than repetitively directing fire at
the usual suspects and the usual themes perhaps more attention should be
devoted to the views of substantive people of a different frame of mind. I'm
thinking of Lukyanov, Simes, Sakwa, Trenin, Petro, Graham, Saradzhyan,
Robinson, Matlock, Braithwaite, Saunders, Dejevsky, Katchanovski,
Mokrushyna, Arbatov, Adomanis, Aris, etc. (Sorry if I left you out. Or included
you.) Take a look at the Valdai Discussion Club and Russia Direct web sites, a
world of diversity and important ideas. Not your delicious comic world of RT,
eccentric Russian politicians, and weaponized information. Or the beloved
Russian Trolls. There are many solid dissidents although you won't find them
easily at the Washington Post, New York Times or The New Yorker. You can
find many balanced experts from Russia who are not easily pigeonholed or
have regular appearances in Western media. These are the targets that matter,
the analysis that matters, and if you don't deal with their points you're really
wasting time from a substantive point of view. Of course, JRL gives you
constant exposure to these experts and others. It's ALL there. Ignored but at
our peril.

In this issue
TODAY

1. The Nation: James Carden, The Media's Incessant Barrage of Evidence-Free
Accusations Against Russia. In one month, its government has been accused of hacking
the DNC, orchestrating the Brexit, tacitly supporting Trump, and more.

2. Russia Direct: Russian experts discuss Brexit and Putin's visit to China. Monthly review
of Russian think tanks: In June, top analysts focused on the Brexit referendum in Great
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#1
The Nation
July 5, 2016
The Media's Incessant Barrage of Evidence-Free Accusations Against Russia
In one month, its government has been accused of hacking the DNC, orchestrating the
Brexit, tacitly supporting Trump, and more.
By James Carden
James W. Carden is a contributing writer at The Nation and the executive editor for the
American Committee for East-West Accord's EastWestAccord.com.

If there is one country in the world that gamers media coverage bereft of even the most
basic journalistic standards, it is Russia. Over the past month, the Russian government
has been accused of hacking the DNC, orchestrating the Brexit, tacitly supporting the
candidacy of Donald J. Trump, and much else.

On June 14, The Washington Post's Ellen Nakashima published what, at first sight, looked
to be a blockbuster scoop, a Watergate scandal for the cyber age. The report alleged that
the Democratic National Committee's computer network was compromised by Russian
hackers who stole caches of DNC opposition research on Trump. According to
Nakashima, the Russian hackers were so thorough that they were able to access the
DNC's e-mail and chat traffic. Yet the firm that supposedly spotted the hack, Crowdstrike,
admitted it was "not sure how the hackers got in." They were definitely sure, however, that
it was the Russians.

The American media, needless to say, jumped all over the story. The New York Times
swiftly followed up with a story which proclaimed: "D.N.C. Says Russian Hackers
Penetrated lts Files, Including Dossier on Donald Trump." The dogged media critic Adam
Johnson of FAIR (Fairness and Accuracy in Reporting) compiled a list of headlines that
appeared in major media outlets within 24 hours of Nakashima's scoop,

* Russian Government Hackers Broke Into DNC Servers, Stole Trump Oppo (Politico,
6/14/16)
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* Russia Hacked DNC Network, Accessed Trump Research (MSNBC, 6/14/16)

* Russians Steal Research on Trump in Hack of US Democratic Party (Reuters, 6/14/16)
* Russian Government-Affiliated Hackers Breach DNC, Take Research on Donald Trump
(Fox, 6/14/16)

* Russia Hacks Democratic National Committee, Trump Info Compromised (USA Today,
6/14/16)

* Russian government hackers steal DNC files on Donald Trump (The Guardian, 6/14/16)
* Russians Hacked DNC Computers to Steal Opposition Research on Trump (Talking
Points Memo, 6/14/16)

* Russian Spies Hacked Into the DNC's Donald Trump Files (Slate, 6/14/16)

* What Russia's DNC Hack Tells Us About Hillary Clinton's Private Email Server (Forbes,
6/15/16)

And there was more to come. A self-described "former spook” took to the pages of The
New York Observer on June 18 to declare that not only do "Kremlin hacking efforts extend
far beyond the DNC" but that the Islamic State's hacking operation, the so-called Cyber
Caliphate, is actually, you guessed it, the work of the Russians: "[T]he Cyber Caliphate"
said the Observer, "is a Russian false-flag operation.”

Nor is that all. MSNBC's Rachel Maddow got in on that act and went on what can only be
described as a rant in which she accused the Russian president himself of being behind
the DNC hack. "These hackers,” Maddow proclaimed, "were dispatched by the Russian
government, by Vladimir Putin,” even though Nakashima's report said no such thing. The
report merely said that one of the hacking operations is "believed to work for the GRU, or
Russia's military intelligence service while CrowdStrike is less sure of whom" the other
hacking operation "works for but thinks it might be the Federal Security Service, or FSB"
[emphasis added].

The problem, of course, is that there is no hard evidence linking the Russian government,
much less Viadimir Putin personally, to the DNC hack.

Indeed, Nakashima followed up her original report on June 15 by noting that a hacker who
goes by the moniker Guccifer 2.0 had claimed credit for the DNC hack. In an interview with
Vice Motherboard, Guccifer 2.0 claimed to be Romanian, not Russian:

And where are you from?

From Romania.

Do you work with Russia or the Russian government?

No because | don't like Russians and their foreign policy. | hate being attributed to Russia.
Why?

I've already told! Also | made a big deal, why you glorify them?

Yet on June 20 the Post published another report by Nakashima headlined "Cyber
researchers confirm Russian government hack of Democratic National Committee” in
which Nakashima dismissed Guccifer's claim of Romanian nationality, writing

that "Analysts suspect but don't have hard evidence that Guccifer 2.0 is, in fact, part of one
of the Russian groups who hacked the DNC" [emphasis added].

By the very end of Nakashima's June 20th dispatch, readers were informed that it is also
possible "that someone else besides the Russians were inside the DNC's network and
had access to the same documents.”

None of the foregoing can come as a surprise, given that unproven allegations against both
the Russian government and the Russian president have been a flourishing American
media industry for several years. And if there can be said to be an industry leader, it is The
Washington Post. In addition to its coverage, such as it was, of the DNC hack, the Post
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ties to, the Russian Federation.

On June 17, the Post published a piece that purported to explore "Trump's financial ties to
Russia and his unusual flattery of Vladimir Putin." The report alleged that

Trump's "relationship with Putin and his warm views toward Russia" are "one of the more
curious aspects of his presidential campaign,” because "the overwhelming consensus
among American political and national security leaders has held that Putin is a pariah.”
How the reporters square this with Secretary of State Kerry's regular meetings with
Russia's foreign minister or President Obama's periodic phone conversations with

the "pariah” himself was left to the reader's imagination.

Nevertheless, the report in guilt-by-association style warned readers that "Since the 1980s,
Trump and his family members have made numerous trips to Moscow in search of
business opportunities,” thereby implying that Trump may be, after all, the Manchurian
Candidate of the Post's fevered imagination. For all his many faults as a businessman, is
Trump so different from other major American and Western business leaders in trying to
pursue business opportunities in Russia? Who could imagine the Post holding, say
William Browder's past business experiences in Russia against him?

Still more alarming, according to the Post, is that "The Russian ambassador to the United
States, breaking from a tradition in which diplomats steer clear of domestic politics,
attended Trump's April foreign policy speech” in Washington. The tradition they are
referring to remains unclear, but if it exists, it is one that American ambassadors frequently
break. For example, the US Ambassador to Ukraine, Geoffrey Pyatt, attended anti-
government protests in Kiev alongside US Assistant Secretary of State Victoria Nuland in
December 2013, while there are numerous reports of then-US Ambassador to Syria
Robert S. Ford making appearances at anti-government rallies throughout Syria in 2011.

A day later, June 18, the Post published a piece by Ishaan Tharoor, who cited the previous
day's Post report on the alleged affinity between Trump and Putin and noted that

the "former reality TV star would perhaps also tacitly approve of some of Putin's other
comments." Perhaps. Also. Tacitly. In the words of George W. Bush's CIA director,
George Tenet, that's a "slam dunk "

Yet the Post is hardly alone in publishing undocumented and sensationalist pieces on
Russia. The silliest example comes courtesy of the British newspaper The Telegraph,
which, on June 21, wondered: "Is Vladimir Putin orchestrating Russian football hooligans to
push Britain out of the EU?" The report, which was widely echoed in the United States,
claimed that "Kremlin-orchestrated hooliganism isolates England and could lead to the
national team's expulsion from the championship, adding symbolic fuel to the Brexit
campaign.” The authors provided zero evidence that the Kremlin "orchestrated" the football
hooliganism (which was, at any rate, overwhelmingly of the English variety) that occurred
in Lille during the European Football Championship.

Even before the results of the Brexit vote were known, journalists were making much of
Russia's supposed involvement in the matter. Neocon scholar Max Boot took to the pages
of-where else?-The Washington Post on June 19 to warn readers that "Nigel Farage,
leader of the UK Independence Party and a leading pro-Brexit voice, has harsh words for
Brussels but nothing but kind words for Moscow."

And following the Brexit vote, the media went into overdrive in trying to tie the result to the
actions of the "operative in the Kremlin." A representative piece comes courtesy of the
ever-jejune BuzzFeed, which declared "The Big Winner Of Brexit Is Vladimir Putin."
Former US ambassador to Russia tured Washington Post columnist and Hillary Clinton
foreign-policy adviser Michael McFaul told BuzzFeed that "Brexit's greatest winner is
Putin." According to McFaul, "For years now, he has sought ways to divide Europe,
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including both the EU and NATO, hoping for a collapse of unity in Europe just as the USSR
and the Warsaw Pact did a quarter century ago."

Meanwhile, the UK's Guardian claimed Russia and, for good measure, Iran,

were "delighted" by the Brexit result. But far from being "delighted," the Russian president
repeatedly stated Russia's neutrality during the week preceding the vote and is quoted in
the Guardian report as merely saying that the Brexit may have "positive and negative
consequences” for Russia.

Meanwhile, in addition to its coverage of Kremlin-inspired football hooligans, The Telegraph
published an article that enters into the realm of science fiction, claiming that "Russia aims
to develop 'teleportation’ in 20 years." Well, beam me up, Scotty. Yet the text of the
Telegraph report says no such thing, only that a "strategic development program" has
been "drawn up for Vladimir Putin" that "would seek to develop teleportation by 2035."
Nowhere is it said that the Russian government is actually pursuing such a thing.

All of this would, of course, be amusing, if the geopolitical ramifications weren't so dire.
The incessant barrage of factually challenged, evidence-free accusations that paint Russia
and its president in the worst possible light have helped give rise to the perilous state of
affairs in which we find ourselves.

And while Russia continues to support the separatist fighters in eastern Ukraine, NATO
and American troops have been massing in western Ukraine on yet another "training
exercise." Meanwhile, the forthcoming NATO summit in Warsaw is less than a week away.
And though responsible voices like German Foreign Minister Frank-Walter Steinmeier have
decried NATO's penchant for "warmongering,” it seems the closer we get to the upcoming
summit, the further divorced from reality the media's coverage of Russia becomes.

Misinformation from our media has eroded the possibility of any détente between the
United States and Russia and has put the two nuclear superpowers on a callision course
on the ground in eastern Europe, in the skies over Syria, and on the Baltic and Black Seas.

In times like these the public would be better served by less sensationalist, more fact-
based coverage of Russia and its government.

[return to Contents]
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Russian experts discuss Brexit and Putin's visit to China

Monthly review of Russian think tanks: In June, top analysts focused on the Brexit
referendum in Great Britain, the future prospects for Russian-Chinese relations and the
changing nature of Russia-West relations.

By Anastasia Borik

Anastasia Borik is a Ph.D. student at the Moscow State Institute of International Relations
(MGIMO-University). She has both journalist and diplomatic experience having worked as a
Xinhua News Agency reporter (Moscow Bureau) and as a personal assistant of the
Ambassador of the Russian Federation to the Republic of Colombia.

For Russian experts, the most discussed topic of June was the Brexit referendum in Great
Britain. Almost no one predicted this result, with many Russian analysts experiencing great
surprise that the British voted to leave the EU.

Experts also turned their attention to China and the high-profile meeting between Russian
President Viadimir Putin and his Chinese counterpart Xi Jinping in Beijing, viewing this
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official visit as a barometer of the current state of Russian-Chinese relations.

The shifting status of Russia's relations with the West also preoccupied the attention of
Russia's top experts, who attempted to analyze whether Russia and the West were any
closer to a compromise on key geopolitical issues.

The implications of Brexit for Russia

In connection with Brexit, Russian think tanks discussed the following questions: What will
happen with the EU now? What are the implications for Great Britain itself? How does
Moscow view the events occurring in London?

The EU and the UK have fallen victim to uncontrolled and thoughtless expansion, as well
as an unprecedented migration crisis, according to professor Natalia Kapitonova of the
Moscow State Institute for International Relations (MGIMO University). The British are tired
of the endless stream of migrants coming from poorer EU countries and the influx of
refugees from the Middle East, both of which they perceive as a threat.

The role of the British leadership, which went too far in its attempts to blackmail Brussels,
also played an important role. The British did not anticipate such serious consequences of
their actions. Kapitonova believes that Britain's exit from the EU could have a domino effect
on Europe - even if it does not directly encourage other countries to the leave, then, at the
very least, it will have an impact on the development plans of the Union, and will
substantially slow down the integration processes.

Nikolay Kaveshnikov, an expert at the Russian International Affairs Council (RIAC) and
associate professor at MGIMO University, on the contrary, believes that the exit of the UK
is unlikely to cause a domino effect, because in the EU, there are almost no other
Eurosceptic countries that have the resources and political weight, outside of the
integrated group, that can be compared with the UK.

The expert considered several possible Brexit consequences for the EU. Among them -
the collapse of the ideology of integration, strengthening of intergovernmental relations to
the detriment of supranational institutional relations, creation in the EU of a kind of "core" of
the most important countries, and the formation of peripheral provincial parts of the EU, in
which the least successful member states will find themselves.

Alexander Baunov of the Carnegie Moscow Center tried to explain why Brexit was so
positively perceived in Russia. Russian officials were very careful when it came to talking
about Britain's leaving the European Union, but no one doubts that the British vote was
perceived positively in Russia.

For Moscow - which has never been able to engage in a productive dialogue with the
Brussels bureaucracy that simultaneously tries to express the opinion of all and none - the
idea of building bilateral relations with a sovereign state is much more preferable. This
does not mean that Russia is hostile to the European integration project. Yet a fragmented
Europe is conceptually clearer, because it corresponds to the Kremlin's goal of pursuing
multi-polarity in modern international relations.

Fyodor Lukyanov, head of the Council on Foreign and Defense Policy (CFDP), believes
that the exit of Great Britain from the EU threatens the existence of a "greater Europe.” The
expert also noted that, obviously in the EU, no one expected such an outcome, because
the reactions coming from the major capitals were languid and ambiguous.

This only adds to the feeling that a turbulent period is coming to the European space, says
Lukyanov. Likely awaiting Europe and the whole world is a new phase of a quest of national
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stronger and more important than ideclogical projects, even when they promise benefits
for all.

Russian-Chinese relations and Russia's pivot to the East

In light of Russian President Vladimir Putin's visit to China on June 25-26, Russian experts
actively discussed current relations between Moscow and Beijing, in particular the problem
of equality in the partnership, as well as prospects for the formation of an alliance between
the two countries.

Vasily Kashin, an expert on Asian affairs at RIAC, emphasized that Putin's recent visit was
the most intense, in terms of both the practical content of the signed agreements and in
terms of formation of the ideological content of the Russian-Chinese partnership. This
ideological component is no less important than the numerous agreements signed in the
economic and energy spheres.

China and Russia are increasingly on the same page when it comes to a vision of the
modern world order, especially in matters of security and strategic stability, which both
Moscow and Beijing regard as a broader concept than does Washington. A common
position on issues of nuclear and information security is a big step forward, not only in
bilateral relations, but also in the formation of a more harmonious system of international
relations.

Alexander Gabuev, an expert with the CFDP and the Carnegie Moscow Center, analyzed
the results of the first two years of Russia's "turn to the East." Gabuev stresses that many
in Russia have become disillusioned with Moscow's new friend. As it turns out, to deal with
the East is no easier, and sometimes even harder, than with the West. This
disappointment, says the expert, is the result of initially too high expectations. In reality, a
turn is being made to the East, but it is just going very slowly.

The main obstacle on this path is the coincidence of a number of adverse factors
occurring simultaneously, including the slowdown in the Chinese economy, the worsening
economic situation in Russia, and Western sanctions that restrict the opportunities of
foreign capital coming into Russia. Gabuev also noted that Russia's endless attempts to
define itself as a "younger brother" or an "older sister” of China must finally end, because
these do not have any practical value, but only waste time and the intellectual resources
needed for the development of cooperation.

Alexander Lukin, director of the Research Center for East Asian and SCO at MGIMO
University, positively evaluated the results of Putin's visit to China, explaining that the trip
has once again proven the viability of Russian foreign policy in the East. Lukin says that,
despite the great skepticism that exists among Russian analysts when it comes to
prospects of a Moscow-Beijing alliance, it is too early to judge the outcome of this "turn to
the East." Serious efforts are still needed to further strengthen relations.

"Russia needs to work consistently in the Chinese direction, because in our partners in
Beijing, we see a great desire for bilateral cooperation," said Lukin.

Russia-West relations and the new world order

Russian experts also discussed relations between the West and Russia within the context
of problems of the new world order and international security. These experts firmly believe

that further escalation of tensions is possible, and now is the time when countries need to

take a breather and find new channels for dialogue.

Lukyanov believes that the main reason for the current amplification of tensions in relations
between Russia and the West has a historical basis. The Cold War was not a real war.
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and it did not end with a real peace settlement, in which the positions of the winners and
losers would have been defined. The West considered Russia as a defeated and weak
country and refused to consider its interests when it came to the construction of the new
world order.

Russia, after failing in an attempt to obtain equal status, began to act aggressively "to the
verge of brinkmanship,” which determined the confrontational nature of the current
relationship.

Lukyanov calls this a "fatal chain," which may well lead to a real escalation, despite the fact
that the real systemic reasons for this do not exist. In such circumstances, the most
important thing is to develop a procedure for enhanced dialogue, and Washington should
seriously think about this, and no longer act according to the zero-sum logic of "winner vs.
loser."

Leonid Gusev, an expert at MGIMO University, said that recently there has been a serious
increase in the aggressiveness of the rhetoric coming from the U.S. towards Russia. Part
of this rhetoric, in its spirit, even resembles the worst times of the Cold War. The analyst
believes that this is directly related to the current presidential election campaign in the
United States. Often, individual candidates use increasingly aggressive rhetoric to gain
extra points in opinion polls, and Russia fits the bill perfectly here, says Gusev.

However, rationality and awareness of the need for cooperation are always more important
than campaign speeches, when it comes to real politics.

"The rhetoric will likely soften, and the cooperation will continue. Still, no one really wants to
return to the situation as it existed during the Cold War after 1946," sums up the analyst.

Alexey Arbatov of the Carnegie Moscow Center, in an extensive interview about the
purpose and spirit of modern Russian foreign policy, noted that relations with the West,
and in particular, with the United States, continue to be confrontational.

Officially, Russia has declared that the main enemy is international terrorism, but in
Moscow, they do not forget about using anti-American rhetoric, accusing VWashington of
not only being responsible for the world's problems, but in making efforts to undermine the
internal structure of Russia.

In this context, the expansion of confrontation is quite possible, and very dangerous, as it
could lead to a large-scale armed conflict between Russia and NATO. Arbatov believes
that the most important task for Moscow and Washington now is to avoid such a scenario
at all costs, and this is what the political leadership of both countries should be working on.

The program director of RIAC, lvan Timofeev, talked about the emerging new world order,
which has already given birth to numerous conflicts and dilemmas - one of the main being
the confrontation between Russia and the West. In Russia, this confrontation is seen as
being systemic; as such, it requires an appropriate response.

However, there is a possibility that such an assessment is wrong, and in fact, the struggle
in the spirit of "Realpolitik” will not determine the future of the new world order. Rather, a
new image of the world will emerge from the solutions developed for individual

regional "dilemmas,” among which are included China's dilemma, India's dilemma, and the
European Union's dilemma. Each of these problems will determine the vectors of
development of the world, and Russia must be involved in this process, otherwise it is
destined to play a marginal role in the new world order.

[return to Contents]
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A gaffe too far: Russia's controversial children's rights ombudsman resigns

Pavel Astakhov, whose tactless and cynical comments made him deeply unpopular with
many Russians and who came to international prominence for supporting the law banning
foreigners from adopting Russian children, is to leave his post.

OLEG YEGOROV, RBTH

Pavel Astakhov, who has gained notoriety abroad for his active support of the law banning
foreigners from adopting Russian children, is to step down. As children's rights
ombudsman, Astakhov will be remembered for his frequent gaffes, the latest of which
outraged hundreds of thousands of Russians.

The faux pas, which became the last straw and caused widespread outrage, occurred
during Astakhov's meeting with survivors of a deadly boating accident on Lake Syamozero
in Karelia, north of St. Petersburg, in which 14 children were killed.

Having come to visit the survivors in hospital, he greeted the children, who had been
through a terrible ordeal, with a smile and a question: "Well then, how was your swim?"

This mixture of callousness and cynicism coming from a person whose job it is not only to
understand children's problems but also to be able to find a common language with them
and protect their interests disqualifies Astakhov from the post, his critics insist.

Was he pushed?

A petition asking Russian President Viadimir Putin to dismiss Astakhov appeared on the
Change org website on June 24 and collected over 150,000 signatures in a week. A source
close to the Kremlin told the Vedomosti newspaper that it was strongly suggested to
Astakhov that he should resign and this is what he did.

The news of the children's rights ombudsman's imminent departure has been confirmed
by presidential press secretary Dmitry Peskov, who said that the president will sign a
decree relieving Astakhov of his post when the latter returns from leave.

According to Valery Solovei, a political analyst and professor at Moscow State Institute of
International Relations, Astakhov's embarrassing statements have made him "a major
irritant for public opinion in Russia."

“In the run-up to the elections, when the [ruling] United Russia party has a very low rating, it
is not in the authorities' interest, so they will be getting rid of everyone who is dragging
them down, and Astakhov is an ideal candidate," said Solovei.

There is no-one, he continues, who would speak up for Astakhov: "He does not have
extensive connections in the Kremlin. His is a figure that does not, in fact, have much
influence, though he does receive a lot of publicity."”

Shriveled women and Darwin Awards
In his time as children's rights ombudsman, Astakhov has more than once scandalized the

public with his cynical remarks, widely at odds with the nature of his job. Below are some
of the more striking examples.
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police chief in Chechnya, Astakhov said that it was normal because women in the
Caucasus age faster: "There are places where women are already shriveled by the age of
27, and look about 50 to us," he said.

In April 2016, he made a callous comment in response to the news that a 13-year-old girl in
Barnaul had been mauled by a tiger (according to Astakhov, the girl had been teasing the
tiger): "Stupidity and hooliganism! The Darwin Awards [a tongue-in-cheek

honor "presented” every year to those who contribute to the improvement of the human
gene pool by being killed in the most stupid and reckless fashion] are weeping!"

In 2014, speaking about the prospects of introducing sex education classes for
schoolchildren, Astakhov, known for his conservative views, said: "| am asked when we [in
Russia] will introduce sex education. | reply: never."

In Astakhov's opinion, children should learn all they need to know about sex from Russian
literature.

Astakhov has not been particularly receptive to criticism. In 2013, he explained that it was
pedophiles who were seeking his resignation. Having learnt about the petition for his
dismissal on Change.org, he said that it had been signed exclusively by bots and
Ukrainians (the administration of the website denied this).

Advocate of the 'scoundrels' l[aw'

Astakhov was one of the staunchest supporters of the so-called "Dima Yakoviev Law”
passed by the State Duma in December 2012, banning U.S. citizens from adopting
Russian children. The law was named after a Russian toddler who died in the U.S. through
the negligence of his adoptive father.

The Russian opposition was extremely critical of the Dima Yakovlev Law, dubbing it
the "scoundrels' law." Its critics pointed out that the bill affected children from orphanages
who were deprived of an opportunity to find a family, albeit abroad.

Astakhov, however, supported the law, saying that he was opposed to foreign adoptions in
principle: "It is humiliating for our country and puts it on a par with third-world countries.”
the ombudsman said, adding that the law should have been adopted earlier.

[return to Contents]
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Poroshenko cultivates 'crony democracy' in post-revolution Ukraine
By Sergei Kuznetsov in Kyiv

"The fact that some lawmakers and parliamentary groups voted in favour does not provide
them with any exemption from criminal investigations," Ukrainian President Petro
Poroshenko told journalists in exasperation on June 3, a day after the parliament had
adopted constitutional amendments on judicial reform.

Poroshenko had reason to be irritated. Immediately after the motion had been adopted,
some lawmakers and experts voiced suspicions that the president had been forced to
make backroom deals with oligarchs and former allies of ousted ex-president Viktor
Yanukovych in order to secure the result.

Indeed, the motion was backed by 335 lawmakers, above the minimum 300 votes needed,
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and the amendments were apprdved thanks to the pro-Russian Opposition Bloc,
controlled by top-tier oligarchs Dmitry Firtash and Rinat Akhmetov, as well as former
associates of Yanukovych from smaller parliamentary groups.

The Opposition Bloc faction, headed by Yuri Boyko, a controversial Yanukovych-era deputy
prime minister, provided 38 votes in favour of the amendments. "Now it is clear why
[Ukrainian prosecutor general Yuriy] Lutsenko is avoiding filing [to the parliament] an appeal
to arrest Boyko," Serhiy Leshchenko, a lawmaker from Poroshenko's faction, noted in
reaction to the motion.

Leshchenko stated that investigators from the Prosecutor General's Office had prepared
such an appeal about a year ago, suspecting Boyko of participating in a criminal
organisation that ran fraudulent schemes involving the liquefied natural gas projects of
notorious Ukrainian gas oligarch Serhiy Kurchenko. However, the controversial former
head of the prosecutor's office, Viktor Shokin, allegedly refused to sign the appeal and file it
with parliament, Leshchenko claimed.

"Quid pro quo is the nature of Ukrainian politics: a favour for a favour,” Andrei Marusov,
chairman of Transparency International in Ukraine, tells bne IntelliNews. "This is confirmed
by the fate of former members of [Yanukovych's] Party of Regions, against which there are
criminal proceedings, and who are under reasonable suspicion over their involvement in
corruption. But, for instance, Boyko has no worries."

Marusov believes that the administration of Poroshenko secured an unofficial agreement
with the Opposition Bloc over its support for the important judicial reforms. Similar deals
were apparently agreed with two other parliamentary groups: Vidrodzhennia (Revival),
which includes former associates of Yanukovych, and Volia Narodu (The People's Will),
which was created mainly by representatives of local elites and businessmen tied to the
gas industry.

“What will these lawmakers obtain in exchange? The law enforcement agencies are
apparently turning a blind eye to investigations against them," Marusov accuses.

The Opposition Bloc is controlled by two very influential Ukrainian oligarchs - Akhmetov
and Firtash - and any such agreements with Poroshenko and his team could only
contribute to the improvement of their positions, which have been badly hit by the financial
crisis, Russia's annexation of Crimea and a separatist uprising in the eastern regions of
the country.

Firtash has two key figures in the Opposition Bloc: Boyko and Serhiy Lyovochkin, a
businessman and former chief of staff under Yanukovych. Akhmetov relies on another
senior figure in the party, businessman Borys Kolesnikov, who heads the party's shadow
government, as well as Vadim Novinskiy, a co-owner of Akhmetov's mining and
metallurgical holding Metinvest.

However, Leshchenko believes that the situation with Boyko's 'immunity' is more
complicated. "Boyko is a part of the Viennese package [agreed] by Firtash, Poroshenko
and [Kyiv mayor Vitaliy] Klitschko," the lawmaker said in parliament on June 13, pointing to
one of the most controversial and secret aspects of Ukrainian politics in the past two years.

In April 2015, a court in Vienna refused to extradite Firtash to the US, where he was wanted
for allegedly bribing Indian officials to gain mining licences. The Austrian court accepted the
argument of Firtash and his lawyers that the US case was politically motivated, and aimed
at removing the businessman from active participation in Ukrainian politics.

During the hearing, the businessman revealed that he had had a meeting with Poroshenko
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presidential election. The result of the meeting was that Klitschko, who was riding high in
the polls, would withdraw his candidacy and instead support Poroshenko's bid to be
president.

"We secured what we wanted: Poroshenko became president, Klitschko the Kyiv mayor,”
Firtash said in court, refusing to provide any details and citing a confidentiality agreement
between the parties. The billionaire added that his main goal had been to prevent Yulia
Tymoshenko, a former Ukrainian prime minister and bitter rival, from winning the election.

To this day it is unclear what actually transpired during the meeting in Vienna, in which
Firtash's associate Lyovochkin also took part. However, both billionaires - Poroshenko and
Firtash - apparently shared a rival in the form of Tymoshenko and this could be one of the
reasons for their collaboration.

Poroshenko's antipathy toward Tymoshenko goes way back. According to a classified
cable sent by the US ambassador in Ukraine, John Herbst, to Washington in 2008,
Poroshenko "is clearly sparing no effort to pay her back for publicly tarring him as corrupt
during the September 2005 struggle that led to Tymoshenko's ouster as prime minister
and Poroshenko's resignation as NSDC [National Security and Defence council]
secretary”.

According to the same document, published by WikiLeaks, Ukraine's interior minister at
the time told Herbst that he had been ordered by the prosecutor general, then a close ally
of Poroshenko, to arrest Oleksandr Turchynov and Andriy Kozhemyakin, senior politicians
in the Tymoshenko Bloc, for "illegally destroying the SBU security service files on the
January [2006] gas deal with Russia and on organised crime figure Semion Mogilevich",
who is on the list of the FBl's 10 most wanted.

Firtash and Boyko are not the only ones who have found a "common language” with
Poroshenko and his administration. Akhmetov, the country's richest businessman, has
recently secured badly needed preferences for his power and coal mining conglomerate
DTEK.

Two months ago, Ukraine's utility sector regulator started to use a new methodology for
calculating the tariffs for electricity supplied by Ukrainian coal-fired thermal power plants
(TPPs). According to the methodology, the price of electricity sold by TPPs will cover in full
the coal costs, calculated according to the API2 coal index (the CIF price of coal in
Amsterdam-Rotterdam-Antwerp), plus the costs of coal delivery from Rotterdam to
Ukrainian TPPs. This is extremely positive for DTEK, as the price has increased from
UAH1,100-1,200 ($44-48) per tonne to UAH1,400-1,500.

Perhaps not coincidentally, the National Utilities Regulatory Commission (NERC) is
headed by Poroshenko's close associate Dmytro Vovk, the former manager of the
president's Roshen confectionery corporation. "In contrast to his public statements,
Poroshenko knows the Ukrainian political system perfectly well, and his actions are
oriented at unofficial, non-public agreements under a quid pro quo principle," Marusov
explains.

David Sakvarelidze, a former Ukrainian deputy prosecutor general, believes that the
country's politics are ruled by "clan interests”. "It's not a secret that the parliament and
politics in Ukraine were always a business, or a status that provides an opportunity to
reach business success," Sakvarelidze tells bne IntelliNews.

He adds that thanks to the Orange Revolution in 2004-05 and Euromaidan protests in 2013-
14, people in Ukraine might have been able to change the authorities, but "were not able to
chanae the bureaucracy - the names [of officials and politicians] are almost the same".
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"And that is the main tragedy of the country," Sakvarelidze says.
How to pay for votes

The support of the controversial parliamentary groups Vidrodzhennia and Volia Narodu has
also been crucially important to the authorities at other times this year. Thanks to the four
dozen votes provided by these groups, the parliament was able to approve Volodymyr
Groysman as the new prime minister in April and Yuriy Lutsenko as the new prosecutor
general in May.

Volodymyr Fesenko, head of the Kyiv-based think tank Penta Political Centre, describes
Vidrodzennia as "some sort of political federation” that includes local elites and former
politicians from ousted president Yanukovych's notorious Party of Regions.

According to the expert, the group's members are "allies" of Ukrainian oligarch Ihor
Kolomisky. However, Fesenko underlines that they are quite independent from Kolomoisky,
pointing out that the group's head, businessman Vitaliy Khomutynnik, is a business partner
of the oligarch, but not his "puppet”.

In early May, Hennadiy Moskal, the governor of Transcarpathia region, accused Kyiv
of "political bargaining” with Khomutynnik, as a result of which the authorities allegedly
provided "control over [the region's] customs” to the lawmaker.

"This was a kind of payment for supporting Groysman's candidature for the post of prime
minister, as well as further votes in favour of government-backed bills," Fesenko suggests.

Moreover, according to Moskal, Khomutynnik allegedly secured an agreement with the
authorities for Roman Nasirov, head of the State Fiscal Service and a close associate of
the lawmaker, to keep his current post.

"Indeed, there are rumours Vidrodzhennia agreed that after the change of the Ukrainian
government, Nasirov would not be dismissed,"” Fesenko says.

Moskal announced his resignation from the post of governor at the same time as making
his explosive claim about Kyiv's dealmaking. However, a week later, after a series of high-
level meetings in the capital, including with Poroshenko, the governor changed his mind
and withdrew his previous accusations against Khomutynnik, citing a flawed source of
information. The lawmaker's spokesperson refused to comment to bne IntelliNews.

"It is possible that agreements were reached [during recent parliamentary rounds] with
some people over appointments, and with others over business issues," Fesenko
says. "These agreements apparently differ in each particular case.”

According to the expert, "strong business interests" are part and parcel of Ukrainian
politics. "That is the nature of our young democracy - a significant proportion of political
forces are connected to business," Fesenko underlines, adding that he doesn't expect this
to change any time soon.

Trench warfare

The situation over the parliamentary group Volia Narodu, which has also contributed votes
for recent high-profile appointments, looks more complicated.

Until recently, Leshchenko of the Poroshenko Bloc was convinced that some lawmakers
from the group had strong ties to business schemes linked to the state-owned gas
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would be some kind of reward for their votes.

In June, however, the country's law enforcement agencies accused the group's lawmaker
Oleksandr Onyshchenko of creating a criminal organisation that was allegedly involved in
the embezzlement of state-owned natural gas, produced with the participation of
Ukrgazvydobuvannia.

The authorities suspect that the lawmaker siphoned off UAH1.6bn ($64mn) from the state-
run gas producer, and that he failed to pay UAH1.3bn ($52mn) in royalties to the state
budget. Onyshchenko denies any wrongdoing, but now faces 7-12 years in prison after
parliament on July 5 sanctioned criminal proceedings against him.

Fesenko describes Onyshchenko as "a second-tier oligarch” and quite a remarkable figure
in Ukrainian politics. "He was loyal to the president... However, Onyshchenko acted on the
gas market using not very clear methods, quite rudely,” the expert tells bne IntelliNews.

On June 29, the National Anti-Corruption Bureau of Ukraine (NABU) announced that they
had detained an 11th suspected associate of the lawmaker allegedly involved in the
embezzlement of state-owned natural gas. "What is the main issue that Onyshchenko
failed to consider? NABU needs to demonstrate some results [of its work]. Everybody is
awaiting high-profile arrests from the institution,” Fesenko comments.

But for much of the old set-up of big business, it's business almost as usual. As an
example, Marusov cites suspicions surrounding Akhmetov's continued monopoly of the
Ukrainian energy market. "There are strong statements being made, but there are no real
actions aimed at breaking this monopoly,” he says.

Overall, current relations between Ukraine's authorities and the oligarchs are like "trench
warfare", Marusov says: "This looks like the First World War: they are shelling each other,
but the frontline remains unaltered.”
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Putin's Press Propagandists

The point of Russian TV coverage of the Ukraine war, Arkady Ostrovsky points out, is not
to report fighting but to ignite it.

By KAREN DAWISHA

Ms. Dawisha, the director of the Havighurst Center at Miami University in Ohio, is the
author of "Putin's Kleptocracy: Who Owns Russia?"

THE INVENTION OF RUSSIA
By Arkady Ostrovsky
Viking, 374 pages, $30

Russia today is ruled by the worst and least talented group of villains Russia has seen
since before World War Il. How did these men come to power? And how did the
phenomenon of Putinisma come to pervade the psyche of the nation? In his bold new
book, "The Invention of Russia," Arkady Ostrovsky blames not just systemic pressures
from above, but also the cumulative effects of generations of genetic depletion-the survival
of the least fit.

Homo soveticus, Mr. Ostrovsky observes, was "a negative selection process that first
nhucir ally sliminated tha heat and the hrinhtect and then nuirtiired dniihlathink <iienicinn
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isolationism, and dependence and discouraged independence of thought and action.”
These days anyone who indulges in independent thinking leaves the country (like
economist Sergei Guriev and hundreds of thousands of other professionals), ends up in
prison (like Mikhail Khodorkovsky and countless other business owners whose firms are
raided) or winds up dead (like opposition leader Boris Nemtsov or journalist Anna
Politkovskaya). Those who remain in Russia are increasingly obliged to support the regime
publicly, particularly in the film and TV industries where they now shoot (footage) to order.

The perspective of Mr. Ostrovsky is unique. A former Moscow correspondent for the
Financial Times and currently of the Economist, he is no foreign correspondent but
Russian by birth, the son of Soviet intelligentsia. His sparkling prose and deep analysis
provide not only a sweeping tour d'horizon of Russia's malaise, but also a description of
the process by which anti-modern ideas combine with postmodern actions to buttress the
country's authoritarian and kleptocratic system.

Mr. Ostrovsky's main culprit in "The Invention of Russia" is the country's obedient media.
Greatness, which the average Russian yearns for and is willing to sacrifice for, is
fashioned out of whole cloth by television executives. The Sochi Opening Ceremony, for
example, was not about the Olympics, but an opportunity for creator Konstantin Ernst to
construct fairy-tale appeals to tradition, orthodoxy and strength.

Perhaps the most egregious example of TV's hallucinogenic effect on the Russian
population was the entirely fabricated 2014 story of a 3-year old boy being crucified by
Ukrainian forces in Slavyansk-an event Mr. Ostrovsky likens to "the same time-tested
mechanism of arousing hatred . . . used in Jewish pogroms in prerevolutionary Russia."
The point of Russian TV coverage of the Ukraine war, Mr. Ostrovsky rightly points out, is
not to report fighting but to ignite it.

For Kremlin PR managers who control the media, writes Mr. Ostrovsky, "words and
images no longer signaled reality; rather, reality was constructed to validate what had been
seen” on television. In the process, in order to create the trope of the mighty Russian
fortress, Russia's enemies needed to be endowed with unimaginable capability and
perfidy. So after the Russian annexation of Crimea in 2014, Ukraine ceased being the
broken country it was and became a neo-fascist bastion of NATO aspirations. The
Euromaidan toppling of the Yanukovych regime could not be portrayed as actions by the
Ukrainian population itself, but had to be constructed as an evil plot conducted by that
angel of darkness, State Department Assistant Secretary of State Victoria Nuland. Above
all, it was necessary to deny that the Ukrainian uprising had arisen organically, given that
the same process was being so rigorously suppressed in Russia.

The smallest missteps reveal the fragility of the house of cards the Putin machine has
constructed. In late May of this year, Prime Minister Dmitry Medvedev apologized on live TV
to a pensioner badgering him about reduced pensions, explaining that "the government has
no money." This created a media sensation, not least because this pathetic display took
place at the same time that the Panama Papers revealed that a Vladimir Putin crony,
cellist Sergei Roldugin, had set up offshore accounts that received $2 billion in unsecured
loans from a state bank. When the financial newspaper RBC devoted coverage to these
revelations, the editors were forced to resign, even as Mr. Putin covered for Roldugin by
claiming his friend was "interested only in musical instruments." No one believed it, but
everyone united in their cynicism to await, in a derivation of the Soviet practice, what the
official li{n)e would be.

It is clear that Mr. Ostrovsky's blistering indictment of this phony reality can have several
outcomes. Putinisma can morph into one long parody, in which jokes about Kremlin
bureaucrats and corrupt boyars ultimately affect Mr. Putin's standing. In early June, Twitter
shamefully took down all the Kremlin parody accounts, some say after pressure from
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Kremlin trolls, including one directed at Mr. Putin himself: @DarthPutinKGB. Social media
exploded, protesting Twitter censorship. By the time the accounts were reinstated,
thousands more had started following them, showing that on the battlefield of falsehood,
the Kremlin might lose against the mighty foe of memes.

But the simulacrum that Mr. Ostrovsky so brilliantly punctures can also morph into its own
hyperreality. The more the West treats Russia as threatening, the more the Kremlin can
use the West's own actions to bolster its fraudulent version of reality. When TV show host
Dmitry Kisilev devotes week after week to programs full of bluster about how many hours
and days it would take for Russian forces to reach the Baltic states, Kiev, Warsaw and
Berlin, his rants would be regarded as ridiculous, were it not for the small problems of
nuclear weapons and Russian actions in Georgia, Ukraine and Syria.

Had Russia not launched a war in Ukraine, all this might be dismissed as mere magical
realism. But Mr. Ostrovsky was in Crimea when Russia took over the peninsula and
recounts how many locals attested that they had seen the Ukrainian neo-fascists on TV
and so they must exist The West would do well to remember Churchill's warning that
tomorrow's empires are today's ideas-or at least their TV programs.

[return to Contents]

#6

Moscow Times

July 5, 2016

Russia's Slow and Hesitant 'Purges’ Mask Policy Void

By Mark Galeotti

Mark Galeotti is professor of global affairs at New York University and expert in Russian
security services.

There have been arrests and releases, petty prosecutions and sensible legal revisions.
The overall trend in Russia may be toward a tougher line on potential dissent, but the path
is a faltering, unclear one. Rather than Machiavellian subtlety this reflects the very absence
of specific policy, generating a competition to fill the gap and opportunities for personal and
institutional gain.

On the debit side of the balance sheet, Kirov region governor Nikita Belykh and Sergei
Fedotov of the music industry's collecting agency RAO have been arrested on corruption
charges. The 'Yarovaya Laws,' named after hardline lawmaker Irina Yarovaya, proposing
new powers of surveillance and repression, is currently passing through the legislature.

Meanwhile,in the latest skirmish in Moscow's war against disrespectful social media, one
Vladimir Luzgin from Perm has been fined 200,000 rubles ($3,100) for reposting an article
on Vkontakte questioning the official line on the Nazi-Soviet partition of Poland in 1939. And,
in what is either a piece of Orwellian over-surveillance or a willful bid to kill off the country's
tourism industry, the Culture Ministry is proposing that hotels should search their guests'
luggage and fit cameras into every hallway.

No wonder people are raising the specter of Soviet leader Josef Stalin but if this is the start
of a new round of purges. it is a strangely incoherent and even hesitant one.

Dmitry Kamenshchik, embattled owner of Domodedovo Airport, has been released from
what looked like a political-piratical house arrest. Yarovaya's laws, far from being rubber-
stamped - as tends to happen with those considered "Kremilin bills” - has instead been
diluted and still faces resistance from usually-compliant telecommunications
companies.Meanwhile, there is still no clear sense of the red lines people need to avoid
crossing.
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This is no way to run a proper purge.

There has been no new directive from the Kremlin. Instead, there are ambiguous signals of
a concern about the risks of mass protest andelite disloyalty, to which individuals and
agencies have scrambled to respond as they think - hope - President Vladimir Putin would
want.

To an extent, this is an end in itself, the latest mise-en-scéne in the Kremlin's theater of
terror, a drama intended to cow those Russians thinking of making trouble, without all the
blood and hassle of actual terror.

However,in the usual way, this has also encouraged a motley and often unpleasant array
of individuals, institutions and factions to leap forward in a flurry of activity.

For some, it is an opportunity to put forward policies in the hope the Kremlin will adopt
them. This is how much of Russian policy-making works these days: not produced by a
secretive cabal so much as shopped around in a marketplace of ideas - in the media, in
the Duma, in action - in the hope to find a buyer in the Kremlin.

For others, and sometimes at the same time, it is an opportunity for more direct
advancement, institutional or purely personal.

Irina Yarovaya, proponent of the current piece of repressive legislation is a long-term ally of
the Federal Security Service (FSB), for example. Her laws not only serve to expand its
powers, they also consolidate its role as Russia's foremost eavesdroppers.

This comes, after all, at a time when the FSB's political security role is being encroached
on by the National Guard (how long before it starts lobbying for its own intelligence arm?)
and the FSO, the Federal Guard Service (which also has a communications intercept
capability). Meanwhile, its infamous Economic Security Service has just suffered a
bloodletting that has opened up lucrative new opportunities for some of its rivals.

Alexander Bastrykin of the Investigative Committee has issued a manifesto for the creation
of an "ideological policy of the state," looking to make himself the high priest of Putinism.
The FSO is quietly colonizing more and more senior positions with its veterans. Everyone
is using the Kremlin's new alarmism for their own advantage.

This is not confined to Moscow or the big players. Many of the more petty actions - such as
Luzgin's prosecution for a report only seen by 20 people across the country, or the spate
of visa-related harassments of foreigners in Nizhny Novgorod - smack of local initiative, not
central decree.

On the surface, this mood of competitive coercion serves Putin every bit as well as a more
coordinated campaign. It keeps spooks and prosecutors busy, and potential targets fearful
and divided Meanwhile, any individual case can be closed or reversed as and when the
government wants.

However there are deeper risks for the Kremlin_ It is a good way to instill fear, a poor one to
win loyalty. The structures of the state become covertly privatized. As "raiding" returns to
the fore, no one wants to set up businesses or leave money in the country.

More to the point, it suggests a moral cowardice and a paucity of ideas at the heart of
government. With the Kremlin as unwilling wholeheartedly to repress as to reform, the
slow, debilitating slide into irrelevance continues.
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Russian Elites are Worried: The Unpredictability of Putinism

By Marie Mendras

Marie Mendras is a senior fellow at the Transatlantic Academy and professor at the Paris
School of International Affairs,

Sciences Po, in Paris. She is also a researcher with the Centre National de la Recherche
Scientifique (CNRS) and an associate

fellow of the Russna and Eurasia Programme at Chatham House in London

putinism]

Russian elites are worried. The economic recession, Western sanctions, and semi-
isolation are endangering the personal and professional interests of most of the upper
middle classes, scientific and cultural elites, top-ranking administrators, and small and
medium entrepreneurs. The new confrontational course in relations with Western
countries undermines the Putin leadership's "contract” with elites and the middle class:
enrich yourselves and leave the rest to us. The good years are over. Even a rise in oil
prices will not ensure return to steady growth and higher salaries anytime soon.

Do new uncertainties have an impact on elites' submission to the regime? Most of them
remain loyal so far, but nonetheless do not trust Putin's confrontational strategy. They have
much to lose from more domestic agitation and estrangement from Western economies.
Temporary exile is another response; the number of the elites settled in Western countries
and in Ukraine should preoccupy the regime. Political protest and economic resistance
may gain momentum inside Russia.

The hyper-nationalist propaganda creates fear, xenophobia, and populist retrenchment in a
large section of the public, but this hysteria may be short-lived. People's emotions are
volatile and Russia is a diverse and uneven country, struggling with social inequalities
nationwide and insecurity in the North Caucasus. High ratings for Putin in opinion polls are
abundantly publicized to veil rising anxiety in upper echelons of society.

Elites beyond Putin's inner circle are excluded from the decision-making. They cannot
express their opinions publicly about armed engagement in Ukraine and Syria, nor are they
consulted about political legislation or economic choices. Power rests in the inner circle
and the siloviki.

In struggling against the new odds, the Russian leadership is using three major
instruments: foreign policy adventurism and nationalist propaganda; economic emergency
plans that prioritize of investment and spending in the immediately lucrative sectors of
hydrocarbons, the arms industry, and agro-business; and semi-autarchy, served by
repression, corruption, and intense media and Internet control.

Foreign policy as a distraction from domestic stagnation is a dangerous tactic; so is
domestic retrenchment that alienates the most dynamic, innovative, and productive
elements of elites and society. Western governments will continue to negotiate with the
current leadership, but should also engage with alternative elites.
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Still mournina their own empire. Russians deliaht at Brexit
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UK's vote seen as a rejectién of Europe's politrcal establishment that vindicates Moscow
Kathrin Hille in Moscow

When Sergei Lavrov attended a lunch with EU ambassadors last week, the Russian
foreign minister could not resist making a joke at his hosts' expense. Once Brexit was
completed, Mr Lavrov quipped, "the EU will have only one vote left in the UN Security
Council”.

His lunch mates might have struggled to appreciate his humour but Mr Lavrov's remark
hinted at the giddy mood among Moscow's political elite following Britain's shock vote and
the hard times befalling the EU, a geopolitical rival whose growth, many Russians believe,
has long come at their expense.

"Of course, there are more than a few people here that feel schadenfreude right now,"
says Fyodor Lukyanov, chairman of the Council on Foreign and Defense Policy in Moscow.

Above all, many Russians view the British vote as a popular rejection of Europe's political
establishment that vindicates Moscow.

For most of President Vladimir Putin's 16 years in power, European politicians have
criticised his crackdown on civil liberties and accused him of undermining democracy.
Their disagreements spiralled into an open stand-off when European governments threw
their support behind Ukraine's Maidan revolution, an uprising Mr Putin denounced as a
western-backed coup. For more than two years, the west has punished Russia with
economic sanctions.

"It is important for the leadership in Russia to see their view of the world, their view of
Europe - European values, an ideal Europe - vindicated," says Andrei Kortunov, director-
general of the Russian International Affairs Council.

Citing German chancellor Angela Merkel's famous remark at the height of the Ukraine
crisis that Mr Putin was "living in another world”, Mr Kortunov says: "Merkel could still say
that about him, but he could reply: 'Yes, | do live in a different world, but my world is more
real than yours.' His view of the world can't be simply dismissed any more "

Even before Ukraine, Mr Putin and many others in Russia recoiled from modern Europe in
puzzlement - even disgust. In their view, the continent had abandoned such traditional
values as national pride, respect for law and order, Christianity and the family for the sake
of excessive tolerance and diversity.

Some in Moscow now hope the Brexit vote is a harbinger of political shifts in Europe that
will empower populist forces more sympathetic to Mr Putin's world view. One example is
Marine Le Pen, the leader of France's far-right National Front and a Putin admirer.

“It's obvious that all changes now, be it in France or Germany or elsewhere, will be much
more in favour of Russia," Mr Lukyanov says.

Beyond the strategic benefits, there may also be an emotional dimension to Brexit. For
those Russians who lived through the collapse of the Soviet Union - an event that Mr Putin
has called the greatest catastrophe of the 20th century - the first sign of the EU's
fragmentation resonates deeply.

"That's the real context in which Putinists see Brexit: the break-up of the Soviet Union
robbed them of their empire and exposed them [to] a constant loss of global power, and
now they think the same might happen to Britain or even the entire EU," said a European
diplomat in Moscow.

Document ID: 0.7.17531.5809 20180618-0000798



Obtained via FOIA by Judicial Watch, Inc.

Perhaps with that in mind, Mr Lukyanov and other foreign policy experts worry about the
consequences for Russia of an EU in turmoil.

“Decision mechanisms could become so dysfunctional that they can't even get their act
together to lift sanctions against Russia," he warns.

For now, Moscow is trying to exploit Europe's sense of crisis, if ever so subtly. While EU
governments scramble to deal with the Brexit aftermath, Mr Putin has started a push for
rapprochement between Russia and Europe. On Friday, Vladimir Yakunin, one of his
longest-running associates, launched a think-tank in Berlin that he says will focus on
fostering a dialogue of civilisations. Mr Yakunin suggests that the Soviet experience of
running a multi-ethnic country is one topic that could provide valuable lessons for an EU
struggling with migration.

"Right here in central Europe we see the appearance of phenomena that create colossal
tension all over the world: terrorism, xenophobia, extremism," Mr Yakunin says. "From that
perspective, the experience of Russia might be in demand.”

Moscow also dreams of one day linking the EU to Mr Putin's own customs union pet
project, the Eurasian Economic Union. Last month at the St Petersburg International
Economic Forum, European Commission president Jean-Claude Juncker found himself
sharing a panel with Tigran Sargsyan, chairman of the board of the Eurasian Economic
Commission, for the first time.

Diplomats said if Mr Sargsyan's presence had been announced beforehand, Mr Juncker
might have been forced to pull out because the EU does not want to enter into talks with
the EEU until the Minsk agreement on the regulation of the Ukraine cnisis is fully
implemented. "It was a victory for Putin, although a typical Russian victory in that it leads
nowhere." said an EU diplomat.

But in the short term, Moscow's most palpable hope is that Britain's waning influence will
strengthen those in the EU who want to gradually lift sanctions. With staunch UK support,
Angela Merkel, the German chancellor, rallied support last month to extend the blockade
for another six months.

"The coalition of concerned nations, which always pushed hard for sanctions, is now
decapitated," says Alexander Rahr, a prominent Russia expert at the German-Russian
Forum, a Russia-friendly dialogue platform in Berlin. "Maybe after Brexit, Merkel might feel
more at ease to pursue a softer line."
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How Kremlin propaganda (doesn't) work

By Jim Kovpak

[Video here https:// ia.com/2016/07/05/ho in-pro

Many readers no doubt remember the massive volcano of buttrage that erupted in Russia
after Turkish F-16s shot down a Russian Su24 that had allegedly violated Turkey's
airspace (this turned out to be highly specious). Aimost immediately thereafter, Russia's
consumer watchdogs suddenly "discovered" contamination in Turkish chicken imports.
Russia's media made even more shocking "discoveries." For example, they suddenly
found out that the Turkish government had been collaborating with ISIS, something that
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Putin visited Turkey and announced the construction of a new gas pipeline (which promptly
fell flat). Barely a month after the shoot-down Sputnik News "discovered" that there were at
least 100 Turkish mercenaries fighting on the Ukrainian side in the Donbas. Their source?
The ever trustworthy "Donetsk People's Republic" press secretary Basurin, whose word is
apparently good enough for Sputnik.

Among the many passive-aggressive means used to get revenge on Turkey was a ban on
package tours to the country. For those who don't know, along with Egypt's Sinai
peninsula, Turkey has long been one of the most popular tourist destinations for Russians,
so much so that one resort in Antalya actually as a mock-up of St. Basil's Cathedral next to
its swimming pool. In better times, such package tours were widely accessible. After a
recent reconciliation of sorts between Russian fun-size dictator Putin and Turkish litigious
dictator Recep Tayyip Erdogan, the ban on package tours to Turkey was lifted.

Of course the Russian public wasn't going to buy into this. They would not soon forget
Turkey's "stab in the back,” the latest in a series of slights and crimes dating back
centuries. No, Russia's public doesn't trade national pride and patriotism for a cheap
package tour. That's why the bulk of Russia's tourists chose to visit the Crimea instead...

Just kidding! Three days after the ban on Turkish package tours was been lifted, Russians
made Turkey the number one Russian tourist destination. Sales are reported to have
started immediately after Putin approved the lifting of the ban. I'm sure the Turkish tourism
industry is happy to take Russian money, but on the flip side it means they'll once again
have to deal with more of this:

If you don't speak Russian, well, let's just say the general tone of the conversation was not
good.

Back to the topic at hand, | noticed some fellow writers on Twitter seemed a bit perplexed
by the 180 on Turkey. One of them considered it a tribute to the Russian state media that it
can apparently make people who previously loved Turkey hate it, then forgive it and fork
over their money to the Turks by the wheelbarrow. While acknowledging that there is
indeed a lesson about Russian media efficacy here, | must respectfully disagree. It's not
that the media manipulated Russians into thinking one way and then another, but rather
Russians never fully bought into the anti-Turkish hate to begin with, or at least not enough
to actually modify their behavior accordingly. That is to say that had there been no ban on
Turkish package tours this whole time, Russian tourists would probably have continued to
visit the country without any noticeable changes. This, in spite of what many of them might
say about Turkey when asked about politics.

Supposedly a holdover from the Soviet era, many Russians have mastered the art of
saying one thing and doing another. For example, you say you are a patriot and then use
your state position to skim off wealth for yourself, which you then turn around and hand
over to Western corporations or real estate agents. Or if you're an ordinary person, it might
mean cursing Turkey in public while taking your entire family there on a package tour.
Personally | don't buy into this being an exclusively Russian trait, but it's just that some
folks here seem to have refined it into an art form.

Another thing to consider is that when you see public outpourings of rage against a certain
country or group, the participants are often paid and the event is organized by someone
with ties to the state. If you're reading Russian-language commentary on social media,
there's a chance you could be reading the words of a troll farm worker. You can certainly
hear many of the media's talking points regurgitated by people on the street, but it's
typically not as widespread as you might think it is if you were looking at the internet. The
fact is that most Russians actually don't care about politics at all. | doubt any were totally
unfazed by the destruction of a Russian jet and the killing of one of its pilots, but few get
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upset enough to deny themselves one of the few pleasures left to many Russians today.

So when considering the role of the media in Russian society, while it certainly is true that
propaganda shapes politics and public opinion, if the regime wants action from anybody it
needs to pay. More importantly, one shouldn't assume that Russians actually believe the
kind of nonsense their TV puts out. If anything it's the opposite- they don't believe any
media at all. Sometimes you'll hear Russian media figures tacitly admit to making
propaganda, but then they'll say the "Western media” does it too. Only those Russians
who can access that foreign media are able to dispute that. Overall, "you can't really know
what's true” isn't a great slogan to mobilize people to action, but it certainly works when
you want to keep people confused, cynical, and generally non-trusting towards each other.
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NATO Should Stand Up Black Sea Command Before It's Too Late

BY ARIEL COHEN

Ariel Cohen is a nonresident senior fellow at the Dinu Patriciu Eurasia Center and the
Global Energy Center at the Atlantic Council.

At its summit in Warsaw on July 8 and 9, NATO should take urgent steps to protect its
allies and partners on its southeastern flank. Bulgaria, Romania, and Turkey, as well as
Ukraine and Georgia, are all under severe pressure from Russia and require NATO
assistance.

Stephen Blank has urged NATO to pay more attention to the Black Sea at the Warsaw
Summit, and he is correct. But, he doesn't go far enough. The Alliance must focus on a
range of actions to address Russia's rapidly escalating offensive posture in the Black Sea
and protect its allies-including reinforcing air, naval, and ground assets; improving space
capabilities; cyber security; reconnaissance; intelligence; and creating credible deterrence
strategies.

Russian forces first destroyed naval units of a Black Sea neighbor-Georgia-during the war
in August of 2008. However, Russia's annexation of the Crimean Peninsula and capture of
a majority of the Ukrainian navy in the spring of 2014 altered the balance of power in the
region. Moscow then embarked on its traditional policy in the Black Sea: build up military
power to intimidate neighbors, threaten NATO's southeastern flank, and project power into
the Mediterranean.

In 2015, Russia's formerly decrepit Black Sea Fleet was reinforced by thirty ships,
including three Varshavianka-class diesel electric submarines, and vessels capable of
launching Kaliber-class long-range cruise missiles-the same missiles fired into Syria from
the Caspian and the Mediterranean seas.

Today, Russia's Bastion and Kaliber missile deployments, thirty multipurpose naval
aviation jets, and long-range bombers capable of carrying nuclear-armed cruise missiles,
represent a clear and present danger to NATO members. That arsenal is complemented
by naval infantry, air assault, and Special Operations units.

Russia's missile attacks and air deployment and operations in Syria have demonstrated
how exposed Turkey-the principal NATO ally in the Black Sea region-has become. After
the recent Istanbul airport attack, Turkey appears even more exposed. Bulgaria and
Romania, as well as NATO aspirants Georgia and Ukraine, have called for boosting the
Alliance's presence and posture there for a long time. Turkey has reached out to Ukraine
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NATO possesses economic and technological superiority over Russia. That does not
translate into a regional military superiority that is sufficient to deter Russia. NATO lacks an
adequate policy, force structure, coordination, and command and control system in the
Black Sea region.

The Montreux Convention, signed in 1936, outlines the tonnage of non-Black Sea warships
allowed in the sea, limiting their presence in the area to twenty-one days. To date, only
small contingents of US and allied NATO ships have visited the Black Sea for even limited
exercises and deployments, such as those that occurred in April this year. Russian aircraft
buzzed these ships.

While the obsolete navies of Bulgaria and Romania have undertaken some modernization
efforts, their naval, missile, and air force systems ultimately remain unprepared. A
coherent NATO policy is needed to stand up a joint deterrent force to prevent future
Russian aggression. Turkey has to play a pivotal role in this defensive realignment, which
aims to protect NATO members and partners from Moscow's adventurism.

The NATO Black Sea command

To achieve the goal of securing the Black Sea arena, NATO needs to accomplish a
number of tasks. These include:

Establish a regional command capable of coordinating all defensive activities in the
theater. This joint command should include the three NATO members in the area-Bulgaria,
Romania, and Turkey-and eventually NATO aspirants Georgia and Ukraine. This command
should be reinforced by principal NATO powers, including France, Germany, ltaly, the
United States, and the United Kingdom;

Protect and defend the proposed command to ensure survivability in wartime, and develop
adequate electronic means of reconnaissance and communication, including access to
space assets;

Deploy missile defense capabilities to protect allied military bases and high-value assets;
Provide surface-to-surface, surface-to-ship, ship-to-ship, and air defense missile
deployments that are able to neutralize the recent Russian buildup; also, boost anti-
submarine capabilities and tracking;

Encourage Turkey's redeployment of its naval assets from the Mediterranean to the Black
Sea, while increasing NATO allied deployment to the Eastern Mediterranean;

Provide Turkey with Patriot or other anti-air missile deployments to protect it from Russian
air incursions;

Reflag some NATO naval assets under the three Black Sea members' flags to boost
permanent naval capabilities in the theater;

Speed up training of NATO allies and partners to increase their capacity and
interoperability;

Increase intelligence collection in the region, targeting Russian military deployments,
intentions, and capabilities;

Increase cyber defense and intelligence deployments.

Action at the Warsaw NATO Summit

In Warsaw, NATO needs to reestablish the Alliance's credibility, capabilities, coordination,
and deterrence efforts in the Black Sea. This should all occur prior to the security dialogue
that, one hopes, will eventually take place with Moscow-after it comes down from the tree

of truculence it climbed in 2014

Document ID: 0.7.17531.5809 20180618-0000802



Obtained via FOIA by Judicial Watch, Inc.

The Black Sea is a sensitive, vital, and somewhat neglected region that Russia has
attempted to dominate since the last quarter of the eighteenth century, when Catherine the
Great and Grigory Potemkin controlled its northern shores and occupied Crimea.

Today, NATO can prevent Russia from dominating the Black Sea, but it must take the
necessary steps of building a joint command structure and deploying critical deterrence
assets and capabilities. It also has to develop a clear strategy to contain and deter Russia.
Only then can NATO protect its allies and keep the Black Sea a sea of tranquility.
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Old Guard Billionaire to Leave Sinking Russian Ship
By KARINA ORLOVA

Mikhail Prokhorov, 51, one of Russia's wealthiest tycoons (number 14 on Forbes' list of the
richest Russians), is selling his business assets in Russia. Prokhorov's Oneksim Group is
looking for buyers directly and is not using middlemen, Vedomaosti reports, citing several
sources inside the group.

Onesksim owns a 17.2 percent stake of the aluminum giant UC Rusal, 27 percent of the
Russian fertilizer producer Uralkali, 83.3 percent of the OPIN real estate development
company, 75 percent of the Quadra joint-stock company focusing on power generation, 50
percent of Optogan, an LED manufacturer, and 100 percent of Renaissance Capital Bank,
Renaissance Credit Bank, Soglasie insurance company, and the Snob and RBC media
holding companies. In addition, Oneksim has a 19.7 percent stake in the International
Financial Club joint-stock bank (MFK), in which Prokhorov also personally has a 27.7
percent stake.

Prokhorov has been trying to sell parts of his holdings for a while now. Oneksim was going
to sell Uralkali a year ago, and Quadra, Soglasie and Renaissance Credit have being
looking for buyers for a couple of years. This is different.

On April 14th, while Vladimir Putin was hosting his annual nationwide call-in show, the FSB
searched Onesksim's headquarters in Moscow, as well as the offices of all three of the
banks the group owns. 200 officers of the FSB and the Federal Tax Service were deployed
in the raid. Russian media linked the raids to Putin's displeasure with the reporting that
Prokhorov's independent RBC was doing on Putin's daughter's vast wealth and
stratospheric rise in academia, as well as to the company's ongoing investigations into the
Panama Papers.

The FSB, however, explained that the searches were due to criminal investigations into the
troubled Tavrichesky Bank, which had had its operating license revoked by the Russian
Central Bank due to capitalization problems. Prokhorov's MFK was chosen as the chief
investor in Tavrichesky's resolution proceedings in March of last year. A few months later,
in September, two former executives of Tavrichesky were detained under suspicion of
illegally withdrawing $6 million abroad.

It's true that RBC's editorial board was purged less than a month after the searches, and
Prokhorov is in fact said to be looking for a buyer for his media companies. But as it turns
out, all that was due to a parallel line of pressure coming from the Kremilin. In the case of
the raids against Oneksim, the FSB was telling the truth: those raids really had nothing to
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do with RBC.

The Tavrichesky criminal investigation was not the only attack on Prokhorov's business
interests. In April of this year, MFK's depositors suddenly withdrew 10 billion rubles ($151
million) from the bank. As Vedomosti reported, both corporate and private clients emptied
their accounts according to the bank's records. Renaissance Credit Bank also lost
deposits totaling 3 billion rubles ($46 million) in April. MFK declined to officially comment,
and Russian media proceeded to connect the mass deposit outflow from Prokhorov's
bank with April's FSB searches. This, however, could not be the real reason for the capital
flight, because in April, Renaissance Credit was positioned much higher than MFK in
Russia's official bank rankings (Renaissance Credit was ranked 60, compared to MFK's
71, meaning it is significantly larger measured by net assets). Yet it suffered much smaller
losses. This suggests MFK's losses were in fact not due to a public panic triggered by the
news of the raids (which would have affected both banks proportionately), but rather by
something else.

This is not the first time that a large Russian bank has suffered a sudden mass outflow of
deposits in recent history. In October of 2015, depositors withdrew 15.6 billion rubles
(around 3 percent of all deposits) from Alfa Bank, the 7th largest bank in Russia. The
capital flight occurred right after the bank had been compromised by mysterious hackers,
who proceeded to send the following text message to its clients: "From pretty reliable
sources: Alfa Bank shareholders have withdrawn their assets from the bank-and out of the
country " The aftermath of the attack was also odd: The bank's representatives denied that
there was any connection between the capital outflows and the hacks, and instead tried to
explain away the deposit outflow as being due to currency fluctuations. Reports were filed
with law enforcement agencies, but no further action was taken. Alfa Bank's founder and
part-owner, Mikhail Fridman, is known to be a ruthless businessman. Had it been a
competitor, Fridman would not have hesitated to retaliate.

To understand what is going on, it's important to remember that the FSB's Directorate K-
officially known as the "Counterintelligence Department for Securing the Financial-Credit
Sector of the Economic Security Service of the FSB"-is responsible for overseeing
Russia's financial sector. As such, it has been able to shake down that part of the
economy for hundreds of millions of dollars each year. The FSB frequently arrests bankers
and businessmen on trumped-up charges and demands its unfair share of their
businesses. But it does not necessarily need to go that far. it's quite possible that
unanticipated, mysterious bank runs are being used to send a signal to owners: "Come
and make a deal with us, and everything will be fine."

Apparently, Fridman managed to come to some sort of working arrangement. Prokhorov,
who has always had a reputation as someone with clear exit strategies, appears to have
realized that it is time to go.

As we noted last week, there Is a huge ongoing fight inside the FSB, between the
organization's Directorate K and its 6th Service. The former has made substantial inroads
into the latter's bank "regulation" racket, and as Novaya Gazeta describes it, is now
signaling that all previous arrangements will need to be renegotiated. The fallout in the
business community is already substantial, and will probably get worse. In a kleptocratic,
militarized state such as modern Russia, running a business is increasingly becoming
impossible. Money doesn't give one power in today's Russia. Rather, as Bill Browder, the
vigilante investor behind the Magnitsky Act, explained to us a few weeks ago, "Power goes
to the people who have the power to arrest other people.”

Putin's regime has started to eat even those who have always been its loyal courtesans.
Prokhorov, who came up in Yeltsin's time, dutifully headed the spoiler Just Cause party in
the 2011 Duma elections, and even played the role of the officially sanctioned "opposition”
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untouchable. Prokhorov is now abandoning his Russian businesses, and probably Russia
too.

QOutside the country Prokhorov owns 100% of the Brooklyn Nets, which he acquired in
2010.
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Re: 2016-#123-Johnson's Russia List, 4. The Intercept: Hacked Emails Reveal NATO
General Plotting Against Obama on Russia Policy. (Breedlove) 5. www.rt.com:
Breedlove's war: Emails show ex-NATO general plotting US conflict with Russia.

Here we go again, into the fantasyland of anti-Russian conspiracies. No "plotting” against
Russia is shown in these articles, nothing to justify their breathless headlines and tone.
Just a perfectly normal practice of General Breedlove asking people - the people he could
be expected to ask in DC - how in the world he could get his relatively hardline view on
Ukraine through to the Obama Administration.

Breedlove's sincere despair about the Administration's views and attitudes shines through
plainly, even in these conspiracy-style accounts. The people he is shown consulting with,

written up in a manner that is supposed to strike fear in us readers, are mainstream, and,

last | knew of most of them, rather moderate.

There's Harlan Uliman, who is with the old antiwar and pro-disarmament business group
BENS as well as being with the Atlantic Council and an adviser to the SACEUR. Are we
supposed to believe there is something wrong about the SACEUR consulting one of his
advisers on how better to get his views through the White House's viewpoint barriers? (and
he didn't get much help or encouragement, from what the article says).

Then there's the Potomac Foundation, which will come as a mystery to most people. |
knew it in the 1990-93 period as a small non-profit drawing on defense and defense
industry people. Back then, its most active person on Russian affairs seemed to be Phil
Petersen. Phil was in DOD for some time and took a warmly welcoming line to Gorbacheyv,
and subsequently Yeltsin. He had been critical of his superiors at the Pentagon, and more
broadly of the Bush Administration and of figures in it such as Gates, for thinking solely
about playing out the cold war endgame against the Soviet Union and not thinking enough
about building a new security order that would include Russia. When he and a colleague
went public with their views about how the Pentagon ought to be planning and preparing for
budget cuts, he lost his job, was understandably considered a loose cannon. He joined
Potomac and went to the Soviet area to conduct fantastic interviews among a wide range
of officials and public figures about evolving Russian security perceptions at the end of
Gorbachev's time and the beginning of Yeltsin's time. His highly informative write-ups of his
interviews showed just how fundamentally Russian security anxieties had shifted from the
Western threat to new threats, particularly threats from the Islamic south, in the period of
the collapse of the Soviet system and the rise of new actors in the former Soviet space.
And how surprisingly much other ex-Soviet Republics shared this concern, rather than
overwhelmingly focusing on a threat from Russia as we might expect them quite
reasonably to do today.

This reinforced Phil's view that a more active approach should have been pursued to
integrate Russia in a new security order. His superior at Potomac was also reasonably pro-
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Russia though not as much as Phil: and in turn viewed the Atlantic Council at the time as
even more pro-Russia.

That was the reality of these people and institutions that are named in with that kind of tone
that suggests we should all become suspicious about eternal hardline plotters against
Russia. Nothing of the kind in reality. Normal good people doing their best to respond well
to very real changing conditions in the world.

Looking back at that period, a period when so much was possible and so much historic
opportunity was lost, it seems to me that it was in no small part thanks to Phil's
encouragement (and separately, that of an official in the Russian Embassy) that | and a
few colleagues in the Atlanticist NGO sphere felt ourselves justified in setting up a
committee to promote planning and discussion for getting Russia into NATO alongside its
neighbors.

Today, a quarter century later, that seems like another world. The West did not make
anywhere near sufficient effort to think through how Russia could be included in NATO or
foster such an integration. Russia on its side made plenty of mistakes and left plenty of
gaps in its radical but spasmodic reforms, something for which the West was
unreasonably blamed as the supposed cause of it (the honest criticism of the West in the
Bush years was that it did far too little and didn't put nearly enough skin in the game; skin
meaning obvious money but also, maybe more importantly, initiative and change from the
international structures it controlled, first NATO, then EU and OECD; then G7, which did go
halfway but used itself mainly for status for Russia, not as a venue for serious diplomatic
engagement with Russia). Divisions between Russia and the West reemerged on foreign
policy; given the vast legacy of opposing positions and military structures from the Cold
War era, and the new opportunities for competing for influence in the "near abroad”, this
was all too natural, probably inevitable — inevitable in the absence, that is, of a much more
serious effort at working out joint policies and integrating the security and foreign policy
efforts of the two sides. That absence was inevitably the fault of both sides, but in that
period the Western side seemed especially inadequate in vision and effort. A decisive
historical conjuncture was lost.

The consequence was a re-alienation between Russia and the West. Which in turn sent
the Western proponents of Russian integration with the West — including the cautious
ones at the Atlantic Council as well as the more enthusiastic ones in the Committee on
Eastern Europe and Russia in NATO - in all directions as to the question of how hard or
soft a policy to apply to the evolving Russia, in the course of this detour from the hoped-for
integration goal. As the prospect of returning from the detour became more distant, views
diverged further. However, few gave up the goal altogether, and here | think | should specify
the Atlantic Council as an important institution that has tried hard to keep the goal and
vision alive even while dealing with current situations.

There is no conspiracy of eternal hardliners in the circles Breedlove consuited with. Only
people of various views, people whom it made sense for him to consult, and many of
whom had been viewed as softliners for being Russia-integrators in the early '90s, when it
was urgently right to be Russia-integrators. And who now are trying in their various ways to
figure out how best to cope with a situation that has flowed in no small part out of the
failure to pursue that approach very far.

But, sigh. | get an impression that this utterly insignificant "revelation” from hackers will get
churned into another of those widely believed conspiracy theories that we have become
accustomed to.

Readers may recall the leaked Paet and Nuland phone calls, and the conspiracy theories
spun around them by the means of simple miscategorization of what was said and what

i ¥ AT r P atk Lt ' “r 1 i

Document ID: 0.7.17531.5809 20180618-0000806



Obtained via FOIA by Judicial Watch, Inc.

was going on. Nulana aiscusses wno snouia be the New KM Unaer Yanukovich, unaer e
agreement with him; it gets turned by miscategorization into an American plot to throw out
the agreement and carry out a coup against Yanukovich. By dint of angry repetition, this
obvious falsehood becomes an important part of the fixed structure of reality in the minds
of large numbers of people, not just in Russia. Similarly with the Paet call, although not
worth reviewing here; it would take too long, the conspiracy theory is more of a play on
multiple ambiguities in the taped conversation, playing to the many circles that like to
believe in anti-Russian malfeasance, and the will to believe that a conspiratorial
interpretation of the meaning of what Paet and Ashton were saying, no matter how
implausible as an interpretation of the tape, is the real meaning.

These myths can all count on being propagated massively by RT on its side — run partly by
Westerners resentful of the West, who love to feel like they are courageous dissidents
from the Western power structure and media structure — and picked up on uncritically by
many Western journalists who carry the same basket of sentiments in their heads.

There is a paradox in the criticisms from these circles of the Western media for not paying
even more attention to their views and conspiracy theories. A more accurate criticism
would be of the number of Western journalists who give an uncritical pass to these
conspiracy theories.

There is some overlap here with the mentality shown in today's more frequent brand

of "media criticism"; the one in which the Western media are constantly accused — and
accusing themselves - of propagating a narrative that demonizes Islam and blames Islam
for terrorism. Meanwhile the ordinary Western public sees its main journalists and public
figures in fact doing the opposite: denying that there is any connection between Islam and
terrorism, denouncing the society at large as Islamophobic and as declaring war on all
Muslims — and falsely accusing themselves too of propounding an Islamophobic narrative,
even when it's plainly the opposite of what they are in fact doing. it seems they have to
make this false accusation against themselves, and so does the government, in order to
make their accusation against society seem plausible: How could American society be
Islamophobic and unfairly hard on Muslims, when the most powerful structures in it, the
government and media, are almost nonstop arguing against any criticisms of Islam and
any normally discriminatory and profiling policing practices, reasonable or unreasonable,
and branding them Islamophobic, hate, etc.? The only way out is by the paradox of falsely
accusing themselves of the same.

| say the overlap is only partial, however, because there is a very big difference: an overall
anti-anti-Russia line is very much in a minority in the Western media, while an anti-anti-
Islam line is overwhelmingly predominant there. This creates another paradox: in the case
of Islam, the routinization of the “Islamophobia” accusation has become a matter of plain
denial and obfuscation of facts and logic on urgent security matters; in the case of Russia
there would be better reasons for differences in view. How to explain this paradox? Maybe
it's that the focus of feeling dissident and antiwar has shifted, from running interference for
(Soviet) Russia to running interference for Islam. Or maybe not.

What is widespread in both cases, irrespective of whether dealing with Russia or with
Islam, is the attitude of seeking blame to put on Western society and governments, and to
attribute extreme hardline attitudes and conspiracy-type behaviors to the security sectors
of Western governments. When it comes to discussing policy on Russia, this attitude is
usually outweighed by other concerns; when it comes to uncritical propagation of anti-
Western conspiracy theories, it often prevails.

Will the Breedlove hackings be another case in point? It seems obvious that RT and
related outlets do their best to make it one. Less obvious is how many others in the West
will follow, out of the quite separate motivations of liking to feel dissident and present a
balance between two sides.
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One of the foundations of international diplomatic society is the basing of conversations on
fact and honesty, within bounds of not spilling state secrets; coupled with recognizing
legitimate differences of interest and of consequent power perspectives that have to be
negotiated between. This recognition of legitimacy of different interests is fundamentally
different from the relativism and nihilism that were spread by the Nazis and Communists,
destroying many people's capacity for perceiving fact and truth, and that have been
revived, sadly, by Russia in recent years, most famously by RT but also throughout a
much wider space than RT. Since 1991, both sides of the equation for international
diplomatic society has been violated: the West, by too frequently failing to recognizing the
legitimacy of divergent interests and bargain with them fairly, as one of very foundations for
hopefully reconciling interests a commonality of interest down the road; Russia, by
reverting to nihilistic falsification of fact and undermining of all common foundations in truth.

The seeing of two legitimate sides in most matters of interest and perspective is often
confused with a legitimacy of unreasonable contestation of every fact, or a readiness to
attribute two equally valid sides to every matter of fact. They are in fact opposites, not the
same thing. Successful diplomacy depends — as the great theorist of international society,
Hedley Bull, explained — on both sides accepting this distinction and basing mutual
dialogue on a fundament of truthfulness. Otherwise there is no real dialogue, just a jousting
dance with words.

It is something that it seems to me Gorbachev understood; he retired most of the old
jousting dance and the old demand that peace be made on its basis, which apparently
would have meant by everyone agreeing to split the difference between truth and falsehood
and tell half-truths in unison; he opted to address real problems and have real dialogues,
and he achieved a real end to the Cold War. It is a norm that | have long wished the peace
movement would understand, since without it, it cannot in reality work for peace.

Ira Straus
U.S. Coordinator
Committee on Eastern Europe and Russia in NATO
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We Are Right, You Are Wrong: Russia's Response to Brexit

By Maxim Trudolyubov

Maxim Trudolyubov is a Senior Fellow at the Kennan Institute and the Editor-at-Large of
Vedomosti, an independent Russian daily. Mr. Trudolyubov was the editorial page editor of
Vedomosti between 2003 and 2015. He has been a contributing opinion writer for The
International New York Times since the fall of 2013.

Brexit will have some good consequences and some bad consequences, Russian
president Vladimir Putin said in the immediate aftermath of the British vote. The president
sounded restrained and impartial, leaving to lesser players the chance to cheer in public.

“The European Union was like a beacon of light: if you were not in the EU it meant
something was wrong with you,” Konstantin Kosachev, head of the International Relations
Committee of the Federation Council said during a Channel One talk-show on

Tuesday. "But what can possibly be wrong with Great Britain?" Kosachev posed the
rhetorical question to imply that the U K, integrated in every institution of the West, was an
unlikely candidate to undermine the European Union.
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"Nothing is wrong with us, something is wrong with you in the West" - this has been the
main tune sung by Russia in reaction to Brexit. The single most important consequence of
the vote, from Russia's perspective, is the effective ban on any future expansion of the
European Union. It would be politically impossible for the EU to expand further East when it
is crumbling in the West.

Turkish president Recep Tayyip Erdogan's decision to apologize to Russia for the downing
of a Russian fighter-bomber is seen as the first fruit of a larger harvest to come. The
British decision to leave the EU is seen as a major blow to the West as a cohesive political
player, the beginning of the end of a unified Europe. Many have said that the EU, the
West's largest trade bloc and a political entity in itself, has been fatally wounded and U.S.
influence in Europe will now diminish. All of these developments would be highly welcome
from Moscow's vantage point.

The single most important consequence of the vote, from Russia's perspective, is the
effective ban on any future expansion of the European Union. it would be politically
impossible for the EU to expand further East when it is crumbling in the West.

While the official Russian reaction to the British decision to leave the European Union was
subdued. anchors and guests of state-run media let loose a barrage of gleeful comments.
Many joked that Britain was leaving the European Union to join the Eurasian Union, a loose
economic bloc lead by Russia. Some said it with complete sincerity: "The most important
long-term consequence of Brexit is that it will take Europe away from the anglo-saxons,
mainly from the U.S., and as soon as that happens a united Eurasia will appear on the
horizon, in about 10 years," Boris Titov, Russia's business ombudsman, wrote on
Facebook soon after the news of the British popular decision.

Dmitry Kiselyov, arguably the most venomous pro-Kremlin journalist, led his weekly
program on the Russia One channel with the Brexit theme and a sign reading, "The
Breakup of the European Union" alight behind him. "This time the Britons voted for a
divorce with the EU but we clearly see their desire to be generally independent,” said
Kiselyov, who also serves as director of the state-owned international news agency
Rossiya Segodnya. Transatlantic forces have lost the fight. The British people "resisted a
direct order from Barack Obama to stay in the EU," Kiselyov said. "It is a major failure of
governability."

Almost every analyst in Russia, regardless of political conviction, noted that with Britain out
of the decision making process, European politicians would have harder time keeping the
sanctions regime in place. "l would expect some gains for Russia from the sanctions war
standpoint, but these won't materialize until next year," said Alexei Gromyko, director of
the Institute of Europe of the Russian Academy of Sciences and head of European
programs of the Russian World foundation.

Brexit's immediate economic effect on Russia is unclear. It may affect the exchange rate
because of increased volatility in commodities markets but only to a limited extent. "Russia
has suffered a chain of economic shocks in 2014 to 2016 that gave our a country an
immunity shot of sorts." the Russian Finance Minister Anton Siluanov said in an interview,
referring to the combined shock of the oil plunge and the post-Crimea Western sanctions.

The crisis caused by the British vote may be analyzed as a case of national politics
interfering with supranational designs. It was not an "order" from Obama that the British
resisted. They seemed to resist their own and other European politicians' habit of
emphasizing European structures and European values over national ones. Brexit also
seems to have sent European elites a message about depressed small towns and the
troubles of national healthcare systems on the one hand, and multi-million dollar City
bonuses and endless Davos-style chatter on the other. That said, it is hard to believe that

Rritain ranild onhia ite nrahlame har laauinn tha EL
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Brexit, being a welcome surprise for Russia's political leadership, also reminds the
Kremlin of a hidden challenge. If national politics trump supranational agendas everywhere,
Russia is in trouble.

During the first two decades after the end of the Cold War, everyone was happy to
embrace the newly acquired openness and mobility. Those who won because of the
intensified exchange of capital, resources and ideas attracted everyone's attention. Highly
mobile, cosmopolitan elites and foreign-language speaking professionals were the heroes
of the time. But the general populations of each individual country are neither particularly
mobile, nor particularly multi-ingual, and are preoccupied by local rather than global
agendas. The disconnect between the globalized elites and the local, regular folk exists
everywhere._ It is only now attracting significant notice due to the massive amount of
attention the British referendum generated.

Brexit, being a welcome surprise for Russia's political leadership, also reminds the
Kremlin of a hidden challenge. If national politics trump supranational agendas everywhere,
Russia is in trouble. For the past decade, the Kremlin has been making sure the Russian
population subsists on news about Russia's engagement with its international enemies,
the likes of Britain and the U.S. Just like Britain, Russia has a national healthcare system
and numerous depressed small towns. In fact, there are more of them in Russia than in
Great Britain. If the Russian public wakes up and decides to prioritize the national agenda
over the international one, the consequences for the Kremlin would be much tougher than
the consequences of Brexit are for Whitehall. But as of today, this prospect looks as
distant as the prospect of Britain joining the Eurasian union. Most Russians identify with
the Kremlin and are convinced that they are right and the West is wrong.
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Russia's leaders are happy about Brexit, but it won't help the regime much at home
By J. Paul Goode

J. Paul Goode is senior lecturer in Russian politics at the University of Bath, UK.

Before last week's "Brexit” vote, British Prime Minister David Cameron claimed that
Vladimir Putin (and the Islamic State) "might be happy" if the United Kingdom left the
European Union. Putin responded that Russia had no interest in the U K''s internal affairs.
But he added that Britons clearly were dissatisfied with the government's military policy,
which was encouraging migration - apparently referring to the U.K's airstrikes and other
efforts in Syria.

Nevertheless, Russia's political establishment clearly relished the Brexit victory. Among
them, Russia's small business ombudsman Boris Titov exclaimed on Facebook, “it seems
it has happened: UK out!!!" He continued that the vote meant "the independence of Europe
from the USA"

But was it really a triumph for the Kremlin? Does it help Putin's regime?

Russia sees the E.U. as a political threat

The E.U. has been a thorn in Russia's side - particularly since by reaching out to former
Soviet nations, it appeared to challenge Russia's role as the leading regional power. In

2013, Ukraine's Euromaidan protests were perceived by the Kremlin as the direct result of
U.S. meddling. After Russia annexed Crimea in March 2014. it perceived the resulting U S.
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and European sanctions as logical extensions of the West's anti-Russian policies.

And so, over the past couple of years, the Kremlin has been making the case
diplomatically and in the media that Europe is broken without Russia, and that the E.U.
works against its members' interests. Russian politicians and news outlets seized upon
the Brexit vote as proof of that narrative that E.U. policies are wrong-headed, punitive and
ultimately driven by U.S. interests. Immediately after the Brexit referendum results were
released. former U.S. ambassador to Russia Michael McFaul tweeted: "Losers: EU. UK,
US, those that believe in a strong, united, democratic Europe. Winners: Putin."

Aleksei Pushkov, chairman of the Duma's Committee for International Affairs, retorted that
the West should think about why British voters chose to leave the E.U. after President
Obama urged them to remain.

Russia has spent the past few years cultivating support among populist parties in Europe.
As those parties try to capitalize on the Brexit vote, Russia can now claim to have its finger
on Europe's pulse.

And yet Russia relies on the E.U. as a trading partner

Russia really isn't interested in breaking up the European economic bloc. The EU. is
Russia's single largest trading partner and market for its energy. Russia's embargo on
European agricultural imports (imposed in response to Western sanctions) wasn't
intended to boost domestic industry; rather, it was trying to remind the E.U. that it needs
the Russian market.

Undoubtedly Russia's short-term hope is that Brexit will undermine the already shaky
European unity on sanctions against Russia, which the E.U. only recently extended for
another six months. The UK. has backed those sanctions strongly, but Brexit opens a
significant wedge for Russian diplomacy. As Moscow's Mayor Sergei Sobyanin
tweeted, "Without the U K., there will be nobody in the E.U. to defend sanctions against
Russia so zealously."

Ordinary Russians are less interested

In contrast to "official" Russia, the average Russian is largely ambivalent about or
uninterested in Brexit. Foreign policy is a distant priority, far behind the economy,
standards of living, unemployment, health care, inflation, social policy, education and
pensions. For most Russians, life under sanctions has become the new normal. Many
Russians assume that restrictions on European imports are part of the West's sanctions
and don't realize that, say, cheese is less available because of the Kremlin's counter-
sanctions. Others talk about economic crisis as a global concern rather than as a political
consequence of the state's foreign policies.

In interviews and focus groups conducted in two Russian provinces over the past three
years, | found Russians have a clear tendency to compare themselves to the West to
stress how normal and unexceptional Russian history and politics are. They may interpret
Brexit as confirmation that Russia's foreign policy is headed in the right direction, since the
UK. is now - like the Kremlin - also rejecting the European project. They might conclude
similarly that E.U. sanctions do not represent its members' interests.

According to Aleksei Gilev, director of the Center for Comparative Historical and Political
Studies, Russia's media presents Europe as chaotic, falling apart and rife with problems.
For ordinary Russians, a general social approval for "showing up" or disrupting someone's
plans dovetails with media narratives about Europe.

— - - + s s . r. 5 =
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As crisis conditions become normal, diplomatic victories do not automatically translate into
domestic support for Putin's government. In fact, different groups in Russian society
respond in different ways.

State employees (or biudzhetniki) tend to believe in foreign policy directions based on
personalities like Putin, Foreign Minister Sergei Lavrov or Defense Minister Sergei Shoigu -
and not by how well those policies succeed.

Pensioners tend to blame the West for interfering with Russia's foreign policy, but that's
separate from how they blame Russia's government for failing to deliver benefits.

Students evaluate foreign policy according to constitutional and international law and by
idealistic standards, but they hold the government to similar standards in domestic politics.

Entrepreneurs and small- to medium-business owners do believe that foreign policy
affects domestic policy - after all, it influences their markets, competition, and supplies -
but they pay little attention to politics.

In other words, Russia's politicians and media may welcome Brexit - most significantly, the
expectation that Western sanctions will be relaxed or eliminated. Indirectly, it may facilitate
the Kremlin's networking with populist parties in Europe.

But in domestic politics, it is unlikely to pay political dividends in advance of upcoming
parliamentary elections. Russians have become accustomed to life under sanctions. The
Kremlin has successfully gotten its citizens to ignore how Russia's foreign policy affects
economics at home. But as a result, it won't be able to capitalize on an actual crisis in
Europe.
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Brexit Is a Russian Victory

BY MARK R. KENNEDY

Mark R. Kennedy, a member of the Council on Foreign Relations, leads George
Washington University's Graduate School of Political Management and is Chairman of the
Economic Club of Minnesota. He previously served three terms in the U.S. House of
Representatives and was Senior Vice President and Treasurer of Federated Department
Stores (now Macy's).

Russia is playing chess with the United States. The United States is playing checkers
back. Many in America see Britain's recent vote to leave the European Union as a rightful
release from the yoke of the Brussels regulatory machine. This single-country, one-
dimensional view is the equivalent of checkers. Brexit advances Russia's aim of a divided
Europe and is the most recent Russian success in a line that started with its chess moves
in Syria. Unless America starts playing chess soon, we may find ourselves in check.

Putin's goals on the European chess board are to retain popular support at home and to
avoid outside interference, so that he and his cronies can line their pockets with Russia's
wealth. His strategies to that end include convincing his own people that the West is out to
get them, fragmenting and distracting Europe, dividing the United States and Europe, and
causing enough Middle East turmoil to keep the price of oil high.
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Bashar al-Assad's Syria has been a useful pawn, with which Russia has skillfully
maneuvered its engagement to achieve all of its aims. It acts knowing that a war-weary
America is highly reluctant to aggressively engage in the region again.

At home, Putin sells his support for Assad as an effort to defend against Western
domination. By preservina Assad without lessenina the threat that the Islamic State poses
Europe, heightening the perceived cost of European integration. Russia's support for anti-
immigrant parties may have contributed to the Brexit passing by a narrow margin. While
independence may benefit Britain, the EU without an anglophone voice is less likely to be
aligned with America, reducing the likelihood that a unified West would enforce sanctions
against Russia. The EU will be preoccupied with negotiating Britain's departure and
addressing other separatist demands within both Britain and the EU, as the continent's
economic future darkens and the migration crisis festers. The resulting turmoil has helped
bring the price of oil higher.

Russia also benefits from Turkey's drift away from the United States under President
Recep Tayyip Erdogan. During a 2004 congressional visit to Syria, Assad asked about our
vision for U.S.-Syrian relations. | told Assad, "Syria is a country surrounded by countries
America considers friends. Someday | hope Syria is a friend." America's failure to
assemble a robust enough coalition to address the Syrian challenge has reversed my
logic, giving America's friends that surround Syria less reason to remain friends. The
migration crisis has also reduced the EU's leverage to challenge Turkey's tilt towards
authoritarianism, as Europe has become dependent on Turkey as a shield to keep back
refugees.

The surge of Syrian refugees, on top of ongoing concerns about immigration, has cleaved
populist bases away from the more pro-market elements of both the Tory and Labor
parties, reducing their effectiveness. German Chancellor Angela Merkel, one of the few
leaders strong enough to stand up to Putin, faces reduced support because of her
acceptance of refugees.

Three moves are required to reverse Russian gains: the use of the Brexit vote to prod EU
reform, the recruitment of ground troop commitments from Sunni-majority nations willing to
fight the Islamic State, and a commitment to rid Syria of both Assad and the Islamic State.

Ideally, Brexit could facilitate closer fiscal alignment between those nations sharing the
Euro (to avoid future crises like Greece), and another membership tier for countries
allowing open trade with lessened regulatory burdens. That approach could solve both the
EU's British and Turkish membership dilemmas. Not seeking to duplicate NATO within the
EU would also be beneficial. Negotiating trade deals between the United States and both
Britain and the EU could aid all parties.

Using Kurdish troops to secure Sunni populations is unrealistic. The existence of friendly
Sunni rebels is illusory. Sunni-majority countries like Qatar, Saudi Arabia, Turkey, and the
United Arab Emirates must be convinced to commit troops. It is vital for success to avoid
alienating these allies.

President Barack Obama has framed U.S. engagement in Syria as a fight against the
Islamic State, but as 51 diplomats recently wrote in a letter intended for an internal dissent
channel, Assad is the "root cause of the instability." Assad's brutalities created the Islamic
State. Russia and Iran are keen to keep their puppet from the small Shia slice of Syria as
dictator of its largely Sunni population. The U.S., NATO, and Sunni coalition must be strong
enough to overcome this determined resistance. All coalition partners must agree to a
sustainable governance framework for a unified Syria before stepping up military action.

The true consequences of Brexit will remain unknown for some time, but it is clear that the
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failed U.S. Syria strategy has left us with weaker allies, caused bitter divides both between
and within countries, emboldened rivals, created a new terrorist threat in the Islamic State,
and dug us into a much deeper hole out of which to climb. The shock to the status quo that
voters in Britain delivered last week should be an opportunity for the United States and the
rest of its European allies to embrace a more robust strategic approach - to play chess,
not checkers.
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Putin's Pick: Clinton or Trump?

By Nina Khrushcheva

Nina Khrushcheva is professor of international affairs at The New School and the great-
granddaughter of the Soviet Premier Nikita Khrushchev. Her latest book is The Lost
Khrushchev: A Journey into the Gulag of the Russian Mind. The opinions expressed in this
commentary are hers.

(CNN)Russia's Viadimir Putin has been enjoying power for several decades now. From Bill
Clinton in 1999 through to Hillary Clinton or Donald Trump in 20186, the Russian president
has seen the relationship between two former superpowers transform from post Cold War
jamboree to new Cold War acrimony.

In light of recent terror attacks, it is crucial to examine the political alliance the next
American president will have to manage with Russia. Notably, one of the Istanbul attackers
came from Russia and two others from former Soviet Union satellites, Uzbekistan and
Kyrgyzstan. Since Putin plans to stay in power until 2024, the future White House leader
will have to engage with him — particularly now in the global war on terrorism. Though Putin
has repeatedly promised to "work with any U.S. president," he insists that Russia should
be treated like an equal partner, and that the United States should not act from a position of
strength and exclusivity - a message the next American president should take to heart.

Clinton vs. Trump

Of the two candidates, Hillary Clinton is most likely to heed this message. Though Trump
and Putin share an exhibitionist personality and brash leadership style, neither is one to
take orders from anyone but themselves. In stark contrast, Hillary Clinton is measured,
pragmatic and much more accustomed to Russian-style diplomacy.

This style of diplomacy was deployed at a mid-June economic summit in St. Petersburg.
After a two-year hiatus following Russia's Crimea annexation from Ukraine, the summit
regained importance with Putin hosting, among others, ltalian Prime Minister Matteo Renzi
and European Commission President Jean-Claude Juncker. They both advocated better
relations with Russia in fighting extremism and improving economic ties. In turn, Putin
warned that as long as the United States "teach all how to live," there would be no
progress in the relationship despite some cooperation on "issues of non-proliferation
weapons of mass destruction, the fight against terrorism, [and] solutions for Iran's nuclear
problem of chemical weapons in Syria."

The Trump Card

Though no American politician attended the summit, it appears that Trump was listening
from afar. He already sees the Russian president as a kindred spirit. Trump announced
that he "would get along with Putin," and Putin, in return, praised Trump as "a very ...
talented man," who wants deeper relations with Russia.
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At first glance, they share a "tough guy" persona — manipulating public opinion, violating the
laws of decency and boasting strength — akin to Putin's relationship with similar political
leaders, most famously the ltalian former prime minister, Silvio Berlusconi. With his big
mouth and brash deal-making. the U.S. billionaire is considered "frank" and "pragmatic "
Yet, others anticipate that Trump's promises to erect a wall against Mexico or to force
China to stop its financial "manipulations " and his assurance that his presidency will make
the United States both unpredictable and consistent would only turn the remaining
superpower into a global laughing stock. Either way, Trump's presidential victory is seen
as victory for the Russians.

But | would challenge readers to look beyond the rhetoric. Given the similarities in their
personalities, Trump will quickly show the Russian president his place. Putin's

nationalist "Russia First" message may not bother candidate Trump as he touts his

own "America First" ideology. But Putin's refusal to recognize American superiority would
quickly interfere with Trump's essential characteristic — perceiving himself the leader of the
free world. If Trump attains control of America's vast resources, both in terms of military
and technology, Putin will begin to pose a challenge. And since neither Putin nor Trump are
known to back down, a slight dispute may turn their flourishing "bromance” into a global
threat on par with the 1962 Cuban Missile Crisis.

The Clinton Advantages

Even though just 10% of Russians say they want Hillary Clinton, the former senator and
secretary of state may be their better bet. She proposed the pragmatic "not

confrontational” approach to Putin's bullying tactics in Ukraine, even though she viewed the
annexation of Crimea as deeply problematic. An architect of the 2009 Reset Policy with
Russia, Hillary Clinton understands the need to cooperate more on the Syria crisis and
other security threats, including the kind of attacks that shook Turkey last week. Even
though she would insist on Putin's honoring the Minsk peace agreement for eastern
Ukraine in exchange for lifting sanctions, she may be willing to reward Putin incrementally —
for observing a cease-fire, for a timely prisoner exchange or for withdrawing military
equipment.

After all, despite the absence of diplomatic relations between North Korea and the United
States, in the 1990s her husband's administration partially lifted the embargo in response
to North Korea's folding its missile program. And the Kremlin, with its patriarchal view of
women, believes that Hillary Clinton would ultimately take cues from Bill Clinton's foreign
policy. In fact, on a recent trip to St. Petersburg, Putin almost entirely ignored questions
about Hillary Clinton, yet took time to say that he and Bill Clinton had "a very good
relationship ... | am grateful to him for some moments during my entry into politics. A few
times he showed me signs of respect, to me personally, and to Russia."

Respect between men of power is of paramount importance to Putin. Much of his
displeasure with world affairs stems from a feeling that the United States acts a "dictat,”
directing every other country in how to make decisions. Bill Clinton, however, is an
exception. Putin addresses him with an informal "ty" (you), a familiarity enjoyed by
Berlusconi, rather than a more formal "vy," reserved for other world leaders. To a certain
extent, Putin aspires to be like Bill Clinton — globally successfully and universally respected.

Even if Hillary Clinton is not amenable to immediately bring Putin back into the circle of
Western friends (although with Brexit a reality, Putin hopes that the European Union will be
less inclined to continue to punish Russia for Ukraine), Bill Clinton can provide unofficial
support. In Moscow, many talk of Bill Clinton's capacity for informal negotiations, including
his role in North Korea, where he helped to free two American journalists during the late
Kim Jong Il rule. Muscovites also remember how in 2010 Putin prophetically invited Bill
Clinton to the Arctic expedition to save the polar bears. He didn't go. but his response was
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cordial.
Leveraging Power over Putin

Realistically, the former president may not be able to help his wife to mend relations with
Russia. But future American leaders cannot simply wait Putin out — they need a nuanced
policy of incremental rewards that goes hand-in-hand with principled punishment, an
approach that existed even in the Cold War chill.

Since Putin will not stand to be ignored, the United States may have some leverage over
the Kremlin. While the West should not be quick to lift its sanctions, harnessing Russia's
desire to be recognized as a global power is a sound strategy. If Putin can create some
goodwill by cooperating in Ukraine, the United States should consider making a few
concessions. Russia's participation in the battle against the Islamic State, and its return to
the rule-abiding ranks of the international community, is certainly worth the price.
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Putin's Puppet

If the Russian president could design a candidate to undermine American interests-and
advance his own-he'd look a lot like Donald Trump.

By Franklin Foer

Franklin Foer is a Slate contributing editor.

Vladimir Putin has a plan for destroying the West-and that plan looks a lot like Donald
Trump. Over the past decade, Russia has boosted right-wing populists across Europe. It
loaned money to Marine Le Pen in France, well-documented transfusions of cash to keep
her presidential campaign alive. Such largesse also wended its way to the former Italian
premier Silvio Berlusconi, who profited "personally and handsomely" from Russian energy
deals, as an American ambassador to Rome once put it. (Berlusconi also shared a 240-
year-old bottle of Crimean wine with Putin and apparently makes ample use of a bed gifted
to him by the Russian president.)

There's a clear pattern: Putin runs stealth efforts on behalf of politicians who rail against
the European Union and want to push away from NATO. He's been a patron of Golden
Dawn in Greece, Ataka in Bulgaria, and Jobbik in Hungary. Joe Biden warned about this
effort last year in a speech at the Brookings Institution: "President Putin sees such political
forces as useful tools to be manipulated, to create cracks in the European body politic
which he can then exploit." Ruptures that will likely multiply after Brexit-a campaign
Russia's many propaganda organs bombastically promoted.

The destruction of Europe is a grandiose objective; so is the weakening of the United
States. Until recently, Putin has only focused glancing attention on American elections.
Then along came the presumptive Republican nominee.

Donald Trump is like the Kremlin's favored candidates, only more so. He celebrated the
United Kingdom's exit from the EU. He denounces NATO with feeling. He is also a great
admirer of Vladimir Putin. Trump's devotion to the Russian president has been porirayed
as buffoonish enthusiasm for a fellow macho strongman. But Trump's statements of
praise amount to something closer to slavish devotion. In 2007, he praised Putin

for "rebuilding Russia." A year later he added, "He does his work well. Much better than our
Bush." When Putin ripped American exceptionalism in a New York Times op-ed in 2013,
Trump called it "a masterpiece." Despite ample evidence, Trump denies that Putin has
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assassinated his opponents: "In all fairness to Putin, you're saying he killed people. |
haven't seen that" In the event that such killings have transpired, they can be forgiven: "At
least he's a leader." And not just any old head of state: "l will tell you that, in terms of
leadership, he's gettingan A"

That's a highly abridged sampling of Trump's odes to Putin. Why wouldn't the Russians
offer him the same furtive assistance they've lavished on Le Pen, Berlusconi, and the rest?
Indeed, according to Politico's Michael Crowley, Russian propaganda has gone full throttle
for Trump, using its Russia Today apparatus to thrash Hillary Clinton and hail the courage
of Trump's foreign policy. (Sample headline: "Trump Sparks NATO Debate: 'Obsolete’

or 'Tripwire That Could Lead to World War ll' ") Russian intelligence services hacked the
Democratic National Commitiee's servers, purloining its opposition research files on
Trump and just about everything else it could find. They also wormed their way into the
computers of the Clinton Foundation, a breach reported by Bloomberg. And though it may
be a mere coincidence, Trump's inner circle is populated with advisers and operatives who
have long careers advancing the interests of the Kremilin.

We shouldn't overstate Putin's efforts, which will hardly determine the outcome of the
election. Still, we should think of the Trump campaign as the moral equivalent of Henry
Wallace's communist-infiltrated campaign for president in 1948, albeit less sincere and
idealistic than that. A foreign power that wishes ill upon the United States has attached
itself to a major presidential campaign.

Donald Trump's interest in Russia dates back to Soviet times. In fact, there's extraordinary
footage of him shaking hands with Mikhail Gorbachev. It comes from 1988, the peak of
perestroika and Gorbachev's efforts to charm the American public. On his legendary trip to
Washington and New York, the Soviet in chief left the confines of his limousine and
security cordon to glad-hand with the American people. Donald Trump suggested to
reporters that the Soviet leader would be making his way to Trump Tower, a crucial station
on his journey to capitalism. This was, in fact, a self-aggrandizing fabrication that Trump
himself planted in the tabloids, but it was a convincing lie. A year earlier, Trump had
traveled to Russia at the invitation of the Soviets. They wanted Trump to develop luxury
hotels in Moscow and Leningrad to feed the regime's new appetite for Western

business. "The idea of building two monuments in the U.S_.S R. has captured his
imagination," Newsweek reported.

Trump likely reveled in the newspaper stories that reported Gorbachev's forthcoming visit
to his HQ as fact. But surely even he never expected his fake story to become reality. He
must have been gobsmacked when he received word that Gorbachev wanted to pay a
spontaneous visit to Trump Tower. The skyscraper's namesake rushed down from his
penthouse office to pay obeisance. From the video, we can see the blotched head of
Gorbachev emerge from his car. Trump and his retinue push through the crowd. "Great,
great honor," the mogul says as he pumps the hand of the Soviet supremo.

One of Trump's vulnerabilities is that he doesn't always vet his people, whether it's
business partners, the dubious characters he retweets, or the foreign leaders who show
up at his door. As it turns out, this Gorbachev wasn't really the Soviet leader but an
impersonator called Ronald Knapp. Trump was lavishing praise on the winner of a look-
alike contest.

It was merely the first instance of Trump carelessly sucking up to Russian power in the
hopes of securing business. Those Soviet hotel projects never went anywhere. But over
the years, Trump has returned to the idea of building in Russia again and again. Effective
real estate developers are genuine seers; they can conjure mental images of glorious
structures and vibrant neighborhoods where other mortals see mere blight. Trump had the

brashness to imagine developing hotels in Moscow when that was a fatal enterprise. In
1QGR a Kalachniknv anraved the American hntalier Painl Tatuium whn had the temeritv tn
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complain about the Chechen mafia and the Iess—than—scrupulous business culture he
endured. Yet it wasn't hard to see the appeal of Russia, to both the bottom line and the
ego. An article in the Moscow Times described Trump as the city's first grand builder since
Stalin. Indeed, he later planned a development on the site where Stalin once hoped to
construct the Palace of Soviet Congresses.

Five separate times Trump attempted Russian projects, hotels, apartments, and retail on
the grandest scale. In one iteration, he promised an ice rink, a "members club,” and a spa,
for "the finest residences in Moscow." Another project he described as "the largest hotel in
the world." His gaudy style appealed to Russian nouveau riche, and he knew it. "The
Russian market is attracted to me," he once boasted. He registered his name as a
trademark in Moscow and even licensed it to a liquor company, which sold Trump Super
Premium Vodka. Government officials claimed that they wanted to do business with Trump
because they also considered him super premium. In the mid-'90s, the general-turned-
politician Alexander Lebed told him, "If Trump goes to Moscow, | think America will follow."

Trump never could quite simultaneously align all the elements-investment, approval-to
actually break ground. Yet his foray into Russia should be considered a smashing
success, Trump set himself up for triumph even as he failed. With each doomed real
estate project, he lavished praise on the key constituency that blesses deals, namely
Russian politicians. (In front of a pack of reporters he told Lebed, "We've been reading a lot
of great things about this gentleman and his country.") The praise encouraged Russian
officials to keep inviting Trump back for big potential deals. Each time he traveled to
Moscow for a high profile visit, he attracted press attention and his stature increased. (After
one trip, he bragged about a meeting where "almost all of the oligarchs were in the room.")
This elevated profile ultimately attracted investors. Russians helped finance his projects in
Toronto and SoHo; they snapped up units in his buildings around the world-so much so
that he came to target them, hosting cocktail parties in Moscow to recruit buyers. (His
tenants included a Russian mobster, who ran an illegal poker ring in the Trump Tower and
accompanied Trump to the staging of the Miss Universe contest in Moscow.) Even when
he built a tower in Panama, he narrowcast his sales efforts to draw Russians, as the
Washington Post has reported. "Russians make up a pretty disproportionate cross-section
of a lot of our assets," Trump's son, Donald Jr, bragged. "We see a lot of money pouring
in from Russia."

The nature of the Donald Trump campaign is its fundamental blurring of his political and
business interests-on display just recently in Scotland, when he praised the Brexit vote as
a boon for his golf courses. As one campaign finance expert told the New York

Times, "Historically, candidates would separate themselves from their business interests
when running for office. Trump has done the opposite by promoting his businesses while
running for office " Such mercantilist motives likely undergird Trump's ornate praise of
Putin, too. Having a friend in the Kremlin would help Trump fulfill his longtime dream of
planting his name in the Moscow skyline-a dream that he pursued even as he organized
his presidential campaign. "Russia is one of the hottest places in the world for investment,”
he once said. "We will be in Moscow at some point."

One of the important facts about Trump is his lack of creditworthiness. After his 2004
bankruptcy and his long streak of lawsuits, the big banks decided he wasn't worth the
effort. They'd rather not touch the self-proclaimed "king of debt.” This sent him chasing
less conventional sources of cash. BuzzFeed has shown, for instance, his efforts to woo
Muammar Qaddafi as an investor. Libyan money never did materialize. It was Russian
capital that fueled many of his signature projects-that helped him preserve his image as a
great builder as he recovered from bankruptcy.

The money didn't come directly. Hunting for partners with cash, he turned to a small
upstart called the Bayrock Group, which would pull together massive real estate deals
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using the Trump name. Its chairman was a former Soviet official named Tevfik Arif, who
made a small fortune running luxe hotels in Turkey. To run Bayrock's operation, Arif hired
Felix Satter, a Soviet-born, Brighton Beach-bred college dropout. Satter changed his name
to Sater, likely to distance himself from the criminal activity that a name-check would easily
turn up. As a young man, Sater served time for slashing a man's face with a broken
margarita glass in a barroom brawl. The Feds also busted him for a working in a stock
brokerage tied to four different Mafia families, which made $40 million off fraudulent trades.
One lawsuit would later describe "Satter's proven history of using mob-like tactics to
achieve his goals." Another would note that he threatened a Trump investor with the
prospect of the electrocution of his testicles, the amputation of his leg, and his corpse
residing in the trunk of Sater's car.

What was Trump thinking entering into business with partners like these? It's a question he
has tried to banish by downplaying his ties to Bayrock and minimizing Sater's sins. ("He
got into trouble because he got into a barroom fight which a lot of people do,” Trump once
said in a deposition.) But he didn't just partner with Bayrock; the company embedded with
him. Sater worked in Trump Tower; his business card described him as a "Senior Advisor
to Donald Trump." Bayrock put together deals for mammoth Trump-named, Trump-
managed projects-two in Fort Lauderdale, Florida, a resort in Phoenix, the Trump SoHo in
New York. Several of those projects broke ground, but they were a mere prelude. "Mr.
Trump was particularly taken with Mr._ Arif's overseas connections,” the Times reported
(after buyers of units in the Trump SoHo sued him for fraud). "In a deposition, Mr. Trump
said that the two had discussed 'numerous deals all over the world' and that Mr. Arif had
brought potential Russian investors to Mr. Trump's office to meet him." Trump described
the scope of their ambitions: "[T]his was going to be Trump International Hotel and Tower
Moscow, Kiev, Istanbul, etc., Poland, Warsaw."

Based on its cast of characters, Bayrock itself was an enterprise bound to end in a torrent
of litigation. The company's finance chief Jody Kriss has sued it for fraud. In the course of
the litigation, which is ongoing, Kriss alleged a primary source of funding for Trump's big
projects: "Month after month for two years, in fact whenever Bayrock ran out of cash,
Bayrock Holdings would magically show up with a wire from 'somewhere' just large
enough to keep the company going." According to Kriss, these large payments would
come from sources in Russia and Kazakhstan that hoped to hide their cash. Another
source of Bayrock funding was a now-defunct Icelandic investment fund called the FL
Group, a magnet for Russian investors "in favor with” Putin, as a lawsuit puts it. (The Daily
Telegraph has reported that Bayrock mislabeled FL's investment as a loan, in order to
avoid at least $20 million in taxes.)

These projects are simply too ambitious, too central to his prospects, for Trump to have
ignored the underlying source of financing. And it was at just the moment he came to
depend heavily on shadowy investment from Russia that his praise for Putin kicked into
high gear. In 2007, he told Larry King, "Look at Putin-what he's doing with Russia-l mean,
you know, what's going on over there. | mean this guy has done-whether you like him or
don't like him-he's doing a great job."

While Putin hasn't dirtied his hands in American elections, the Russians have cultivated
Washington-hiring fancy firms to craft strategy, donating money to think tanks, building a
small coterie of wonks sympathetic to their leader's view of the world. The Trump
campaign is the unlikely culmination of this effort. It has been a magnet for like-minded
fans of Putin. Fans might not be quite the right term, since so many of these advisers have
profited from proxies of the Russian state.

Let's begin at the top. Trump's campaign manager is a wizened operative named Paul
Manafort. It's true that Manafort is a mercenary by trade. His old Washington consulting
firm pioneered the practice of representing the dictators of the world, no matter their grim
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Manafort dedicated himself to working on behalf of clients close to the Kremlin. His grand
achievement was reviving the doomed career of the anti-charismatic politician Viktor
Yanukovych Manafort's image-crafting and shrewd strategy culminated in Yanukovych's
election to Ukraine's presidency in 2010. Thanks to Manafort's handiwork, Ukraine pulled
into Putin's sphere of influence. Unlike other American consultants who flitted in and out of
Kiev, Manafort set up camp there. He became an essential adviser to the president-his
tennis partner even.

If Manafort were the only Kremlin connection in the Trump campaign, his presence might
signify nothing. But he's hardly isolated. Many pundits have scoffed at the idea that Trump
has a circle of foreign policy advisers given that his initial list of gurus emerged abruptly in
March and included names unknown to most experts. Yet the list suggests certain
tendencies. One of the supposed Trump whisperers was an investment banker named
Carter Page. During a stint in Moscow in the 2000s, he advised the state-controlled natural
gas giant, Gazprom and helped it attract Western investors. (In March, Page told
Bloomberg that he continues to own shares in the company.) Page has defended Russia
with relish. He wrote a column explicitly comparing the Obama administration's Russia
policy to chattel slavery in the American South. His reasoning: "Numerous quotes from the
February 2015 National Security Strategy closely parallel an 1850 publication that offered
guidance to slaveholders on how to produce the 'ideal slave.'"

Also on the list of advisers is Lt. Gen. Michael Flynn, the former head of the Defense
Intelligence Agency. Eighteen months after he departed government, he journeyed to
Moscow and sat two chairs away from Putin at the 10th anniversary gala celebrating
Russia Today. In Politico, an anonymous Obama official harshly criticized Flynn: "it's not
usually to America's benefit when our intelligence officers-current or former-seek refuge in
Moscow"

More recently, Richard Burt, a Reagan administration official, has begun advising Trump
on foreign policy. His criticisms of NATO and pleas for greater cooperation with Putin grow
from a deeply felt realism. Yet his ideological positions jibe with his financial interests. Burt
is on the boards of Alfa-Bank, the largest commercial bank in Russia, and an investment
fund with a large position in Gazprom.

Trump's advisers have stakes in businesses where the health of the Russian state is the
health of the firm-where, in fact, the state and the firm are deeply entangled. The campaign
isn't just one man with an aesthetic affinity for Putin and commercial interests in Russia;
his sentiments are reinforced and amplified by an organization rife with financial ties to the
Kremlin.

Is Putin already meddling in this campaign? In his chilly way, he has signaled his rooting
interest. He praised Trump as "very talented." His mouthpieces are more effusive. Viadimir
Yakunin, the former chairman of Russian Railways, has said of Trump, "He is addressing
some internal failings of the American people.” The Kremlin doesn't seem much bothered
to disguise its help. Soon after the discovery of Russian intelligence hacking into Clinton
servers, documents suddenly materialized on the web: a PDF of the DNC's opposition
research file and a trove of spreadsheets, including a list of donors to the Clinton
Foundation.

Foreign intelligence agencies often go fishing for information on American political
campaigns. Chinese hackers tapped Mitt Romney's servers in search of useful nuggets.
But the Russians have made an art of publicizing the material they have filched to injure
their adversaries. The locus classicus of this method was a recording of a blunt call
between State Department official Toria Nuland and the American ambassador to Kiev,
Geoffrey Pyatt. The Russians allegedly planted the recording on YouTube and then
tweeted a link to it-and from there it became international news. Though they never
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claimed credit for the leak, few doubted the White House's contention that Russia was the
source.

We can only speculate about the documents the Russians have in their possession and
how they might use them. The material they have released thus far is relatively innocuous,
but it may just be a hint of leaks to come-as they experiment with unfurling their material
and gauging the reactions to leaks. The Clinton Foundation is, after all, a pretty juicy target
to have hit-a place with an ethically borderline approach to fundraising and already a
primary object of Trump campaign fusillades. One of the sites that has posted purloined
material is called Guccifer 2.0, which strenuously protests that it is the work of a lone
hacker. The site features a warning that it has released only a small smattering of
documents from the "many thousands | extracted.” He is not the only one sitting on a pile
of damaging material. Julian Assange, who hosted a show on Russia Today, warned, "We
have emails relating to Hillary Clinton which are pending publication.”

Donald Trump's ego compounds his naiveté. He's vulnerable to flattery; his confidence in
himself exceeds his intellectual capacities. All of this makes him particularly susceptible to
exploitation, an easy mark. For this reason, dubious figures have always gravitated to him.
(Please read David Cay Johnston's persuasive account of Trump's long ties to organized
crime.) It seems the Russian president has noticed this, too. To quote Trump on Putin, "A
guy calls me a genius and they want me to renounce him? I'm not going to renounce him."

In the end, we only have circumstantial evidence about the Russian efforts to
shape this election-a series of disparate data points and a history of past
interference in similar contests. But the pattern is troubling, and so is the premise.
If Putin wanted to concoct the ideal candidate to serve his purposes, his laboratory
creation would look like Donald Trump. The Republican nominee wants to shatter
our military alliances in Europe; he cheers the destruction of the European Union;
he favors ratcheting down tensions with Russia over Ukraine and Syria, both as a
matter of foreign policy and in service of his own pecuniary interests. A Trump
presidency would weaken Putin's greatest geo-strategic competitor. By stoking
racial hatred, Trump will shred the fabric of American society. He advertises his
willingness to dismantle constitutional limits on executive power. In his desire to
renegotiate debt payments, he would ruin the full faith and credit of the United
States. One pro-Kremlin blogger summed up his government's interest in this
election with clarifying bluntness: "Trump will smash America as we know it, we've
got nothing to lose.”

[return to Contents]

#18
Putin's Apparent Cancellation of Three Domestic Trips This Week Sparks Speculation
Paul Goble

Staunton, July 7 - Vladimir Putin reportedly has cancelled three domestic trips that he had
been scheduled to make this week - to the Altay, Sakha and Nizhny Novgorod - and has
not appeared in public since returning from Finland, a pattern that is already leading to
speculation about his health physical or political.

Three sources "close to the Kremliin” told RBC that the Kremlin leader had cancelled the
three trips, but Putin's press secretary, Dmitry Peshkov, said there were no cancellations
and that these "trips" were simply among "the dozens" people have proposed but that had
not been agreed to by the president
(rbc.ru/politics/06/07/2016/577ced289a7947214102dae3).
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fact had been planned and then cancelled. According to them, Putin was supposed to take
part in a session of the State Council on tourism on July 5. Then on July 6, he was to go to
Sakha to take part in a regional conference of the Popular Front and the opening of a
sports competition.

And on July 7, Putin reportedly was expected in Nizhny Novgorod to open a new factory;
but according to the news agency's sources, this event was not only organized at the last
minute but cancelled shortly thereafter. It reported that the factory owners hope to have it
rescheduled later this month or in August.

RBC reports today that “the last time Putin took part in public activities to which the press
was invited was at the end of last week" when he flew to Finland. The presidential Internet
page lists subsequent meetings with regional heads, but at least one of them took place
earlier than the Kremilin reported.

The last time Putin was out of public view this long was in March 2015 when he did not

appear in public for eleven days. At that time, Western news agencies like Reuters
reported that the Kremlin leader was ill, something his press spokesman denied.

[return to Contents]
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Nellie Ohr

From: Nellie Ohr

Sent: Wednesday, June 29, 2016 9:56 AM

To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, lvana
Subject: Spain arrests Russians with ties to United Russia and Colombian cartels

Russian report: https://slon.ru/posts/70066 summarizing
Spanish report: http://www_elmundo.es/espana/2016/06/28/56772175%e5fdeac9268b4677_html

In Tarragon

At least 6 Russians plus 1 Ukrainian and his Spanish lawyer

money laundering

Operation "Usury" (Usura)

Suspects are tied with Tambov and Taganka crime groups

They had "excellent relations with well-known Moscow politicians” including members of United Russia, who used to
visit the region.

Also had contacts with Colombian drug cartels

(My attempt at reading the Spanish: Their money laundering seems to involve creating credit accounts to launder
the money through the supposed sale of real estate. The two Russian ringleaders often visit Tarragon.)

Al menos 7 detenidos en un nuevo golpe a
la mafia rusa en Tarragona

Se ha ordenado el embargo de 192 inmuebles en Reus, Salou y Cambrils
Se les atribuye blanqueo para las mafias Tambovskaya y Taganskaya

o ANGELES ESCRIVA
o Madnd

28/06/2016 08:46
Mafia rusa, blanqueo de dinero, excelentes relaciones con destacados politicos moscovitas y testaferros de
experiencia internacional empleados en sus menesteres por los carteles de droga colombianos.
En la operacion Usura desarrollada por la Guardia Civil en las primeras horas de este martes se mezclan todos
estos ingredientes en dosis suficientes como para que se hayan producido al menos siete detenidos y 19 registros -
que se estan llevando a cabo en este momento-, y se haya ordenado el embargo de 192 inmuebles en Reus,
Salou y Cambrils.
El dispositivo de la Guardia Civil se ha iniciado a las seis de la mafiana, dirigido por la Fiscalia Anticorrupcion, y
participan en él 180 agentes.
Segun las fuentes consultadas, a los detenidos -seis rusos, un ucraniano y su abogado espafiol- se les atribuye un
delito de blanqueo de dinero para, entre otros beneficiarios, las mafias Tambovskaya y Taganskaya, dos de las
organizaciones criminales mas potentes del panorama delincuencial.
Se dedicaban, presuntamente, a crear empresas crediticias para blanquear dinero con |a compra de inmuebles. Los
responsables de la red son dos ciudadanos rusos que habian establecido la infraestructura para la comision de los
delitos y que se desplazaban frecuentemente a Tarragona para controlar el funcionamiento de sus subordinados.
En sus estancias en Espana demostraban sus excelentes contactos con los politicos de su pais de origen. Hay
constancia de que, en varias ocasiones, importantes cargos representativos moscovitas del partido gobernante.
Rusia Unida, han sido sus huéspedes durante los fines de semana. Cargos cuyos nombres se han visto
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VINCUIZ00S pupIca Y judiciaimente, a 1amatvos Casos ae COoffupcion. LOS TeStarerros empleados por esta rea
también tenian vocacion internacional.

Los investigadores han detectado los contactos con testaferros profesionales vinculados a los carteles colombianos
de droga Cali y Medellin. La operacion continta abierta.
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Nellie Ohr

From: Nellie Ohr

Sent: Friday, June 03, 2016 4:38 PM

To: OICBEISISNE]: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)
Subject: Re: The Criminal Front In The Hybrid War

Sorry, one more thing: the main argument he gives for Russian involvement is that vory who were crowned in Russia
are increasingly active in Ukraine and that ergo they must be under the influence of Russian special services, who
must be using them to "collect information and destabilize the crime situation in Ukraine.”

—0riginal Message—
From: Nellie Ohrlf
iH(b) (6) Lisa Holtyn
Sent: Fri, Jun 3, 2016 4:28 pm

Subject: The Criminal Front In The Hybrid War

; bruce.g.ohr <bruce.g.ohr@usdoj.gov>

"The Criminal Front In The Hybrid War

In a piece published on zn.ua, Vadim Troyan. the first deputy head of Ukraine's National Police, accuses Moscow
of opening “a criminal front”in Ukraine by deploying gangsters to destabilize the country. Troyan's warning came
after the Ukrainian parliament failed to pass a law making it easier to prosecute top organized-crime figures”

(http://www interpretermag com/the-morning-vertical-may-31-2016/)

My notes: most of this article is about the problem of OC in general and the failure of the legislative changes. The
changes he favors would 1) restore the criminal status of the concept "thief-in-law" (which he defines—see bolded
and italicized bit below), 2)introduce criminal punishment for illegally crossing the Ukrainian border, and 3) makes
penalties harsher and bail payments higher.

In terms of Russia encouraging criminals: he states it but does not give concrete examples or prove it. The most
concrete thing he says is that after Ukraine deported 4 vory and 1 avtoritet in the past 2 months, they have obtained
new false passports and are trying to get back in, which he sees as evidence that "the criminal intent of their
sponsors (those overseeing them —kypatopos) ——to give them leverage to monitor and influence the criminal
situation in our country—is systemic and sustained.”

http://gazeta zn ualinternal/ugolovnyy-front-gibridnoy-voyny-protiv-ukrainy-__html

YronoBHbIN (pOHT rubpuaHoN BoMHbI NPOTUB YKpauHbl

Banum TpoaH 27 mas,

Cuntarw Heobxogumeim nogpobHo pacckazate 00 0gHOM M2 ONpeaensAWUX INEeMEHTOR rTMOpPUAHON
BOWHbI, KOTOPLIA NPUMEHAET NPOTHE Hac cTpaHa-arpeccop — Poccuiickan @epepauns. 3nemMeHT 3ToT
umeet cyrybo yronoeHy oCHOBY.

Mecnonbays BoeHHble AeiicTEMA Ha BocToke Hallero rocyAapcTea, BNMAR W3ABHE M M3HYTPU Ha IKOHOMUYECKNIA W
counaneHbIi Kpuanc B Hawwem obuiecTee, ycunueas MHhopMaunoHHyto arpeccuo yepes CMIA, epar, kpome 3T0r0,
3HAYNTENLHO YCUNMBAEET CBOE BNUAHWE Ha YTONOBHLIA MUP, @ Yepe3a Hero — W Ha yXyALUeHne KPMMUHOTeHHON
CUTyalu1 Ha TepPUTOPUN HaLero rocyaapctea. Cnegyer 0TMETUTL, UTO B YKpanHe NpocnexuBaeTCA HackILeHne u
aKTMBM3aUWA JeATENLHOCTH OP2aKU3amopoe U pykoeodumenel MpecmymnHbiX 2DYNMUPOSOK, NMOMyYUeLLX
2paxdaHcmeo u cmamyc "sopa 8 3akoHe” Ha meppumopuu Pocculckol @edepayuu. B ceAasu ¢ 3mum OHU
Haxodamcs nod enusHuenm cneucnyx6 P® u ucnons3yromcsa nocnedHumu ons cbopa uHghopMayuu u
decmabunu3ayuu KPUMUHO2EHHOU 0BcmaHoexu e peauoHax YkpauHs!.

Aunnua AAacsTAanLuA AnanaTunuAl ARATALARKL ARURATARL ATOLAT LITA UA TannuTAnu Virnauiio aadaArouar vunsTalinunas
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MmAnanvms vwsilunannn UIIBPGIVIHHUV] vvLianuonm \,Dﬂ*‘clcllﬂblﬂycl, Hiv na ICV'IVIIUPVI“ JI\PGHHDI ACVI\.IDyEI y\.IUHHWDUC
nepapxudeckoe 00bEANHEHNE NI, KOTOPOE COAEPMKUT NPU3HAKN NPECTYNHON OPraHn3aunn, Co3aaHo AN
COBEPLUEHNA TAXKUX U 0C0B0 TAMKNX YronoBHLIX NPaBOHAPYLIEHWI, 3 YNPABNAETCA W KOOPAWHUPYETCA Nugepamu
OpraHu30BaHHLIX rPyNn (CTPYKTYPHLIX YacTel NpecTynHoi opraHnaauyun). PyKoBogAT NPecTynHON opraHnaayuen
NWUa, HaAENEHHbIE B YTONOBHOM MUPE CaMbIM BLICOKMM CTaTyCOM "60p0e 8 3aK0HE", KOTOPLIE ANA YCUNEeHUA
NPECTYNHOI ASATENLHOCTY CNNAYNBAT DAHAUTCKUI 3NEMEHT, HENOCPEACTBEHHO NNAHNPYHT, OPraHU30BLIBaKT U
PYKOBOAAT COBEPLUEHMEM YTONOBHLIX NPABOHAPYLUEHUI £r0 YYACTHUKaMMU.

Bo BpeMA paccnefoBaHuA Mel 8pecToBbiBaeM DonkbLLIe MENKUX BOPOB AW OTAENLHLIE MPYNNLl NPECTYNHUKOB.
Hepedko, umes eelulecmeeHHbIe Cokazamenscmea, seudeo, ouyuansHo NpecocmasneHHbIe Ceudemenscmaa,
cbopmupyrowiue dokazamensrywo basy npomue 3mux nuy, Haumonuyus NuWeHa 803MOXHOCML 3aKPenumMs
dokazamenscmea NpecmynHbiX 0elCmeul OCHOBHbIX 3aKa3dUKO8 MANKUX y20NMOeHbIX npasoHapyweHul. OHK
BCErAa HaXoAATCA B TEHW, @ JeHbri, A00bITbIE HE3EKOHHBIM NYTEM, NON3AaKT K HUM B BiAe "yepHoro Hana"
WasecTHo, uto cpeacTea U3 obuyero BOPOBCKOTO PUHEHCOBOTO LEHTPpa, T.H. "obwaxa”, "eopsl e 3akoHe” NCnonbaywT
ANA COBEpLUEHUA NPECTYNNEHWI, peLleHUA DLITOBLIX i NUYHLIX BONPOCOE PYKOBOAWTENEI M YYACTHUKOB NPEeCcTynHOM
opraHnaauumn, NoAKyna KoppyMNUPOBaHHbLIX NPeACTaBUTENE BNAcTH, Neranuaauun Ha Tepputopuin YKpauHs,
YUPEKALHUA W BRARHUA DU3HECa, B T.U. HE3aKOHHOTO. A ewle — ¢ uensk 1066uposarus CBOMX NPeACcTaBuTENeN K
CambiM BLICOKMM opraHam Bnacti AnA obecneyeHns kpeitwu NPecTynHON OpraHn3aunn, 3aLluTel ee WHTEPECOoB 1
yKe cospaHHoro buaHeca nytem cosdaxus cobcmeeHHo20 MONOKUMENsHo20 UMUGXa N NOAAEPXaHNA

KynbTa "eoposckol poMaHmuku”, B YaCTHOCTH C MCMONE30BaHNEM WHTEPHET-PECYPCOB W CoUMankbHLIX CeTel; 4na
YUPEKAEHUA PA3HOT0 Poja nceedonpaso3alumHbix opeaHusauul u bnazomeopumensHsix poHO0E, KOTOpble Yepes
Meanapecypckl MOryT, Np1 HeoDX04MMOCTH, CO372BaTk HETATWBHLIE HACTPOEHWA B 00 eCTBe, HACTPanBaTk ero
NPOTUE NPaBOOXPaHUTENBHLIX, CyAebHbIX OPraHoB, a TakKe OpraHoB BnacTh; AnA obecneyeHns Bcero
Heobxoaumoro (B T.4. NpUoBPETEHNA TEXHUKW, OPYKWA, APYToro WMyLLECTBa, CO34aHNA CYOLEKTOB X03ANCTBOBaHUA,
DaHkoB) 1 T.M.

B cocTtae npecTynHoi 0praHn3aunn BXo4AT U APYTUE YYACTHUKW OPraHn30BaHHbIX rpynn U NpeacTaBuTeni
KPUMWHANWUTETA, KOTOPLIE GKTUEHD NOAAEPHUBANT "80poeckoe deuxeHue” W YCTaHOBNEHHbIE NPaBNUNE NOBEAEHNA,
nNaTaT cpeacTea B "sopoeckol obuwiak”, obecneunBaloT NOAAEPXKY, T.H. Modozpes, CEOUM MPUCTELUHMKAM,
0TOLIBAKOLLMM CPOKKM B YUPENKAEHWAX UCMONHEHUA HAKa3aHWIt, 3 TAKKEe NPUHUMAKT HENOCPEACTEEHHOE YYacTHE B
COBEPLUEHWN TAXKMX U 0c060 THKKUX NPECTYNNEHWIA Ha TEPPUTOPUK YKpauHb.

Bce npectynHble $opMUPOBAHNA NbITAKTCA PACLUMPHTE CBOW 3KOHOMWYECKME OCHOBbI, CTPEMACE YBENMYMTL JOMNK0
NeransHoi 3KOHOMUYECKOI JAeATENEHOCTH. 3T0 MOXET NpeAcTaBnATe 0cobyr obujecTBeHHYH onacHocTe. Ha nouse
CNOXKHOW COUMaNEHO-NONUTUYECKDI 1 SKOHOMWYECKOIN CUTYEUMH YKa3aHHaA TeHAEHUNA MOXKET CO BpEMEHEM
330CTPUTLCA.

Bce vauie nocrynaet MHPOpMaUKUA 0 CO3AaHUM NMAEPaMi YTONOBHOI Cpefbl CODCTBEHHODI KOHMppa3eedku, B
COCTaB KOTOPOi BXOAAT HAacToAW e npodeccuoHansl — BeiBwmne paboTHUKN NPaBOOXPaHUTENBHLIX OpPraHos,
3abnaroBpeMeHHO HelTpanuayLLne akTMBHOCTE CneunansHeix cnykb u nogpazgenexuii. Kpome Toro, nout y
Kaxxgoro Gonee unn MeHee BIMATENLHOTO "80pa € 3aK0HE"™ BCTh BLICOKONOCTABNEHHbIR MoKpoeumens, 8 MHorga — W
CBA3W C NPeACTaBUTENAMKU MEAWNE, KOTOPLIE N0 33Ka3y 0pPraHN3oBbIBAKT Pa3MeLLeHHe HYKHBIX NyBnukauni, B Tom
YUCNe Takux, KoTopble GuCKpedumupyHom mo uau uHoe GOmKHOCMHOE MuYO.

lMuiTaAck BCAYECKM W3bexkaTk YronoBHON OTBETCTEEHHOCTH, BEILLEYNOMAHYTHIE NULA WCNONL3YHT YCnyri
BLICOKOONNauMBaeMbixX aBOKaToB. B xo4 uayT vopugnyeckne yxuwpeHns, fanscufmukayun. M3secTHel Takcke
CRyyan 3anyruBaHuA NPaBo0XPaHNTENEl, NPUBNEYEHNEe YACTHBIX OXPaHUTENEHBIX CTPYKTYP U MaTepuanbHsbiil
WHTepec (B3ATKW) NpeacTaeuTeneil cyaebHoil BeTBIM BNAcTK.

Hepeako cpean Y4YaCTHUKOB NPECTYMHLIX 0PraHu3auunii Ha NoYee NepepacnpeiencHua chep YronoBHOro BNNAHKA
BO3HUKAHKT KOHPNWUKTLI, KOTOPLIE NPUBOAAT K COBEPLUEHWNHD 3aKa3HbIX YONICTE, HAHECEHUH TAXKKMX TENECHbIX
NOBPEXAEHWA, HE3aKOHHOMY NULLEHWIO CBOBOALI NN NOXULLEHNID YeNoBeKa, HAMEePEHHOMY NOBPEXAEHNID
WMYLLLECTBa W T.N. 3T KOHDNUKTEI MOTYT HOCHTE NPOAOMKUTENLHBIA XapakTep, YTo, B CBOK 0YEpefb, NPUBOANT K
0BOCTPEHNKD KPUMIUHOTEHHOI 0BCTaHOBKM.

OcobeHHOCTEH AATENEHOCTH YUACTHUKOB NPECTYNHON opraHu3auun B YkpanHe, kotopas npuobpena knwyesoe
3HaYeHuWe B TEUEHWe NOCMEeAHero roAa, crana ee MoAUMU3aYUS, WHTErpaUnA C TepPOPMCTIYECKON A eATeNbHOCTRH.
OPWEHTALMA Ha AOCTUKEHNE 3KOHOMWUYECKIX Leneil nyTem YCTaHOBNEHUA TePPUTOPUanLHOro KOHTPONA. Yka3daHHan
TeHgeHuuA obycnosnexa arpeccueit PO npotue YkpauHbl 0 aKTUBHBIM ucnons3oeaHuem Pocculckou @edepayuets
UMEHHO KpuMuHanumema On7 GOCMUXeHUR nonumudeckux yenel e YkpauHe.

OtaentHble NPECTyMHbIE TPYNNUPOBKY co30aHsl OnA obecnedeHus 3KOHOMUYECKUX UHMEDECOE 0U2aPXUYHO-
MoHomonucmuyeckozo kanumana [which oligarchs does he have in mind? Akhmetov?] n ghuraxcupyromes ¢
HenoGKoHMPOIbHOU 20cydapcmeeHHoU enacmu yacmu Ykpaudsi. [poTMBONPaBHaA ALATENLHOCTL YYaCTHUKOB
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upc\.lynnun UPI ﬂﬂl’lﬂdqﬂﬂ naqcncnn ‘lau.\c owuTiv na llUlIy‘ICHVIE ll'.IV!UDIJIVI Vi nTaanunnuil u riviiviipavoanvin
neransHoN 3KOHOMUKKM 1 KOPPYNLUWOHHLIX CXeM, T8 UMEeT Lenbk CUCTEMHOE Pa3B0POBLIBAHNE HALMOHANLHOro
borarctea.

OauH 12 cneunduyecknx NPUaHaKoe HE3aKOHHOW ABATENLHOCTH YYACTHUKOB NPECTYNHON OpraHnaayu —
MCMONL30BaHNE MEXAYHAPOAHLIX GUHAHCOBLIX CUCTEM ANA BLIBOAA CPEACTE, MONYYEHHLIX MPOTUBONPABHLIM
nyTem, B Apyrue ctpadbl. PeuunneHTom 3T CpeacTB Yalle BCero ABNAKTCA 3KOHOMUKK cTpad EC un
athdunnpoBaHHble ¢ HUIMKU OILLOPHLIE 30HbI.

lNpecTynnexus, coBepLUeHHbIE YYaCTHUKAMN NPECTYNHON 0PraHn3auny 3KoHOMWYECKU-KOPPYNLUNOHHOM
HanpaBneHHOCTH, UMET BbICOKMIA YPOBEHL NAaTeHTHOCTN W, AaXe Korga oDHapyKMBaKTCA, Kak NpaBuno. He
KBaNUPUUMPYHTCA KaK COAEAHHbIE B COCTABE OPraHu30BaHHON NPECTYNHON rpynnupoBku. [perMyL|ecTBEHHO OHK
YUNTEIBAKOTCA B ctepe 00LeyronoBHOM NPECTYNHOCTH OTHOCHTENLHO NUL, HU30BOTO YPOBHA.

YkazaHHaR CUTyauWA Bbi3biBAeT KpUTUYeCKue nocneacTena B Gopebe ¢ opraHn30BaHHON NPECTYMHOCTLH,
COAENCTBYET HE0BEPUIO HACENEHMA K BNAcTH B LIENOM W HEraTMBHOMY WMIWAXKY CTPaHbl H3 MEXAyHapoHON apeHe.

T.H. eopoeckoe deuxerue B YKpauHe HOCHT TPAHCHAUNOHANEHEIR N MEXAyHapoAHLI XapakTep. Ha cerofgHALHWA
AeHb YCTAHOBNEHLI CBA3N W B APYruX cTpaHax, B yacTHocTH Poccuiickoil @epepauymnu, ctpanax CHIM, Eeponeiickoro
Coto3a n ObweanHeHHbix Apabckux Smuparax. [highlights ties with UAE criminals]

B BepxoeHyto Pagy YkpauHel 6ein npegcrasned sakoHonpoekt Ne1188 "O eHeceruu usMeHeHuUl € HEKOMOpkIe
3aKOHOOameNbHEIE akmbl YKpauHs! (OMHOCUMENBHO DMEemMemeeHHOCMU OnA "e0poe & 3akoHe” U npecmynnexsud,
COBEDLIEHHBIX MPECMyNHbIMU epynnupoexkamu). [pUHATHE 3TOr0 3aKoHa MOTMO MMETL UCTOPUYECKOE 3HaYEHNE Kak
BHYTPW HaLLEro rocyAapcTea, Tak U Ha MexayHapogHom ypoeHe. Ho 17.05.2016 r. 3akoH oTknoHunu. He
ronocoBany (BO3MOXKHO, W3 NMUYHLIX UMW NONUTUYECKUX YDA eHWiT) AenyTaTel, KOTOpbIe He NOHANN UMK HE XOTenu
NOHATE BAXKHOCTH TAKOro pelueHnA. 31o "OnnoanyuonHslil Bnok”, "Biapoaxenss” (odu+ 2onoc — "3a"), "Bona
Hapoaa”. hpakuua P

MmenHo Toraa B lNMpare (Hexua) npoxoauna mMexayHapoaHan koHdepeHynn Memepnona. Obcyxaanca Ha Hel oAuH
13 CambiX OCTPLIX BONPOCOB ANA MexayHapoaHoro coobuecTea: bopsha ¢ opraHnaoBaHHoil npecTynHocTe. B
HaunoHansHoM UenTpansHom Gropo MHTepnona cosgan npoekt Millenium, onpefenAlow il 04HO| 13 CBOMX 33434
umenHo Hopeby c opraHn3oBaHHO NPECTYNHOCTLI0 B Mupe. HaunoHansHas nonuuna YkpanHsl nownet Tyaa AByx
OMbITHBIX COTPYAHUKOB AenapTaMeHTa yronoBHoro poaeicka. Hawa yene — 06beguHnTe ¢ MUPOBLIM CoobLyecTBOM
ycunus B bopebe ¢ opraHM30BaHHON NPECTYNHOCTLH).

Mbl paccunTeiBaem, UTo 3akoHogarenu obA3aTensHo CHOBa NPeACTABAT HOBLIA 3@KOHONPOEKT B napnameHT. Mel He
OTCTYNUM OT CBOMX YDA eHnil, KOTopble COCTOAT B TOM, YTO 3@ OPraHu3aLyio W PYKOBOACTBO KPUMMHAENOM HECYT
OTBETCTBEHHOCTb T.H. 80DbI € 33KOHE W Y20/I08HbIE 88MOpUMensl. A 3HaUWUT, HaKa3aHne NX 40MKHO DbiTb CYpOBLIM
1 HenabexHbiM. OCHOBOIM 3THX M3MEeHeHuit BHOBL CTAHeT HOPMa, COrMacHo KOTOpPOi "sop & 3akoHe” npuobpeTer ceoil
COOTBETCTBYHOLLWIA YTONOBHLIN CTaTyC U B NPaBOBOM CMLICNE, C YETKUM HpuaMyecknm onpeaensHuen: [the main
change is to restore the criminal status of the concept of thief-in-law, defined as] "eop e 2akone™ — nuyo,
AEnAOUeeca Op2aHU3aMopoM U pykogodumenem npecmynHozo coobujecmea, komopoe 6azupyemcs Ha
docmamoyHOM agmopumeme € y2oM0eHoU U miopeMHol cpede, AGNACMCH aKMUEHBIM CMOPOHHUKOM
yeonoeHo20 0bpaza Ku3HU U MOpanu, ceszaHo 06R3aHHOCMBIO NPecmMynHo20 kodekca noeedeHua U
mpaduyuaMU y201108HO020 MUPa, OMHOCUMENEHO KOMopoao (hopManbHO ebINoNHeHa npoyedypa m.H.
KOPOHOEaHUs, U KOTOpoe pykoeodum Opysumu PYyKOeOoOAWUMY NUYAMU MPecmynHbIX 2pYNMUpPOEOK
C02/1aCHO yCMaHoeneHHoU e npecmynHoM coobuwecmee uepapxuu”.

Cpean "sopoe e 3axoHe" W "y2onoeHsix agmopumemoe” eCTb rpaaHe He ToNbKo YKpauHb!, Ho Takke [pyann,
AsepbangxaHa, Apmenun, u bonblue Bcero — Poccuiickoin @egepaynn. Heobxognmo coBepLUEHCTBOBATEL HaLLM
33KOHLI B HANPaBNeHWW MUWEHUS 3mMux fuy, epaxdaHcmea, eCnit Te MMEKT Takue NPecTynHble CTaTyChl U HEraTMBHO
BNWAKT HA KPUMWUHOTEHHYK cuTyauuio. Cneayet oTMeTuTE, yTo (aaxe Bea cneunansHoro 3akoHogatenscrea)
HaywoHaneHaa nonuumA BegeT cokpylwuTensHyto 6opeby npotue npeaBoauTeneil opraHnaoBaHHbLIX MPECTYMHLIX
rPYNNUPOBOK: 3a NOCNEAHWE ABa MECALA COOTBETCTBYHLLMMI 38KOHHLIMW petueHnAMY [ocyaapcTeBeHHON
MUrpaUMoHHON cnyBbl Mbl y3Ke 4enopTMPOBani C TEPPUTOPUM HALLEro rocyaapcTea YeTBepbiX "60poe & 3axoHe" n
00Ho20 "yeonoeHoz20 aemopumema”, MMeBLUNX WHOCTPaHHOE MPaxaaHCTBO HapyLUaBLUMX MUTPaLMOHHOe
33KOHOAATENbLCTBO. HO OHW, U3MEHAR NacnopmHsie CaHHbIe, EHOBL MEIMAMCH NONacMs Ha MEPPUMOPUID HaWezo
2ocydapcmea. 370 elle 0fHO CBWAETENLCTEO TOro, YTo NPecTyNHbIE HAMEPEHHUA UX Kypamopoe — damb UM
pbrya2u Onsa KOHMPONA U NUAHUA Ha KDUMUHO2EHHYH CUMyayuro € Halwel cimpaHe — ABNAKTCA
CHCTEMHbLIMH W NocnefoBaTenbHbIMM. [INA JanbHelwero Heg oMy eHUA Takux CNy4Yaes Mel CYUTaem
HeoDXoAUMLIM BHECTH 3aKOHOAaTensHbIe W3MEHEHNA 0 8o3epalueHuy 8 YzonoeHsll kodekc YkpauHs!

cmambu "HezaxoxHoe nepecederue eocydapcmeerHol epaHuusl Yxkpaussi”. A eule cuntaem HeobxoauMbIM
NPOBECTW Takue 33KOHOAATeNbHbIE WAMEHEHNA: YCUNUTL OTBETCTBEHHOCTL 33 COBEpLUeHME TAXKUX W 0C0D0 TAXKNX

ARAATUARALIEE URARMIIETL AAIMILT SAAAFA AA AAAKMA WARRALIA LMARLI AAAAATIIALIINA LA ARAAAALILIAIE A AATARWALIAARS
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|IP=\.IyHHCI‘|I’IVI, yDC“VI‘CVIID \.:yMMD( Saljivia ouw DPCMI‘I VI.}UPGHVII‘I MBPDI IIPGLCHEHI’IH, ne vonaannuy o \-UACPA\GHNGM
NoA CTpaKeil, MNU NONHOCTEH NULLATE UX TaKoil BoaMoxkHOCTH. Mel nHULUMpyem co3ganne paboueil rpynnsl na
npegctaeuteneit MB, HIN, BPY, ITIY 1 mexayHapoaHbiX 0prain3auuin AnA 4opaboTkn HOBOTO 3aKOHONPOeKTa
nepes pernctpaumneii ero B napnamenTe. YoexaeHsl, 4to BoNLWWHCTBO HALINX rpaxaaH X0TAT #uTe Dea Toi 3apaatl,
KOTOPYH HecyT B 0DLLECTBO 0pPraHn30BaHHLIE NPECTYNHLIE TPYNML W X NPEABOAUTENN.

Ana meHA BcA 37a pabota — BHYTPeHHW GpoHT. Monyate 06 3TOM Ml He UMeeM Npaea. Y Hac TAXensle BpeMeHa B
rocyaapctee. Mel nobegunun, Ho noka Yto He Hakaaann "eopa e saxkoxe” B AHykoeuua. Ho Ham Haao ewe nobeauts
BCEX TEX, KTO TOXeE ceiluyac AeicTBYeT, Kak ObiBLUAaR BNacTk, W NbITAETCA M3BHE W M3HYTPU YHUUTOXNTL Halle
rocyAapcTeo.
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Nellie Ohr

From: Nellie Ohr

Sent: Monday, May 30, 2016 9:56 AM

To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF); [DIGRSEERSET RN - \Wheatley,
Joe

Subject: Reported Trove of documents on Ukrainian Party of Regions' "Black Cashbox"

http://www.odessatalk.com/2016/05/party-regions-chyornaya-kassa/

The Party of Regions “Chyornaya Kassa”

May 29, 2016 by Nikolai Holmov Leave a Comment

One of the enduring intrigues for Soviet, post-Soviet and KGB/Security Services watchers with regard to Russia
remains that of the "Chyornaya Kassa™ (Black Cashbox) run by ex-KGB/secret service officers that has its origins in
the late Soviet period.

The purpose of this considerable fund, which has long been reported to have been in existence, is to bribe officials,
launder cash and sponsor projects of interest. For example, Zhirinovskii's LDPR, like Barkashov's RNYe and
Sterligov's Russkoye Narodnoye Sobor (Russian National Assembly) were all reported to have been recipients

of funding via the so-called ‘chyornaya kassa' when the KGB were creating the facade of a "democratic™ Russia prior
to, and immediately following, the collapse of the USSR.

It should therefore come as little surprise that the Party of Regions apparently also had a “Chyornaya Kassa®™ with
the same purpose of bribing officials, laundering cash and sponsoring projects of interest, etc.

Documentation regarding that Party of Regions “chyornaya kasse™ has now seemingly found its way to NABU, the
Ukrainian National Anti-Corruption Bureau.

https //t.co/KhDHk97zmG #Ukraine — Well this would be an interesting read — though not as
interesting as the (in)ffamous KGB “uepHoit kaccel”
— Nikolai Holmov (@OdessaBlogger) May 28 2016

Of course there will be much speculation as to the contents of what appears to be records of thousands of
transactions, signatures, stamps and seals relating to hundreds of officials past and present.

Former Chief of the "K” Department of the Ukrainian SBU General Victor Trepakov, (quietly relieved from his post by
Presidential Decree on the same day the new Cabinet was anointed) who handed these documents to the Director
of NABU Artem Sitnic, stated “Much of this matenal — a'ledger” of corrupt payments that are systematically camed
out at the expense of a “"common fund’, “black cash” by the Party of Regions.

For the first time in the field of law enforcement there is an array of matenals on not one or more cnimes, but long-
term systemic corruption activities of an organized structure which operated on the basis of a certain political party
and was aimed at the unlawful seizure of power and its misuse. And most importantly — has reached this goal!

We are talking about corruption activities of the most dangerous kind — political corruption with hundreds, /
emphasize hundreds of subjects, including dozens of officials of the highest level. |n most cases the materials
contain substantive information about who, when and how the crime was committed. Besides that all are unique
incidents, they allow a holistic view of the big picture of criminal activity — with its organizers, executors,
intermediaries, means of implementation, the results.”

Undoubtedly those names will not simply be limited ex-Party of Regions names, nor their implanted functionaries in
State institutions. They will also include the members of the judiciary, prosecutors, political “grey cardinals”,
leaders of State institutions (like election commissions), a sprinkling of foreign officials, and many “Old Guard”
personalities across political party lines — regardless of their party.

Apparently the fund was about $2 billion — in cash — notwithstanding any business property “flipping” documentation,
share transfers etc.

All potentially dangerous and inflammatory stuff.

Thus whilst the contents of these documents will be subject to much speculation — notwithstanding months and
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probably years of NABU investigation (depending upon the ease of investigating any particular incident) — there are
equally interesting questions about the collection. collation and delivery of this chyornaya kasse to the Director of
the NABU.

Leaving aside the authenticity of the documents which cover thousands of transactions over a period of years
(requiring some dedication to fake — but doable nonetheless), there can be only a very few select number of people
that were trusted to keep the books of the Party of Regions illicit Chyornaya Kassa.

Wha then collected and collated this information and acted as the PoR Chyornaya Kassa “accountant”

or “accountants™?

Are they still in Ukraine, have they fled, have they since died and if so under what circumstances? (There have been
a number of “suicides” of Yanukovych functionaries in the immediate aftermath of his fleeing — particularly among
those ever connected with the State Property Fund.)

If the possessor of this Chyornaya Kassa is one of the perhaps only a few “accountants”, there is enormous
personal risk in passing on this original documentation — as there is for Mr Trepakov having seen it and passed it to
NABU.

If not an “accountant” for the Chyomnaya Kassa, how were these documents obtained? Were they left behind in
panic by a fleeing Yanukovych regime functionary. subsequently seized and deliberately kept from an evidence
chain in a search and seizure register? If so by who — and why?

Did this individual copy these documents prior to handing them to Victor Trepakov? Has Victor Trepakov copied
them prior to handing them to the Director of NABU? Are there other copies circulating among the former PoR
members? Who else may have a copy?

What was the purpose of making copies? As a guarantee/personal insurance policy that should anything happen to
these relevant individuals the documents would make their way to the media? If so where are the copies

lodged? Who to trust, and equally burden (for it is a burden), with such a role?

Have copies of these documents made their way to other, perhaps foreign security services? To what end? To
create a back-up of sealed indictments in case of inaction or ineffective investigation by NABU against certain
individuals to prevent certain future actions on their part?

If there are foreign personalities involved, are those relevant documents to be shared with those nations — and when?
Why was Mr Trepakov chosen as the intermediary between possessor/owner/keeper of the PoR Chyornaya Kassa
and NABU? Is there a personal relationship between informer and intermediary? Let us be frank, a former Chief of
the K" Department with the Ukrainian SBU is not without significant connections and previous informant handler and
informant controller history/experience.

Why did Mr Trepakov agree to become the intermediary having been so recently removed from the SBU institutional
structure — quietly?

Is he really the intermediary or the original finder/keeper of these documents from searches past?

In short, what are the motivations of both the individual that passed the information and that of the intermediary? It
is a question that any and every investigator would ask — for they are questions asked when registering and dealing
with any informant and the information they subsequently provide. Not all informants are informants for cash
reward — there are other (and perhaps more dangerous) motivators.

It may very well be that both parties are acting out of a sense of patriotism and a dedication to force change in the
system via the prevalence of the rule of law. It may very well be that no aspersions should be cast upon their
characters. Nevertheless, such very basic questions should be asked by investigators — and those who have taken
part in supplying this information to the authorities undoubtedly expect those questions to be asked.

There are questions to be asked over timing. Clearly the PoR Chyornaya Kassa (if genuine) has not just appeared
from nowhere. Somebody has kept it, knowing it to be what it is. for quite some time. Thus why now has it come
to light and been given to the authorities?

Is it that previously there was doubt as to the ability of NABU to stay clear of political interference?

Is it that previously there simply was no NABU?

Is it that Yuri Lutsenko is seen as the first Prosecutor General who is not able to strong-arm the NABU or radically
change its structure? Were previous PGs deemed too strong vis a vis NABU? s it that the previous PGs are all
named in the PoR Chyornaya Kassa and that the current PG isn't? Perhaps it is felt that Mr Lutsenko is far

more “controllable” or “influenced” by the West than previous incumbents and therefore that NABU will be able to
work unhindered? That all seems rather doubtful considering that political names across party lines and within
State institutions are certain to be sullied by illicit deals within any genuine PoR Chyornaya Kassa.

If that be so, the reason for such timing now is what?

Is it to effect a challenge to the existing system that has far more potential to up end it than that of the Panama
Papers or media chatter. The feeling of those involved in producing such documentation therefore being that this
has to be done now before the “bad old ways™ become solidly set once again?

Had the document “keeper” has suddenly become “under pressure” or be slighted in some way, and this is a
method of repulsion or revenge?

Wiselvy no names nor specifics have been placed within the public domain with regard to contents — for now. To do
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so would firstly invalidate the “insurance” any copies would have for those promoting the existence of this chyornaya
kassa. and secondly could very well impede subsequent investigations by NABU. However, on the presumption that
such “insurance” exists by way of copies taken by those that have had possession of the PoR Chyornaya Kassa
documentation, it is perhaps also only a matter of time before things (almost inevitably) leak.

Whatever is to come, on the presumption that the PoR Chyomnaya Kassa is genuine and is investigated thoroughly,
then it will make the Panama Papers and almost all previous scandals (perhaps less Lazarenko) seem like a non-
event (which generally it has proven to be in Ukraine).

How to investigate such a large and incriminating document both holistically and by way of individual illicit acts will
be a matter for NABU — but there must surely be some cases that can be properly and responsibly investigated and
brought to trial before the year end — whilst others will quite literally take years to complete.

It will be interesting to watch this story develop!
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, May 10, 2016 3:29 PM

To: OIORCULRSSE - Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF); Wheatley, Joe;
Nizich, lvana

Subject: Galeotti sums it up

Putinism won’t end with a bang, but a warrant

Mark Galeotti 10 May 2016
https://opendemocracy.net/od-russia/mark-galeotti/putinism-won-t-end-with-bang-but-criminal-warrant

New charges concerning several leading Russian officials reveal the greatest threat to the Kremlin's hold on power —
elite corruption.

Will Putinism end not with a bang but a warrant? Hot on the heels of the Panama Papers’ revelations about multi-
billion dollar slush funds, a Spanish court's decision to issue arrest orders for 12 Russian citizens, including senior
law enforcement officials and a Duma deputy. demonstrates the new pressures faced by Russia's elite, otherwise
used to juggling the freedom to steal at home with the freedom to spend and save abroad.

In the process, the elite’s social contract with the Putin regime is increasingly impossible for both sides to sustain.

An antisocial contract

The Spanish case has illustrated the way that the interconnection of crime, politics and business in Russia means
that — at some remove — almost everyone of substance within the system is linked with out-and-out mobsters.
Even figures generally regarded as “clean” by Russian standards, such as Deputy Prime Minister Dmitry Kozak,
feature in the phone-tapped conversations and extensively mapped business connections painstakingly collected by
the investigators.

The sistema is one in which everyone does and requires favours, tribute is demanded and offered as much as
anything else as a symbolic representation of relative power, and no one is expected to live off their salary alone.
The sistema, not Islamic radicals or freethinking liberals. is the greatest security challenge to today's Russia

The tsarist model of kormlenie (“feeding”), whereby officials were paid a relative pittance on the expectation that they
would use their positions to enrich themselves, was eventually abandoned as backward and corrupt. Depressingly
enough, the “trough” emerged as a survival mechanism under Yeltsin. It has become a central feature of Putin's
mechanisms to manage the elite.

A still from a 2012 fake video showing Vladimir Putin facing charges of financial machinations and abuse of power.
Source: YouTube. Everyone is corrupt to some extent or another, and the question becomes that difficult and
subjective one of distinguishing degrees of ditiness. This is morally corrosive and, as has become increasingly
evident, buys political control at the expense of managerial effectiveness.

Mercifully, there are still efficient technocrats still doing their jobs well, whether because they benefit personally or
simply out of patriotism or professionalism. In general, though, the result is systemic corruption and inefficiency.
With money getting tight, inefficiency begins to look like luxury

With money getting tight, that inefficiency begins to look like luxury. However, the Spanish case has also
highlighted another problem for the Kremlin.

The Soviet elite were corrupt, even to the extent of enjoying western luxuries denied the masses. However, in Soviet
times almost all connections with the outside world, licit or not, were managed by the state. External economic
relations were the province of Vneshtorg, Vneshekonombank, and similar bureaucratic monoliths. Party members
bought western goods at state-owned Party commissaries or hard-currency stores. Even smuggling exclusive
goodies for the upper elite was largely handled by the KGB. In other words, Soviet citizens, even members of the
elite, had few connections with the outside world.

Crnemnannalitan virae
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In today's Russia, things are very different. Those who live by globalisation are finding that they can die by it, too.
The modern Russian elite delight in their cosmopolitanism. They travel widely, send their children to study in the
west, and are enthusiastic consumers of global products and experiences.

Understanding that, to be rich in Russia is merely to hold assets in trust until the state or someone with better
connections or sharper fangs decides otherwise, the elite uses the west as their savings account, their place to
stash their often-ill-gotten gains protected by the rule of law.

Those who live by globalisation are finding that they can die by it, too

Until very recently, Russia's elite have been able to enjoy this privilege because western governments, by no means
to their credit, were largely willing to turn a blind eye to Russian kleptocracy so long as the money rolled into and
through their financial systems, profited their bankers and lawyers and generally meant business. There is still a
resistance to any measures which would impede this flow of easy money, but the Spanish case may help tip the
balance.

The other reason the elite could get away with this duality, kleptocrat at home, high-rolling investor in the west, is
that the Kremlin allowed it. In recent years the government has become concerned about the outflow of money and
campaigned for a repatriation of assets to the welcoming bosom of the Motherland.

However, at the same time nothing has been done to curb the continuing interbreeding of crime, politics, and
business. Indeed, many of what Putin would presumably count as his triumphs actually depended on toxic mixture.
The Olympic facilities at Sochi were to a degree built by trafficked labour. The seizure of Crimea was facilitated by a
strategic alliance with local gangsters that saw their representative elevated as the peninsula’s premier. The war in
the Donbas was partly fought by co-opted crime gangs.

The Kremlin depends on the elite to manage the country. The social contract that emerged is that in return for
loyalty, they are allowed, within elastic limits, to steal and enjoy the fruits of that corruption and embezzlement.
They operate in a world of backhanders. sweetheart deals, favours and tribute that inevitably connects them

to “proper” gangsters, whose senices the Kremlin itself sometimes also finds useful.

Everything, to quote Lenin, connects to everything else.

What is to be done?

But this sistema is under serious, growing, perhaps even lethal pressure. Domestically, there is less money to
subsidise a system based on graft and clientelism. Keeping some allies happy and plump is leaving others
disgruntled and hungry.

In response, the government has to consider increasingly short-term measures. The next round of privatisations, for
example, are not to maximise state income or bring better management to structures such as Bashneft and Alrosa.
Rather, they will become vehicles to transfer assets into the hands of favoured cronies.

This may help maintain support (or at least the appearance of support) for the moment, but each time the Kremlin
hands out more of the family silver, there is that much less left in the drawer.

Each time the Kremlin hands out more family silver, there is that much less left in the drawer

Likewise, how far can the Kremlin continue to turn a blind eye to the corruption and inefficiencies of the system?
The recent decision to subordinate the anti-narcotics senvice (FSKN) to the Ministry of Internal Affairs (MVD) was
done for many reasons, but in part its notorious corruption.

To many, the FSKN was more interested in facilitating and “taxing” the drug trade than fighting it, and the MVD — no
beacon of purity — now has the unenviable task of trying to cleanse it. Likewise, there appear to be new attempts to
clean up embezzlement and corruption within defence procurement. If Putin wants an army able to bully NATO and
cow his neighbours, he needs to get the most bang out of his shrinking bucks.

But Putin has built his whole sistema around this pervasive, sometimes almost invisible webwork of relationships
that seamlessly connect the mainly-honest, the wholly-dirty, and everyone in between. That webbing, not fear or
propaganda, is what he used to “gather the Russian lands” after the centrifugal Yeltsin years.

Unpicking this system would be a Herculean task, and there is no evidence that Putin has the will or the capacity.
Instead, Putin confines himself to specific institutional examples, even if — whether he is willing to admit it or not —
this is more to give the impression of action than a realistic attempt at change.

Yet the sistema, not Islamic radicals or freethinking liberals, is the greatest security challenge to today's Russia.
The sistema drains the economy, shackles the technocrats, enervates the masses, angers the marginalised, and
subverts the message of a resurgent nation. It also creates vulnerabilities with which the Soviets never had to
contend. This cosmopolitan elite can be affected by western laws and law enforcement — we have already had the
Magnitsky Law and the post-Crimea personal sanctions.
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vigging in

The Panama Papers and now the Spanish warrants open up a potential new form of political pressure. After all, the
Spanish evidence demonstrates how far Tambovskaya “godfather” Gennady Petrov was connected first-, second- or
third-hand to a cast of Russian luminaries who now can be considered potential witnesses at best, accessories at
worst.

More and more Russians are finding their opportunities for foreign travel constrained, their overseas assets frozen,
their companies flagged as potential investment risks. And why are western governments more willing to provide
their magistrates and investigators the resources for such major operations and back them with political muscle?
Because of the new geopolitical confrontation, the responsibility for which can be laid squarely at Putin's feet.
Having established himself as the architect and builder of the new Russia, Putin can hardly escape responsibility for
the outcomes of his policies

An elite that was co-opted and contented by the freedom to steal and the scope to use that wealth abroad is,
thanks to Putin, finding itself less able to steal and increasingly barred from the west. Putin wants the

elite “repatriated” in loyalties and well as lucre, but his capacity to offer them comparable opportunities at home is
ever more limited.

And, when it comes down to it, having established himself as the architect and builder of the new Russia, Putin can
hardly escape responsibility for the outcomes of his policies.

To be sure, he is not at imminent risk. Putin is digging in behind his Kremlin walls and the newly-created National
Guard. But it would be an irony if the west's most powerful instrument of regime change in Russia was not
sanctions or propaganda, but simple arrest warrants.
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From: Holtyn, Lisa (OCDETF)

Sent: Wednesday, May 4, 2016 1:44 PM

To: Nellie Ohr

Subject: RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

This message has been archived.

Thanks, Nellie. If you come across any references to an arrest warrant on him, could you please let me
know? Thanks again for keeping me posted!

From: Nellie Ohr [mailt

Sent: Wednesday, May 04, 2016 12:21 PM

To: Holtyn, Lisa (OCDETF)

Subject: Re: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Yeah, | may have jumped to conclusions after seeing his name in the RFERL article.

The ElI Mundo report mentions Zubkov at the very end but doesn't specifically seem to say there was an
arrest warrant

"Entre las personas mas importantes con las que se relacionaba Petrov estaba Anatoli Serdiukov, ministro
de Defensa entre 2007 y 2012 y yerno del ex primer ministro Viktor Zubkov. El propio Zubkov habria
favorecido a la organizacion de Petrov con algunas decisiones politicas, segln apunta la investigacion. "
http://www.elmundo.es/espana/2016/05/03/57279e9e468aeb2a568b4589.html
<http://www.elmundo.es/espana/2016/05/03/57279e9e468aeb2a568b4589.htm|>

The term "reclamados" seems to be used for the ones for whom they issued arrest warrants, and the term
doesn't seem to be specifically applied to him.

From: Holtyn, Lisa (OCDETF) (OCDETF)
To: Nellie Ohr
Sent: Wed, May 4, 2016 12:00 pm
Subject: RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

>

Hi Nellie,

Did you actually see something indicating that an arrest warrant was issued for Zubkov? When | read the
below article, | only saw reference to him being connected to the gang, not actually the subject of an
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arrest warrant. I've been looking on line but can’t find anything to corroborate it.

Thanks!

Lisa

From: Nellie Ohr [(9K(®)

Sent: Wednesday, May 04, 2016 8:46 AM

To: Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, Ivana; Ohr, Bruce (ODAG)

Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Spain Issues Warrants For Top Russian Officials, Putin Insiders

Last Updated:May 03, 2016http://www.rferl.mobi/a/russia-spain-warrant-top-officials-putin-
insiders/27713179.html

* RFE/RL

Those named include Vladislav Reznik (pictured), a lawmaker from the ruling United Russia party and first
deputy chairman of the Finance Committee in the lower house of parliament, and Nikolai Aulov, the head
of the Interior Ministry's directorate-general.

A Spanish judge has issued international arrest warrants for several current and former Russian
government officials and other political figures closely linked to President Vladimir Putin.

The named Russians include a former prime minister and an ex-defense minister, as well as a current
deputy prime minister and the current head of the lower house of parliament's finance committee.

The Spanish documents target alleged members of two of Russia's largest and best-known criminal
organizations -- the Tambov and Malyshev gangs -- in connection with crimes committed in Spain,
including murder, weapons and drug trafficking, extortion, and money laundering.

Russians with alleged ties to the crime groups include a former prime minister and an ex-defense minister,
as well as a current deputy prime minister and the current head of the lower house of parliament's finance
committee.

Spanish police also conclude that one of the gangs was able to penetrate Russian ministries, security
forces, and other key government institutions and businesses with the help of an influential senior
legislator.

Judge Jose de la Mata issued 12 arrest warrants in January but the action was not announced to the press
until May 2.

Russian President Vladimir Putin (right) listens to Deputy Prime Minister Dmitry Kozak

Spanish authorities are seeking the arrest of Vladislav Reznik, a lawmaker from the ruling United Russia
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party and first deputy chairman of the Finance Committee in the lower house of parliament, the State
Duma.

Those alleged to be tied to the gangs include Deputy Prime Minister Dmitry Kozak, a former public
prosecutor in Putin's native St. Petersburg who joined Putin's Kremlin administration as chief of staff at its
inception in 1999-2000.

Another is Viktor Zubkov, who served as Russian prime minister from September 2007 until May 2008. He
then served as Putin's first deputy prime minister from May 2008 until May 2012, during Dmitry
Medvedev's presidency.

Also named as alleged members are Nikolai Nikolaevich Aulov, the head of the Interior Ministry's
directorate-general; former Defense Minister Anatoly Serdyukov; former Deputy Prime Minister Igor
Sobolevsky; and former Information Technology Minister Leonid Reiman.

The arrest warrants follow an investigation by Spanish police into the Russian gangs' activities in Spain
from 2008 to 2011. A copy of the Spanish prosecutor's resulting 400-page report that reached the media
in June indicated that ties between the Tambov gang's activities in Spain and the Kremlin insiders was
established largely through recordings of phone calls.

The investigation particularly highlights the role of Gennady Petrov, who is believed to be the head of the
Tambov group. He was arrested during a raid on his Majorca villa in 2008 in a sweep that also netted 20
other suspected members of the Spanish branch of the Tambov gang. However, Petrov was later allowed
to travel to Russia and has been living in St. Petersburg ever since.

"The criminal organization headed by Petrov managed to achieve a clear penetration of the state
structures of his country, not only with the lawmaker [Vladislav] Reznik but with several ministers," the
prosecutor's report said.

Spanish police allege that Petrov managed to penetrate Russian institutions including municipalities,
ministries, security forces, ports authorities, and private organizations such as banks and corporations
through Reznik's influence.

Petrov became co-owner of the Bank Rossia in 1998 to 1999, together with three of Putin's close friends:
Nikolai Shamalov, Viktor Myachin, and Yury Kovalchuk. The three Putin friends were founding members of
the Ozero Collective.

The Ozero ("Lake") Collective is a residential housing cooperative that Putin and close acquaintances
formed in 1996 to purchase lakeside property and build vacation homes for themselves near St.
Petersburg. The homes form a gated community and the members of the cooperative have since gone on
to prominent positions in Russian government and business and become very wealthy.

The Tambov and Malyshev gangs both originated as protection rackets in St. Petersburg in the late 1980s.
Rivals in the past, the two fought a bloody battle for supremacy in 1989 and are believed to control scores
of industrial enterprises and engage in drug trafficking, prostitution, protection rackets, and money
laundering.

A criminal investigation into a 1 billion-euro money-laundering operation in Bulgaria in 2008 by the
Tambov gang provided one recent measure of its scale of operations.

The question now is whether Moscow will react to Spain's issuance of arrest warrants and whether it would
extradite any of those named. Almost all are believed to be currently residing in Russia.

"Today the main figures in the Spanish [prosecutor's] report are living in Russia without any problems,
and they are doing fine," Andrei Zykov, a retired senior investigator who specialized in corruption and
serious economic crimes in areas including St. Petersburg, told RFE/RL in December.

With reporting by EI Mundo and Republica
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*This article has been amended to clarify that Vladislav Reznik was named in a Spanish arrest warrant.

467



Obtained via FOIA by Judicial Watch, Inc.

Nellie Ohr

From: Nellie Ohr
Sent: Wednesday, May 04, 2016 12:53 PM
To: Wheatley, Joe; Nizich, Ivana; Ohr, Bruce (ODAG)

Subject: Maybe | misspoke on Zubkov and the arrest warrants

Correction: Lisa asked whether Zubkov really has an arrest warrant out for him. | doublechecked El Mundo, and it is
not so clear
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Holtyn, Lisa (OCDETF)

Wednesday, May 4, 2016 11:15 AM

Nellie Ohr;Wheatley, Joe;Nizich, Ivana;Ohr, Bruce (ODAG)

RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

OMG! Just noted my old pal Zubkov is listed!!!

From: Nellie Ohr (K@)

Sent: Wednesday, May 04, 2016 8:46 AM

To: Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, lvana; Ohr, Bruce (ODAG)

Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials
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From: Wheatley, Joe

Sent: Wednesday, May 4, 2016 9:02 AM

To: ‘Nellie Ohr';Holtyn, Lisa (OCDETF);Nizich, Ivana (CRM);Ohr, Bruce (ODAG)

Subject: RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Thanks so much, Nellie. I'm back in the country and will touch base soon on the email you sent us
yesterday.

All the best,

Joe

Joseph Wheatley
Trial Attorney, Organized Crime and Gang Section

U.S. Department of Justice

(b) (6)

From: Nellie Ohr [(9K(®)
Sent: Wednesday, May 04, 2016 8:46 AM

To: Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, Ivana; Ohr, Bruce (ODAG)

Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials
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From: Holtyn, Lisa (OCDETF)

Sent: Wednesday, May 4, 2016 11:06 AM

To: Nellie Ohr

Subject: RE: More on the Spanish arrests and VVP's Tambov group history--27 high officials said

to be involved

This message has been archived.

Thanks, Nellie! | have been following this story with quite a bit of interest, so | appreciate the latest,
more detailed info!

From: Nellie Ohr (K@)

Sent: Wednesday, May 04, 2016 10:26 AM

To: (QXOEEUEX® ; Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, lvana; Ohr, Bruce (ODAG)
Subject: More on the Spanish arrests and VVP's Tambov group history--27 high officials said to be
involved

[This report seems to go even further than earlier reports on Putin’'s ties with his judo instructor.

It also identifies Aulov as a Drug Control Service (FSKN) deputy chief, which I think is correct--the RFERL
report said Aulov was in the MVD (which may eventually absorb the FSKN but hasn't yet).

It is unclear whether there are arrest warrants against all of the 27 people named as being involved in the
case -- NHO]

Spanish Judge Issues Warrants for Russian Mafia Close to Putin; Was Judo Instructor Involved?
17:28 (GMT) <http://www.interpretermag.com/russia-update-may-3-2016/#13681>

<https://www.facebook.com/sharer/sharer.php?u=http%3A%2F%2Fwww.interpretermag.com%2Frussia-
update-may-3-2016%2F%3Fpressld%3D13681> The Spanish newspaper El Mundo reported today, May
3, that a Spanish judge has issued an order for the arrest of high-ranking Russian officials said to be
<https://www.facebook.com/sharer/sharer.php?u=http%3A%2F%2Fwww.interpretermag.com%o2Frussia-
update-may-3-2016%2F%3Fpressld%3D13681> close to Russian President Vladimir Putin and involved in
organized crime <http://www.elmundo.es/espana/2016/05/03/57279e9e468aeb2a568b4589.htmli> .

While the full list has not yet been published, Nikolai Aulov, deputy director of the Federal Narcotics
Control Agency (FSKN), and Vladislav Reznik, a United Russia deputy in the State Duma, are among them.

Prosecutors Juan Carrau and Jose Grinda had delivered a petition to the Central Court on May 29, 2015
and it seems it has taken a year to respond with international arrest warrants.

The warrants do not necessarily mean a trial can be expected soon because Spain does not try people in
absentia and it will be hard to arrest the defendants. To be sure, at one point Reznik, who has denied the
charges said he would be happy to clear his name by coming to Spain to take part in the trial.
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This indictment follows past arrests from two Spanish police operations, code-named Avispa (2005-07)
and Troika (2008-09), in which four Russian mafia lords said to be related to the Tambov
<https://en.wikipedia.org/wiki/Tambov_Gang> organized crime gang were arrested: Gennady Petrov,
Alexander Malyshev (Petrov's deputy), Vitaly Izguilov (a key lieutenant of the mafia group) and Zakhar
Kalashov, said to be the most senior mafia figure to be jailed outside of Russia, the Guardian said in 2010.

Petrov was released and able to flee Spain, and now lives again in Russia
<http://www.businessinsider.com/prosecutors-putins-cronies-helped-the-russian-mafia-work-in-spain-for-
more-than-a-decade-2015-6> where he continues his business activities. Petrov was co-owner of Bank
Rossiya from 1998-199 along with Nikolai Shamalov, Viktor Myachin and Yury Kovalchuk, who is currently
on Western sanctions list as "Putin’'s banker" in connection with the annexation of Crimea. All three of
Petrov's business partners along with Putin were founding members of the Ozero Collective, a dacha
ownership company.

In June 2015, based on a copy of the prosecutors' May 29 petition to the court, Bloomberg reported
<http://www.bloomberg.com/news/articles/2015-06-29/putin-allies-aided-russian-mafia-in-spain-
prosecutors-say> on the connections alleged between the Tambov crime syndicate in St. Petersburg and
Reznik, who is also deputy head of the parliament's finance committee. They said the Tambov members
moved to Spain in 1996, when Putin was deputy mayor of St. Petersburg, to continue criminal activities:

The 488-page complaint, the product of a decade of investigations into the spread of Russian organized
crime during the Putin era, portrays links between the criminal enterprise and top law-enforcement
officials and policy makers in Moscow. The petition, based on thousands of wiretaps, bank transfers and
property transactions, is a formal request to charge 27 people with money laundering, fraud and other
crimes. Approval by a judge would clear the way for a trial, but Spain doesn’t try people in absentia.

The only Russian official facing possible charges is Vladislav Reznik, a member of Putin’s ruling United
Russia party and the deputy head of the finance committee in the lower house of parliament. The
complaint, earlier reported by Spain’s El Mundo and ABC newspapers, says Reznik helped the alleged
leader of the enterprise, Gennady Petrov, get his associates appointed to key posts in Russia in exchange
for assets in Spain. Prosecutors are seeking to confiscate a property they say Reznik owns on the resort
island of Majorca.

Assistance to Spanish prosecutors in such mafia prosecutions was a possible motive for the murder of
former intelligence officer Alexander Litvinenko
<http://www.theguardian.com/world/2016/jan/12/alexander-litvinenko-russia-murder> , which was
"probably"” ordered by Putin himself, according to the British High Court.

The mafia ring's activities from the time Putin was deputy mayor of St. Petersburg under Mayor Anatoly
Sobchak seemed to be beyond the reach of the Spanish prosecutors.

But today's announcement shows the prosecutors have gathered enough evidence to issue other arrest
warrants, following their "Operation Troika" in which 20 were arrested in 2008. Judge Jose de la Mata,
who investigates organized crime groups, says there are "very serious facts" against them.

According to El Mundo, Reznik was said to perform "all necessary activities, legal or illegal (trafficking in
influence, privileged information, etc.) involving the highest levels of the Russian government in favor of
Petrov."

"The relationship between Petrov and Reznik is also economic in nature, both in Spain and Russia," said
the judge. A warrant has also been issued for Reznik's wife, Diana Gindin.
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The prosecutors said Aulov, the Russian narcotics agency official, "uses his power" to "carry out acts of
intimidation or threats to certain people who try to harm Petrov." From wiretaps, the prosecutors learned
that Aulov obtained "secret information relation to the investigation” itself which he informed his boss.
Another warrant was issued for Leonid Khristoforov, who acted as a liaison for Aulov.

Yet another is Igor Sobolevsky, deputy prime minister for "maintaining communication and exchange of
favors with Petrov."

The prosecutors said they had obtained 78 telephone conversations between Aulov, a former KGB
colleague of Putin's in St. Petersburg, with the gang leader Petrov.

The Spanish prosecutors have made the claim that Petrov has helped put people into high-ranking
positions

The prosecutors say their case, which has been under investigation for 8 years, will be completed soon
and will ultimately involve 27 high-ranking Russian officials, and "all ties lead directly to Putin," although it
is not known if Putin himself will be named.

Could Putin know more than he lets on from the gangsters' leaks from the investigation or his own
espionage?

Last weekend, Putin undertook a massive reorganization of law-enforcement
<http://www.reuters.com/article/us-russia-putin-reshuffle-lawenforcement-idUSKCNOXROP2> which
included among other changes, subordinating the Federal Narcotics Control Service, which had been a
separate agency, under the National Guard. Over the weekend, Putin fired a number of high-ranking
officials including Sergei Dmitriyev, public prosecutor, Igor Klimenov, head of the Federal Penitentiary
Service in Moscow, and Dmitry Neklyudov, deputy interior ministry for occupied Crimea. He also dismissed
Yury Nyrkov and Vasily Piskarev, two deputies of the Investigative Committee, and promoted Lev Gura, a
special cases investigator to senior investigator.

Maj.Gen. Igor Krasnov, who has prosecuted violent Russian ultranationalists, was the first prosecutor put
on the case of the murder of opposition leader Boris Nemtsov, has now been appointed deputy to
Aleksandr Bastrykin, head of the Investigative Committee. Spanish prosecutors have referenced
Bastrykin's name in the past but it is not clear whether he will be indicted.

No reason was given for these dismissals or appointments and those directly related to the Spanish
prosecution don't appear to be involved, but could Putin be taking precautions? The Kremlin position on
the Spanish claims, however, has always been that the allegations are "utter nonsense."

The issue of the Tambov Gang fixing official seats for various people becomes relevant when Putin's own
early biography is probed -- and an implication made that Putin himself owed his own university
placement and hence his subsequent career to this mafia.

Alexei Sobchenko, writing recently for Eurasianet.org <http://www.eurasianet.org/node/76726> ,
describes an unsigned piece at the popular blog putinism.wordpress.com (see under "Soratniki po bor'be
<http://bit.ly/220rZcT> ") that makes the connection between the Tambov gang and Putin via his old
judo instructor Leonid Usvyatsov, who twice served 10-year stretches in labor camp, the first on charges
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of group rape and the second on charges of illegal foreign currency dealings. The blogger says Usvyatsov
was "a prominent member of the so-called Tambov Gang." In between his terms in labor camp (1968-
1982), in the 1960s, Usvyatsov became Putin's trainer in the art of sambo <javascript:void(0)> , a
martial art developed by the Soviet Army.

Putin mentions Leonid lonovich, but only by his first name and uncommon patronymic, in his book First
Person
<https://putinism.wordpress.com/2015/12/21/%25u0441%25u043E%25u0440%25u0430%25u0442%25
u043D%25u0438%25u043A%25u0438-%25u043F%25u04 3E-
%25u0431%25u043E%25u0440%25u044C%25u0431%25u0435-2/> . The blogger describes this as a
"fond" memory. Here is the passage, in which Putin explains why he was in the Trud [Labor] judo club,
but not in the karate class, because those lessons cost money and he was too poor.

Once we went to the gym with Leonid lonovich, the senior coach from Trud. The karate students were
working out on the mat, though it was our turn. Leonid went up to their trainer and told them it was time
for our class. The karate trainer didn't even look his way - as if to say, get lost. Then Leonid, without
saying a word, flipped him, squeezed him lightly and dragged him off the mat. He had lost consciousness.
Then Leonid turned to us and said, "Go in and take your places." This was our attitude toward karate.

The young Putin then emulates this behavior as he describes later, judo-flipping a guy at a bus stop who
asked him for a cigarette. As an athlete, he didn't smoke.

This blogger claims it was Usvyatsov who got Putin into law school in 1970 under the athletic quota,
although we note that in his book, Putin himself claims it was due to his diligent studies, even though he
was not a member of the Komsomol (Young Communist League).

If anything, Putin takes pains in his book to claim that another coach wanted to get him into the Academy
of Civil Aviation as an athlete, but Putin didn't want to go into aviation. By that time, he had already
decided in the 9th grade that he wanted to be a spy, and a recruiter had told him he would need a higher
degree for this purpose, and suggested law school. This set Putin on the path to a legal degree.

Later in his book, Putin portrays Leonid lonovich as angry at that career choice -- given the role that
lawyers played in Soviet society, which was essentially as accomplices to prosecutors, not defenders
(lonovich was an ex-con). In fact, most people with "law degrees" served not in the bar, but in the police
or prosecutors' offices.

Putin writes:

Then another coach of mine from the Trud Club, Leonid lonovich, came to visit. He was a clever guy.
"Well," he said to me. "Where are you going?" Of course he already knew. He was just acting sly. | said,
"To university." "Oh, that's great, good for you," he said, "in what department"? "The law school," |
answered. Then he roared: "What?! To catch people? What are you doing? You'll be a cop. Do you
understand?!" | was insulted. "I'm not going to be a copy!" | yelled back.

480



Obtained via FOIA by Judicial Watch, Inc.

"For a year, they put pressure on me every day. That only increased my desire to go to law school," says
Putin, adding that both his coaches and parents threatened that he would end up in the army if he didn't
chose the aviation school -- but he said that he in fact the army "suited me just fine."

Interestingly, contrary to what the blogger claims, Putin then goes even further to tell a story that would
supposedly prove that he wasn't placed by lonovich or anyone else at all. It is so elaborate, that the
reader -- once familiar with the context of the Tambov Gang provided by the blogger and the Spanish
prosecutors -- begins to wonder if it was deliberately fabricated to cover up the truth.

In a book otherwise fairly sparse on biographical detail, Putin takes great pains to explain that when he
came to the law faculty of Leningrad State University, he ostensibly discovered that another athletic club,
Burevestnik [Storm Petrel], was demanding that he join them because they had supposedly helped him to
get a place in the law school.

Putin says that he was indignhant at such supposed "fixing," and went to the dean and told him he was
being "forced" to transfer into Burevestnik and that he didn't think he should. The kindly dean asked why,
and Putin replied, "Because they supposedly helped me, as an athlete, to get into the university, and now
I must pay them back by joining Burevestnik."

The dean checks his list of those who were to be placed in the university on the strength of their athletic
ability and tells Putin that he isn't on the list. "So you can safely tell everybody to get lost," he concluded.
"Which I did,"” Putin recounted.

Putin illustrates his loyalty to this sports club later explaining why he wouldn't accept the proposals of
other clubs:

I told them a hundred times | would not leave Trud--all my friends were there, and my first coach. |
said | would never join another club. | would play for the one | wanted.

Interestingly, the same unknown blogger digs up a section in the biography of another figure from those
years Nikolai Vashchilin, a prominent Soviet stuntman and wrestler who know Putin, Usvyatsov, and
Rotenberg in the 1960s as he was in the same athletic organizations. He writes that Rotenberg worked as
an assistant to Usvyatsov at Trud for a time and later was almost blown away himself during a gunfight at
a mafia funeral. The bloggers summarizes what Vashchilin writes:

Vova [Vladimir] Putin was placed by L.l. Usvyatsov himself at LGU [Leningrad State University]
through the athletic selection and personally through V.E. Solovyov (a sambo trainer) and M.M. Bobrov
(deputy director of the physical education department)... By the way, L.l. Usvyatsov landed himself a
second round [of imprisonment] in 1982, but now under Art. 88 [of the criminal code] and languished
until 1992. When he got out, Leonid lonovich Usvyatsov organized athletes into a unit of bodyguards (with
the permission of Smolny [the St. Petersburg government]) and was murdered by competitors in 1994,
and his place in the organization was taken by Vladimir Kumarin.

But if we go back to the source of Vashchilin himself, <http://www.proza.ru/2011/12/31/637> we find
some intriguing detail where the [...] indicated text that was cut (see emphasis in quoted text):

Vashchilin first says "I know Vova Putin not by hearsay and for rather a long time" as they were in sambo
together at Trud on No. 21 Decembrists' street. He describes other trainers that Putin also had, but notes
in particular Usvyatsov, under whom Putin and the Rotenberg brothers trained, "who greatly helped place
them in jobs and institutes.” Then he writes:

Yes, Vova Putin, too was placed at LGU through the sports selection and personally V.E. Solovyov (sambo
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trainer) and M.M. Bobrov (deputy of the physical education department), and then refused to transfer him
into Burevestnik, blackmailing the dean with the fact that he would expose their machinations with the
athletic selection of students at LGU.

Thus according to this other memoirist, there is an alternative narrative than the one Putin tells in his
book: it wasn't that Putin was mysteriously being pressured to join Burevestnik although he "wasn't on
the list"; in fact, the officials at the university with whom his trainer Usvyatsov was able to place him
insisted on putting Putin in Burevestnik (perhaps because it was not associated with an ex-con) -- and
then Usvyatsov, furious, threatened blackmail to keep his prized pupil out of Burevestnik. Putin remained
loyal to Trud.

Usvyatsov was jailed again in 1982 when Putin was still a junior KGB officer in charge of monitoring
foreigners and consular officials and likely could not at his level have found a way to intervene to save his
coach from jail.

But ultimately, his fellow judo students in the Trud club were to become part of Putin's inner circle --
Arkady and Boris Rotenberg, oligarchs who have a vast business empire now who received contracts in
the Sochi Olympics, and Vasily Shestakov, a State Duma legislator. An old picture shows them together --
and from that time, it seems Putin never did join another "club” and "played for the one he wanted."

<http://d26xdkmgy4hem4.cloudfront.net/interpreter_mag/the_three_1462298833800_1462298860.jpg
>

(L-R) Arkady Rotenberg, Vladimir Putin and Vasily Shestakov in a judo match together in an undated
photo.

As the blogger relates,
<https://putinism.wordpress.com/2015/12/21/%25u0441%25u043E%25u0440%25u0430%25u0442%25
u043D%25u0438%25u043A%25u0438-%25uU043F%25uU043E-
%25u0431%25u043E%25u0440%25u044C%25u0431%25u0435-2/> and another source
<https://leprosorium.dirty.ru/leonid-ionovich-usviatsov-787720/> also mentions, Rotenberg had also
worked with Usvyatsov as a stuntman in Lenfilm movies, as judo wrestlers were in demand; Usvyatsov
was said to use his connections to get himself and his students into the films. Some photos of them
together have survived.

<http://d26xdkmgy4hem4.cloudfront.net/interpreter_mag/stuntmen_1462310574979 1462310601.jpg>
Stuntmen in a Soviet WWII movie: Leonid Usvyatov (3rd from L) and Arkady Rotenberg (3rd from R)

By the time Usvyatsov was released after his second labor camp term in 1992, Putin was now in the St.
Petersburg mayor's office. The blogger says Usvyatsov was "a prominent member of the so-called Tambov
Gang" but it is not known if there is evidence of contact between Usvyatsov and Putin in any capacity after
he got out of prison. Ultimately, Usvyatsov was killed in gang warfare in 1994.

In 2008, Spanish authorities also arrested Aleksandr Malyshev <http://rumafia.com/en/dosje/62> , said
to be another mafia leader who competed with Tambov but then joined them who had moved to Spain to
flee gangland assassination attempts and continue his money-laundering activities. Both Petrov and
Malyshev had "a great level of influence and control,” say the prosecutors with "contacts among ministers,
judges and high-ranking military, and many of them relations of intense friendship." The prosecutors claim
that this network was involved in commissioned threats and beatings, murder, arms traffiking, extortion,
fraud, forgery, influence-peddling, bribery, smuggling, drug-trafficking, crimes against the state treasury,
fraudulent capitalization of companies.

The prosecutors say the most important names that surfaced was that of Anatoly Serdyukov, minister of
defense from 2007-2012, who was also a graduate of the St. Petersburg University Law School, and Viktor
Zubkov, a financial crimes investigator and former prime minister from 2007-2009, who then served as
Putin’'s first deputy prime minister when Putin himself was prime minister during Dmitry Medvedev's
presidency.
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Serdyukov was prosecuted in Russia for "negligence" for using the army to build a road to his private
country residence, and served some time in prison but was then amnestied in 2014; his mistress, who
was implicated in various corrupt housing schemes at the Defense Ministry was also prosecuted and
served a light sentence and was released "for good behavior." Serdyukov now serves as a director of the
state Rostec company which builds helicopters and airplane engines.

Some of the information bout Tambov came out via WikiLeaks' publication of State Department cables.
<http://www.theguardian.com/world/2010/dec/01/wikileaks-cable-spain-russian-mafia>

Other names indicated by El Mundo are Dmitry Kozak, head of the ministry of regional development,
who joined Putin's administration in 1999-2000, RFE/RL reports <http://www.rferl.mobi/a/russia-spain-
warrant-top-officials-putin-insiders/27713179.html> , and Leonid Reiman, former minister of information
technology and communications, who is a partner of Petrov's in a company.

Where will all this go? Likely the Spanish prosecutors will never get to the people they've indicted who are
all safe in Russia and won't travel abroad to risk arrest. As RFE/RL reported:

"Today the main figures in the Spanish [prosecutor's] report are living in Russia without any problems,
and they are doing fine," Andrei Zykov, a retired senior investigator who specialized in corruption and
serious economic crimes in areas including St. Petersburg.

Will Putin himself remove or even prosecute some of the obvious corrupt individuals to avoid any further
risk to himself? That remains to be seen, and the Serdyukov case indicates that whatever punishment
may be in store could be light.

-- Catherine A. Fitzpatrick

Published in Press-Stream Russia Update: May 3, 2016
<https://pressimus.com/Interpreter_Mag/stream/2712> in Publication Russia Update
<https://pressimus.com/Interpreter_Mag/publication/324> http://www.interpretermag.com/russia-
update-may-3-2016/

From: Nellie Ohr (K@)

To: (DICIEGEN 3(0) (6). (0) ()(C) - Joe Whealley 30 ©.©) (G

- lvana Nizich ; bruce.g.ohr <bruce.g.ohr@usdoj.gov=>
Sent: Wed, May 4, 2016 8:45 am
Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Spain Issues Warrants For Top Russian Officials, Putin Insiders
Last Updated:May 03, 2016http://www.rferl.mobi/a/russia-spain-warrant-top-officials-putin-

insiders/27713179.html

* RFE/RL

483



Obtained via FOIA by Judicial Watch, Inc.

Those named include Vladislav Reznik (pictured), a lawmaker from the ruling United Russia party and first
deputy chairman of the Finance Committee in the lower house of parliament, and Nikolai Aulov, the head
of the Interior Ministry's directorate-general.

A Spanish judge has issued international arrest warrants for several current and former Russian
government officials and other political figures closely linked to President Vladimir Putin.

The named Russians include a former prime minister and an ex-defense minister, as well as a current
deputy prime minister and the current head of the lower house of parliament's finance committee.

The Spanish documents target <http://en.news-4-u.ru/spain-announced-the-deputy-of-the-country-on-
the-international-wanted-list-on-the-case-of-the-russian-mafia.html> alleged members of two of Russia's
largest and best-known criminal organizations -- the Tambov and Malyshev gangs -- in connection with
crimes committed in Spain, including murder, weapons and drug trafficking, extortion, and money
laundering.

Russians with alleged ties to the crime groups include a former prime minister and an ex-defense minister,
as well as a current deputy prime minister and the current head of the lower house of parliament's finance
committee.

Spanish police also conclude that one of the gangs was able to penetrate Russian ministries, security
forces, and other key government institutions and businesses with the help of an influential senior
legislator.

Judge Jose de la Mata issued 12 arrest warrants in January but the action was not announced to the press
until May 2.

Russian President Vladimir Putin (right) listens to Deputy Prime Minister Dmitry Kozak
<http://gdb.rferl.org/F7C1AC70-315B-410A-AE51-5477F4F55907_ w250 rO_s.jpg>

Russian President Vladimir Putin (right) listens to Deputy Prime Minister Dmitry Kozak

Spanish authorities are seeking the arrest of Vladislav Reznik, a lawmaker from the ruling United Russia
party and first deputy chairman of the Finance Committee in the lower house of parliament, the State
Duma.

Those alleged to be tied to the gangs include Deputy Prime Minister Dmitry Kozak, a former public
prosecutor in Putin's native St. Petersburg who joined Putin's Kremlin administration as chief of staff at its
inception in 1999-2000.

Another is Viktor Zubkov, who served as Russian prime minister from September 2007 until May 2008. He
then served as Putin's first deputy prime minister from May 2008 until May 2012, during Dmitry
MedvedeV's presidency.

Also named as alleged members are Nikolai Nikolaevich Aulov, the head of the Interior Ministry's
directorate-general; former Defense Minister Anatoly Serdyukov; former Deputy Prime Minister Igor
Sobolevsky; and former Information Technology Minister Leonid Reiman.

The arrest warrants follow an investigation by Spanish police into the Russian gangs' activities in Spain
from 2008 to 2011. A copy of the Spanish prosecutor’s resulting 400-page report that reached the media
in June indicated that ties <http://www.rferl.mobi/a/27433558.html> between the Tambov gang's
activities in Spain and the Kremlin insiders was established largely through recordings of phone calls.

The investigation particularly highlights the role of Gennady Petrov, who is believed to be the head of the
Tambov group. He was arrested during a raid on his Majorca villa in 2008 in a sweep that also netted 20
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other suspected members of the Spanish branch of the Tambov gang. However, Petrov was later allowed
to travel to Russia and has been living in St. Petersburg ever since.

"The criminal organization headed by Petrov managed to achieve a clear penetration of the state
structures of his country, not only with the lawmaker [Vladislav] Reznik but with several ministers," the
prosecutor’s report said.

Spanish police allege that Petrov managed to penetrate Russian institutions including municipalities,
ministries, security forces, ports authorities, and private organizations such as banks and corporations
through Reznik's influence.

Petrov became co-owner of the Bank Rossia in 1998 to 1999, together with three of Putin's close friends:
Nikolai Shamalov, Viktor Myachin, and Yury Kovalchuk. The three Putin friends were founding members of
the Ozero Collective.

The Ozero ("Lake") Collective is a residential housing cooperative that Putin and close acquaintances
formed in 1996 to purchase lakeside property and build vacation homes for themselves near St.
Petersburg. The homes form a gated community and the members of the cooperative have since gone on
<http://navalny-en.livejournal.com/116947.html> to prominent positions in Russian government and
business and become very wealthy.

The Tambov and Malyshev gangs both originated as protection rackets in St. Petersburg in the late 1980s.
Rivals in the past, the two fought a bloody battle for supremacy in 1989 and are believed to control scores
of industrial enterprises and engage in drug trafficking, prostitution, protection rackets, and money
laundering.

A criminal investigation into a 1 billion-euro money-laundering operation
<http://www.europarl.europa.eu/document/activities/cont/201207/20120730ATT49511/20120730ATT495
11EN.pdf> in Bulgaria in 2008 by the Tambov gang provided one recent measure of its scale of
operations.

The question now is whether Moscow will react to Spain's issuance of arrest warrants and whether it would
extradite any of those named. Almost all are believed to be currently residing in Russia.

"Today the main figures in the Spanish [prosecutor’s] report are living in Russia without any problems,
and they are doing fine," Andrei Zykov, a retired senior investigator who specialized in corruption and
serious economic crimes in areas including St. Petersburg, told RFE/RL in December.

With reporting by El Mundo and Republica

*This article has been amended to clarify that Vladislav Reznik was named in a Spanish arrest warrant.
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Nellie Ohr

Lo e e

From: Nellie Ohr

Sent: Wednesday, May 04, 2016 9:57 AM

To: Ohr, Bruce (ODAG)

Subject: Night Wolves met with bread and salt in Brno/ judge says Bout sentence is too
harsh?

Saw these on Kommersant, which | usually think is a reliable publication

As for the bread and salt—-the Night Wolves got around the Poland ban by going through Slovakia and Moravia. They
visited a WWIl monument in Brno, supposedly. and got the bread and salt. The report comes from a Prague based
periodical—don't know where that periodical is coming from, but here's a picture.

Noéni viky pfivitali v Brné chlebem a soli

Nocni viky privitali v Brné chlebem a soli.
FOTO: Miroslav Homola, Pravo
http://www_novinky.cz/domaci/402386-nocni-vlky-privitali-v-brne-chlebem-a-soli_html

As for Bout-the Kommersant headline was misleading. It wasn't an acting judge but a retired judge— Shira
Scheindlen, in fact — who retired on 27 April and is now speaking out. She’s saying she gave the minimum sentence
she could within the guidelines.

http://mww_kommersant.ru/doc/2979054.

It links to this NYT item—which | didn't see in the paper version.
http://www_nytimes.com/2016/05/02/nyregion/departing-judge-offers-blunt-defense-of-ruling-that-ended-stop-and-
frisk.html?_r=0

p.s. DOJ will probably soon be hearing from Russian diplomats about the case of a Russian fellow, Igor Zyazin,
detained by Immigration when trying to cross into the US from Mexico. (He'd tried to do it in 2009 too). He died of
unknown causes while in custody. US medics said they tried to revive him but failed.
http:/fwww_kommersant.ru/doc/2979049

Another thing | didn't see in our paper newspapers: The FT supposedly published an item entitled "Magnitsky fraud
cash laundered through Britain, MPs hear,”

Browder was speaking to the House of Commons Home Affairs Committee, saying documents received from "a
certain Russian source” helped prove that Magnitsky money came into the UK via Lithuanian and Cyprus accounts
of offshore firms. https://next ft. com/content/fd11b9e4-1127-11e6-91da-096d89bd2173#axzz4 7fLQxC4c

The Russian-language summary based on the FT article doesn't name the companies

http://www.rbc ru/politics/04/05/2016/57299e499a79471f668be 599 ?from=newsfeed
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, May 3, 2016 10:19 AM

To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, Ivana

Subject: Magisterial roundup of obshchak-like money laundering "pool” held by Russia's
elite, compromat war etc.

Attachments: IN2May16.docx

Wayne Allensworth has outdone himself in these latest notes. (His analysis is the bolded text).
This touches on all kinds of scandals—Lesin's death, Shumkov's, Magnitsky etc. etc. A bit overwhelming, actually.
—~Nellie

——0Original Message-—

From: Wayne Allensworth

To: Wayne and Stacy Allensworth
Sent: Mon, May 2, 2016 6:32 pm
Subject: Internet Notes 2 May 2016

Internet Notes 2 May 2016

Note on notes (Zolotov and the Security Council)

Latynina circles back to the Independent Oil Company. VIB. Sechin. Khudaivnatov
(Another “violinist™?: Shumkov/Lesin and “the pool™)

Solovey on the intended audience for the “information attacks”

Stanovava on kompromat about Putin (Putin is more vulnerable than he seems.. but Western mass media is
not the threat; Open Russia has more on Putin’s ties to organized crime; Spain puts Deputy FSKN
Director Aulov on a wanted list)

Strelkov: No murder charges?

Land to be given away in the Far East

Note on notes (Zolotov and the Security Council)

First we read that with the creation of the National Guard. Zolotov was to be elevated to the status of
permanent Security Council member. Gryzlov was to be taken off the council. Then we read that Putin had
issued an order reversing the earlier decision, with Zolotov designated an ordinary SovBez member (See the 12
April notes). But he’s still listed as a permanent member:
http://www.kremlin.ru/structure/security-council/members

Latynina circles back to the Independent Oil Company, VI B, Sechin, Khudaiynatov
(Another “violinist”?; Shumkov/Lesin and “the pool”)

From the 22 February notes:
[On Sechin, Khudaiynatov, and a $4 billion credit, Latynina refers to a post by Maksim Blant:
http:'‘mblant livejoumnal com /669 html

Eduard Khudaiynatov was general director of Rosneft when Sechin was vice premier. Khudaiynatov was Sechin’s shadow.
When Sechin came back to Rosneft, Khudaiynatov created the Independent Oil and Gas Company (NNK) and NNK began to
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accumulate assets and licenses. many of them rather small assets. The main asset acquisition was Musa Bazhayev's Alliance
group. The transaction was made in 2014, when Russia was already under sanctions. and the assumed value of the deal was
$4 billion. But where did Khudaiynatov, who had always been a hired manager. not a business owner. get the money? And
Sechin had been consolidating oil assets in Rosneft—then his own former right hand makes such an acquisition.

Blant tells the story: Rosneft deposited 54 billion in VIB. while simultaneously NNK was given a 54 billion credit. Making a
bank deposit that instantly becomes a credit is a common money-laundering method in Russia. Where did Rosneft get the 54
billion? Latynina thinks it was sales to China. Latynina also believes the sale price was jacked up—and part of the transaction
was Khudaiynatov getting a kickback for making the deal on Rosneft’s behalf. Comment: I’'m not sure I follow all this—is the
deposit to credit transaction illegal? How is it money laundering? Anyway, Latynina says that with all Rosneft’s financial
troubles, Sechin wanted VIB to give its money back and VIB is not playing along. I don’t understand that bit of the story at
all—hadn’t NNK acquired the company on Rosneft’s behalf? That’s what Latynina is claiming here. Blant referred to
protocols from a Rosneft board meeting showing that the transaction was at a loss for Rosneft (Comment: OK, so the price
was too high—to account for the kickback—Latynina also says that the terms of the deposit-to-loan deal were a loser for
Rosneft. So when she said Rosneft wanted its money back, maybe it wanted back the loss on the deposit-to-loan transaction).
Latynina goes on to imply that she thinks Sechin has been using NNK to go after oil assets for a while—like Bashneft. NNK
made Sistema an offer, not Rosneft. on the asset. And Sistema’s Yevtushenkov wound up under house arrest (See, for
instance. the 30 October 2014 notes)...So. regarding the NNK purchase of Alliance group. Rosneft was financing the

purchase (at a loss) while demanding money from the National Welfare Fund ]

Comment: So it appeared that a Rosneft that was under sanctions was using NNK, not under
sanctions, as a vehicle for making acquisitions—but there was that money laundering part that I
wondered about. In her program last week, Latynina asked whether NNK was the equivalent of
Roldugin’s offshore—another “violinist” being used to launder money acquired by dubious means.
The acquisition, claimed Latynina, whose terms were not good for Rosneft, was really a put up deal
designed to funnel and legalize shady money. The transaction fee—a kickback—was paid to
Khudaiynatov as part of the laundering deal:

http://echo.msk.ru/programs/code/1752700-echo/ Latynina says the deposit-to-credit transaction is a
common cover for money laundering. .. She adds that she thinks the approval for the deal (NNK purchasing
Bazhayev's Alliance group) went all the way up to Putin—at the time, evervone figured oil prices would go up,
but they didn’t.. . But there’s something else—there’s a connection between the deal and the late Dmitriy
Shumkov (See the notes from 8 and 10 December 2015 and 5 and 11 January). Latynina says that’s why she
came back to the story, though there was also Khudaiynatov's purchase of a villa in Porotfino (for 25 Million
Euro) in 2015, after Putin told everybody not to buy any property abroad. The Roldugin offshore was shut
down in 2014—after Crimea. By 2012, it became clear that the Americans were taking a negative attitude to
such offshores—so they were no longer safe and Putin gave the order on no foreign property. But
Khudaivnatov bought his villa in 2015.

She gets back to Shumkov—he was close to Bazhayev, and was a sometime business partner of his. He was
making big investments, was involved in big deals in Moscow when he reportedly committed suicide. Where
did he get the money for those deals? Latynina thinks he got the money from the “strange™ NNK/Bazhayev
deal Later, he supposedly committed suicide—was he desperate because he had been caught siphoning
money off from the deal? Was he killed because he was stealing? (Comment: She doesn’t tell us why she
believes Shumkov stole money from the NNS/Bazhayev deal). Latynina says the Shumkov story
reminds her of Lesin—also found dead. but in Washington. a death she says was most likely an unfortunate
incident related to Lesin’s extravagant habits. But Lesin lost his post after a deal that was similar to the deal
Khudaiynatov made. In the Lesin case, there was Kovalchuk’s Gazprom Media. Prof Media was purchased
for Gazprom Media at a price of $S600 million. The word was that the sale price was above market value. Lesin
had been loudly bragging about that. And the “violinist™ affair let us know that 20% of Video International
belonged to that violinist with a Stradivarius. So maybe the Lesin story wasn’t about the Kovalchuks
(Comment: One versiya explaining Lesin’s death was that he was killed partly because he owed
Kovalchuk money. One of the Panama Papers offshores was connected to Lesin).

Latynina again circles back to Shumkov—she goes on about “the pool” (“basseiyn™). The pool is a second.
informal budget. a personal part of the treasury. It existed semi-unofficially and they say that it provides the
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salaries for highly-placed officials. But it was mainly for emergency expenditures. like Crimea. Latynina says she
thinks that it became apparent that the pool did not have has nmuch money in it as was thought, and those that
had their hands on the taps that fed the pool had their own streams. If the pool was leaking like a sieve, well,
that could lead to some interesting re-distributions of authority in the elite. We already have the well-known
story of Yakunin's resignation, after it came to light that his son had acquired citizenship in the UK. There was
the interesting story of VEB’s bankruptcy—how much did VEB hand over for the purchase of Sibuglement in
20147 $1 .8 billion? Wasn't that a lot for that company? Uralvagonzavod bought the Zarechniv mine, the
Russian Coal Holding—together, that was 45 billion. Did that reflect their real value? Latynina ends by saying
she thinks there will be more stories of the “leaky pool” and that Shumkov will not be the only victim. ..

Comment: “The pool,” as Latynina casts this story, may also be something like an “obshak,” a
mafia organization’s slush fund. She’s implying here that both Lesin and Shumkov abused the pool
and that others have as well, leading to some shakeups and maybe some murders. She is also saying
that the NNK transaction and some others were money laundering operations held, apparently, on
behalf of the pool and some who had access to it, such as Roldugin.

Let’s backup and see what dots we can connect...In the 8 December 2015 notes, we read that there
was a kompromat war underway and that Shumkov’s death might be associated with it. One of
Shumkov’s patrons was an assistant of Chayka’s, Aleksandr Zvyagintsev, who was dismissed
following the scandal over kompromat on Chavka’s son (See the 11 January notes). Recently, there
have been numerous kompromat dumps on elites, a number of them imvolving foreign property. In
December, around the same time as the kompromat attacks on Chayka, there were stories in the
notes on Putin’s links to organized crime (See the 29 and 31 December 2015 notes). In November
and December, we saw stories on “Tikhonova” and her alleged husband, Shamalov (See, for
instance, the 10 and 11 November 2015 notes and the notes from 21 December). There was an item

in the 8 February notes linking Chayka’s son to Shumkov.

Recall that Navalniv was behind a call for a check up on Yakunin and his operations at Russian
Railways and that Millennium Bank was linked to RR. RR and Artyom Chayka owned shares in the
bank, which had its license revoked (See the 8 February notes). Chayka claimed Browder and
Navalniy were behind the dumps against him (See the 14 December 2015 notes; back in the 21
December 2015 notes, Yabloko’s Sergey Mitrokhin said that Navalniy’s attacks on Chayka

were “ordered”; This spring, Browder and Navalniy were attacked by Rossiva TV as foreign agents.
See the 11 April notes)—so we circled back to the Magnitskiy affair. Then Roldugin and the
Panama Papers came along (4 April)—and Roldugin’s offshore was subsequently tied to the
Magnitskiy affair as a money laundering platform for the cash stolen in that case (27 and 28 April).
The Nekrasov film appeared to be another reply to the kompromat dumps that related back to the
Magnitskiyv affair (27 April).

In the 4 April notes, I suggested that the attacks on Kasyanov were connected to the previous
kompromat on Russian elites, especially the Panama Papers. My comments:

[Looks like the Kremlin anticipated the media reaction to the Panama papers and sought to soften the impact by showing
that the opposition was dirty, too. And, as [ wrote last week, I think Khodorkovskiy, some elites in Russia, and people
associated with them are probably a major source—or at least a major distributor—of dirt like the Baevskiy material we
saw last week (See the 31 April and 1 March notes), so there’s a bit of retaliation going on. The Kremlin is showing that it
can play that game as well I doubt the illicit liaison in the Kasyanov video will shock anybody, nor will the corruption

mentioned by Kasyanov, but that’s not the point.]

Baevskiy was an associate of the Rotenbergs who had handled apartment purchases for “Putin’s
women,” including Tikhonova and Kabayeva (See the notes from 31 March and 1 April).

Solovey commented on these “information attacks” on Russian vlast and their likely intended

1 P b S Y bl
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audience in tne 1 Apru notes:

Sl s the 7 At uriovire ¥ o Fyofm : st
[Soilovey on the intended audience for the "mformation attacks

http://vk.com/id244477574?w=wall244477574 16316%2Fall

-..The talk about “information attacks™ follows classic theory—"vaccinate™ the public, that is. wamn them that enemies intend
slander. The question is. just who is being vaccinated? The Russian public? They'll brush off foreign exposés. They won't
surprise anyone. or open anvone’s eyes. or. and this is the main thing. change anyone’s attitude to vlast. These exposés are
aimed primarily at the Westem elite. They are indifferent to the wamings of Russian officials. ..

Comment: I think he’s right about the target audience for the kompromat dumps, which don’t really tell us anything new. I
think Khodorkovskiy and some Russian elites who would like it if there was not another Putin term are intending to help
prevent any talk of lifting sanctions at this time, hoping for increased pressure on Putin. Maybe some of the elite are
willing to endure more pain now for the prospect of Putin’s leaving the Kremlin in 2018. Belkovskiy, who I think has been
working for Khodorkovskiy, has been seeming to (sometimes) say that an exit that would not put him in danger is still
possible for Putin. Pavlovskiy said that earlier this week (See the 30 March notes). Khodorkovskiy has been a little
different, saying that those not implicated in crimes have no reason to fear a change in regime. When kompromat wars are
going on, though, it can get a little blurry—maybe others might toss out some dirt on rivals, too. There may be more than

one source for the material and more than one motivation. ]

But Stanovaya thought that the cumulative impact of the kompromat might be relevant in the long
run—and could turn Putin’s base against him. From the 31 March notes:

[Stanovaya on kompromat about Putin (Putin is more vulnerable than he seems...but Western mass media is not the
threat; Open Russia has more on Putin’s ties to organized crime; Spain puts Deputy FSKN Director Aulev on a wanted list)

See yesterday’s notes. ..

htips://sion.ru/posts/66002

Stanovaya wonders whether Putin should be worried about the “information attacks™ Peskov has mentioned.. Right now, all
the criticisms aimed at Putin are coming from channels that have an axe to grnind—the non-systemic opposition and the West.
But when the criticism comes from, say, the protesting long-haul truckers, then that changes the picture quite a bit. When
the “fifth column™ in the eyes of vlast becomes the narod, then a revolution is underway._. Putin less and less seems to
believe that his rating could fall as a consequence of his own mistakes. It’s not hard to see that Putin isn’t just satisfied with
the results of his rule_ he is proud of them. And it will be hard for him to believe in the reality of popular disappointment when
it manifests itself . Vlast also does not understand that “Krym nash” in the eves of the general public means what it says—
NASH-not Krym Putina or Krym Rotenberga. but Krym nash. that is. Putin is seen only as the instrument of re-establishing
historical justice. Crimea should have been Russian with or without Putin.

Putin is more vulnerable than it seems. But the main sources of a threat are not Navalniv or Westem mass media. The threat
to Putin will appear when the accusations are coming from his own electorate. . Anti-Putin information will be replenished.

expecting consumers and it is they who will raise the question of justice, unless GKChP-2 intervenes... |

To recap and formulate a picture of what’s going on...With elections approaching and an economic
crisis underway, Putin’s enemies (Khodorkovskiy, and perhaps people in the Russian elite
discontented with the way things have gone) are stepping up the kompromat attacks. The
Magnitskiy affair and the Panama papers point to massive money laundering and asset transfer
operations done on the behalf of high level players, with trusted figures like Roldugin acting as
operators of the mechanisms involved. The money launderers may both try and create “clean”
money for “the pool” and legitimize funds that have wound up there from operations like the tax
rebate schemes connected to the Magnitskiy affair. Putin is not involved in this directly or in any
hands-on way. The launderers/acquisition operatives may try and clean up money for lower level
players like the MVD and Tax Service people involved in the Magnitskiy affair. They are rewarded
for their efforts with kickbacks or shares in companies like Video International or Rosneft. “The
pool” could operate, at least partly, like a mafia obshak—key players kick in funds that are
available for major asset acquisitions and use “the pool” as a deposit for money that needs to be
laundered.

Some of the players have abused their access to “the pool”—maybe Lesin, maybe Yakunin. Perhaps
Shumkov was mixed up in operations that cost the pool too much and angered key pool members. At
the time of Yakunin’s ouster—and especially after his warning to other elites—I thought that we
were seeing signs of friction in the inner elite at a time of diminishing resources, a smaller corruption
pie. and tensions over the results of sanctions (See the 13 Januarv notes. for instance). So I repeat
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that there may be more than one ultimate source of kompromat on Putin and other pla'yers—l could
see an angry Yakunin maybe retaliating with dirt he surely knows about.

Navalniy and Browder are players in their own right, as well as channels for transmitting
kompromat. I think Navalniy is still with us and not in prison because he gets at least “situational”
cover from whichever Kremlin “tower” might be using him at a given moment. He is associated with
anti-Putin forces, but he probably gets some help from people in the elite—maybe Alfa Group
people—who are also thinking that it’s time for a change (See the notes from 11 January; 17 May
2015; 29 December 2014; and 6 November 2014).

Another way to think of the pool is a place where players lower down the corruption food chain may
kick in a piece of the action for their superiors. Questions: How does all this operate in practice?
Who all is a part of what must be an intricate network of interlocking channels for money laundering
and asset transactions in a system that has access to the pool? Who accounts for the money in the
pool and where it may end up? I doubt that every pool-connected transaction is coordinated with
other players—there is probably a high degree of independent operation within the network, with not
all of those involved aware of all the others. The network that has access to the pool and includes
elaborate money laundering channels and avenues for asset transactions probably arose
spontaneously out of a few deals and grew from there, working out its own mode of activity and
ground rules. The people who pulled off the scam in the Magnitskiy case were operating on their
own, though they were connected to people higher up the food chain in various ways, and then they
tapped into the channels that were linked to Roldugin and the pool. But how are the details worked
out and who does the planning and organization? We are only hearing about a very small part of what
goes on in the guts of what must be an elaborate informal machine that no one player probably
knows inside and out.

Russia’s overlapping money laundering channels are vast and involve lots of games—apart from the
Magnitskiy affair, recall the lengthy GUEBIPK scandal, which pointed to a clash between the MVD
economic security department (probably allied with elements in the Prosecutor’s office) and the FSB
and its allies in the Investigative Committee. The battle was said to be over controlling money
laundering channels—see the 31 March notes.

To wind this up, Putin sees the Khodorkovskiy-Kasyanov-Navalniy-Browder types as a united front
in the West’s war against him. He is aware of frictions in the elite and of the possibility of protests
that could play into the hands of his enemies or dissatisfied Russian elites who might be looking for
an alternative. One such alternative could be Sergey Shoygu (See the 8 April notes, for instance).
So VVP creates the National Guard under trusted bodyguard Zolotov as his personal palace guard.

Latynina carried on in this past weekend's program: http://echo.msk.ru/programs/code/1756772-echo/

Why couldn’t Russian viast uncover the people responsible for the scam in the Magnitskiy affair? It wasn't
because they were so highly placed. It was because they were using the same money laundering “washing
machine” that some completely different people were also using—including Roldugin. It wasn’t that Roldugin
was involved in the Magnitskiv affair—it s that he and the others used the same “washing machine”™ ..

Latynina also takes some time to discredit Oleg Lure. who testified in an American court in the case involving
Denis Katsyv and a money laundering case linked to the Magnitskiy affair—she has Lure basically repeating a
lot of the claims made by Nekrasov in his film about Magnitsky (cited above). Lure claims Browder hired
Navalniy. She points out that Lure was in jail for defrauding Senator Shutsker—and she also notes that Lure has
claimed that he saw documents indicating that Navalniy was a spy (the same documents shown on NTV’s
attack piece against Navalniy and Browder).

Strelkov: No murder charges?

From the 25 April notes:

[Strelkov's post on the murder charges: http://m vk com/wal1347260248 2127

Strelkov says that two men who identified themselves as police officers had visited his mother’s residence and told her that
he was being charged for two murders in St. Petersburg—they wanted to know whether she had seen her son around the time

af tha Hilnac Qa what wrara thatr1in +a7 WWhat ara thatr trnna ta chanr ma? acle Qtvallrarsr Qurlrar and camaans: chanld nat
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bother—organizing these kinds of vile actions won’t work with me. They won't stop me from doing what I have to do—I'm
ready for anything they can throw at me.._]

http://m.vk.com/wall347260249 3529

About the criminal charges supposedly made against me—maybe there is a case and maybe not. So far [ have
no official word on that. There’s supposed to be a public meeting on Suvorov Square on 2 May, but nobody
will be there—how many people will think a meeting in honor of fallen countrymen is more important than
shashlik on a holiday?

Land to be given away in the Far East
http://www.themoscowtimes.com/news/article/russians-given-free-land-in-countrys-far-east/567729.html

President Vladimir Putin has approved a law giving Russian citizens free plots of land in the country’s Far East

the Interfax news agency reported Monday.

All citizens will be entitled to apply for up to hectare of land in the Kamchatka, Primorye, Khabarovsk, Amur,

Magadan and Sakhalin regions. the republic of Sakha, or the Jewish and Chukotka autonomous districts.

The land can be used for any lawful purpose but can only be rented, sold, or given away after an initial five-year

waiting period, according to the bill.

The program is one of a number of initiatives aimed at boosting the economy in Russia's Far East, including
the construction of the new Vostochny cosmodrome. A recent deal also saw a number of Chinese companies set

on relocating to the area.
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Note on notes (Zolotov and the Security Council)

First we read that with the creation of the National Guard, Zolotov was to be elevated to the
status of permanent Security Council member. Gryzlov was to be taken off the council. Then
we read that Putin had issued an order reversing the earlier decision, with Zolotov designated an
ordinary SovBez member (See the 12 April notes). But he’s still listed as a permanent member:
http://www.kremlin.ru/structure/security-council/members

Latynina circles back to the Independent Oil Company, VTB, Sechin, Khudaiynatov
(Another “violinist”?; Shumkov/Lesin and “the pool”)

From the 22 February notes:

[On Sechin, Khudaiynatov, and a $4 billion credit, Latynina refers to a post by Maksim Blant:
http://mblant.livejournal.com/669.html

Eduard Khudaiynatov was general director of Rosneft when Sechin was vice premier. Khudaiynatov was Sechin’s
shadow. When Sechin came back to Rosneft, Khudaiynatov created the Independent Oil and Gas Company (NNK)
and NNK began to accumulate assets and licenses, many of them rather small assets. The main asset acquisition
was Musa Bazhayev’s Alliance group. The transaction was made in 2014, when Russia was already under
sanctions, and the assumed value of the deal was $4 billion. But where did Khudaiynatov, who had always been a
hired manager, not a business owner, get the money? And Sechin had been consolidating oil assets in Rosneft then
his own former right hand makes such an acquisition.

Blant tells the story: Rosneft deposited $4 billion in VTB, while simultaneously NNK was given a $4 billion credit.
Making a bank deposit that instantly becomes a credit is a common money laundering method in Russia. Where did
Rosneft get the $4 billion? Latynina thinks it was sales to China. Latynina also believes the sale price was jacked

up and part of the transaction was Khudaiynatov getting a kickback for making the deal on Rosneft’s behalf.
Comment: I’m not sure I follow all this is the deposit to credit transaction illegal? How is it money
laundering? Anyway, Latynina says that with all Rosneft’s financial troubles, Sechin wanted VTB to give its
money back and VTB is not playing along. I don’t understand that bit of the story at all hadn’t NNK
acquired the company on Rosneft’s behalf? That’s what Latynina is claiming here. Blant referred to protocols
from a Rosneft board meeting showing that the transaction was at a loss for Rosneft (Comment: OK, so the price
was too high to account for the kickback Latynina also says that the terms of the deposit-to-loan deal were
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a loser for Rosneft. So when she said Rosneft wanted its money back, maybe it wanted back the loss on the
deposit-to-loan transaction). Latynina goes on to imply that she thinks Sechin has been using NNK to go after oil
assets for a while like Bashneft. NNK made Sistema an offer, not Rosneft, on the asset. And Sistema’s
Yevtushenkov wound up under house arrest (See, for instance, the 30 October 2014 notes)...So, regarding the NNK
purchase of Alliance group, Rosneft was financing the purchase (at a loss) while demanding money from the

National Welfare Fund...]

Comment: So it appeared that a Rosneft that was under sanctions was using NNK, not
under sanctions, as a vehicle for making acquisitions—but there was that money
laundering part that I wondered about. In her program last week, Latynina asked whether
NNK was the equivalent of Roldugin’s offshore—another “violinist” being used to launder
money acquired by dubious means. The acquisition, claimed Latynina, whose terms were
not good for Rosneft, was really a put up deal designed to funnel and legalize shady money.
The transaction fee—a kickback—was paid to Khudaiynatov as part of the laundering
deal:

http://echo.msk.ru/programs/code/1752700-echo/ Latynina says the deposit-to-credit transaction
is a common cover for money laundering...She adds that she thinks the approval for the deal
(NNK purchasing Bazhayev’s Alliance group) went all the way up to Putin  at the time,
everyone figured oil prices would go up, but they didn’t...But there’s something else there’s a
connection between the deal and the late Dmitriy Shumkov (See the notes from 8 and 10
December 2015 and 5 and 11 January). Latynina says that’s why she came back to the story,
though there was also Khudaiynatov’s purchase of a villa in Porotfino (for 25 Million Euro) in
2015, after Putin told everybody not to buy any property abroad. The Roldugin offshore was shut
down in 2014 after Crimea. By 2012, it became clear that the Americans were taking a
negative attitude to such offshores so they were no longer safe and Putin gave the order on no
foreign property. But Khudaiynatov bought his villa in 2015.

She gets back to Shumkov he was close to Bazhayev, and was a sometime business partner of
his. He was making big investments, was involved in big deals in Moscow when he reportedly
committed suicide. Where did he get the money for those deals? Latynina thinks he got the
money from the “strange” NNK/Bazhayev deal. Later, he supposedly committed suicide was
he desperate because he had been caught siphoning money off from the deal? Was he killed
because he was stealing? (Comment: She doesn’t tell us why she believes Shumkov stole
money from the NNS/Bazhayev deal). Latynina says the Shumkov story reminds her of

Lesin also found dead, but in Washington, a death she says was most likely an unfortunate
incident related to Lesin’s extravagant habits. But Lesin lost his post after a deal that was similar
to the deal Khudaiynatov made. In the Lesin case, there was Kovalchuk’s Gazprom Media. Prof
Media was purchased for Gazprom Media at a price of $600 million. The word was that the sale
price was above market value. Lesin had been loudly bragging about that. And the “violinist”
affair let us know that 20% of Video International belonged to that violinist with a Stradivarius.
So maybe the Lesin story wasn’t about the Kovalchuks (Comment: One versiya explaining
Lesin’s death was that he was killed partly because he owed Kovalchuk money. One of the
Panama Papers offshores was connected to Lesin).

Latynina again circles back to Shumkov she goes on about “the pool” (“basseiyn”). The pool

is a second, informal budget, a personal part of the treasury. It existed semi-unofficially and they
say that it provides the salaries for highly-placed officials. But it was mainly for emergency
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expenditures, like Crimea. Latynina says she thinks that it became apparent that the pool did not
have has much money in it as was thought, and those that had their hands on the taps that fed the
pool had their own streams. If the pool was leaking like a sieve, well, that could lead to some
interesting re-distributions of authority in the elite. We already have the well-known story of
Yakunin’s resignation, after it came to light that his son had acquired citizenship in the UK.
There was the interesting story of VEB’s bankruptcy how much did VEB hand over for the
purchase of Sibuglement in 2014? $1.8 billion? Wasn’t that a lot for that company?
Uralvagonzavod bought the Zarechniy mine, the Russian Coal Holding together, that was 45
billion. Did that reflect their real value? Latynina ends by saying she thinks there will be more
stories of the “leaky pool” and that Shumkov will not be the only victim...

Comment: “The pool,” as Latynina casts this story, may also be something like an
“obshak,” a mafia organization’s slush fund. She’s implying here that both Lesin and
Shumkov abused the pool and that others have as well, leading to some shakeups and
maybe some murders. She is also saying that the NNK transaction and some others were
money laundering operations held, apparently, on behalf of the pool and some who had
access to it, such as Roldugin.

Let’s backup and see what dots we can connect...In the 8 December 2015 notes, we read
that there was a kompromat war underway and that Shumkov’s death might be associated
with it. One of Shumkov’s patrons was an assistant of Chayka’s, Aleksandr Zvyagintsev,
who was dismissed following the scandal over kompromat on Chayka’s son (See the 11
January notes). Recently, there have been numerous kompromat dumps on elites, a
number of them involving foreign property. In December, around the same time as the
kompromat attacks on Chayka, there were stories in the notes on Putin’s links to organized
crime (See the 29 and 31 December 2015 notes). In November and December, we saw
stories on “Tikhonova” and her alleged husband, Shamalov (See, for instance, the 10 and
11 November 2015 notes and the notes from 21 December). There was an item in the 8
February notes linking Chayka’s son to Shumkov.

Recall that Navalniy was behind a call for a check up on Yakunin and his operations at
Russian Railways and that Millennium Bank was linked to RR. RR and Artyom Chayka
owned shares in the bank, which had its license revoked (See the 8 February notes).
Chayka claimed Browder and Navalniy were behind the dumps against him (See the 14
December 2015 notes; back in the 21 December 2015 notes, Yabloko’s Sergey Mitrokhin
said that Navalniy’s attacks on Chayka were “ordered”; This spring, Browder and
Navalniy were attacked by Rossiya TV as foreign agents. See the 11 April notes)—so we
circled back to the Magnitskiy affair. Then Roldugin and the Panama Papers came along
(4 April)—and Roldugin’s offshore was subsequently tied to the Magnitskiy affair as a
money laundering platform for the cash stolen in that case (27 and 28 April). The
Nekrasov film appeared to be another reply to the kompromat dumps that related back to
the Magnitskiy affair (27 April).

In the 4 April notes, I suggested that the attacks on Kasyanov were connected to the
previous kompromat on Russian elites, especially the Panama Papers. My comments:
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[Looks like the Kremlin anticipated the media reaction to the Panama papers and sought to soften the impact
by showing that the opposition was dirty, too. And, as I wrote last week, I think Khodorkovskiy, some elites
in Russia, and people associated with them are probably a major source or at least a major distributor of
dirt like the Baevskiy material we saw last week (See the 31 April and 1 March notes), so there’s a bit of
retaliation going on. The Kremlin is showing that it can play that game as well. I doubt the illicit liaison in the
Kasyanov video will shock anybody, nor will the corruption mentioned by Kasyanov, but that’s not the

point.]

Baevskiy was an associate of the Rotenbergs who had handled apartment purchases for
“Putin’s women,” including Tikhonova and Kabayeva (See the notes from 31 March and 1
April).

Solovey commented on these “information attacks” on Russian vlast and their likely
intended audience in the 1 April notes:

[Solovey on the intended audience for the “information attacks”
http://vk.com/id244477574?w=wall244477574 16316%2Fall

...The talk about “information attacks” follows classic theory “vaccinate” the public, that is, warn them that
enemies intend slander. The question is, just who is being vaccinated? The Russian public? They’ll brush off
foreign exposés. They won’t surprise anyone, or open anyone’s eyes, or, and this is the main thing, change anyone’s
attitude to vlast. These exposés are aimed primarily at the Western elite. They are indifferent to the warnings of
Russian officials. ..

Comment: I think he’s right about the target audience for the kompromat dumps, which don’t really tell us
anything new. I think Khodorkovskiy and some Russian elites who would like it if there was not another
Putin term are intending to help prevent any talk of lifting sanctions at this time, hoping for increased
pressure on Putin. Maybe some of the elite are willing to endure more pain now for the prospect of Putin’s
leaving the Kremlin in 2018. Belkovskiy, who I think has been working for Khodorkovskiy, has been seeming
to (sometimes) say that an exit that would not put him in danger is still possible for Putin. Pavlovskiy said
that earlier this week (See the 30 March notes). Khodorkovskiy has been a little different, saying that those
not implicated in crimes have no reason to fear a change in regime. When kompromat wars are going on,
though, it can get a little blurry maybe others might toss out some dirt on rivals, too. There may be more

than one source for the material and more than one motivation. |

But Stanovaya thought that the cumulative impact of the kompromat might be relevant in
the long run—and could turn Putin’s base against him. From the 31 March notes:

[Stanovaya on kompromat about Putin (Putin is more vulnerable than he seems...but Western mass media is not
the threat; Open Russia has more on Putin’s ties to organized crime; Spain puts Deputy FSKN Director Aulov on
a wanted list)

See yesterday’s notes...

https://slon.ru/posts/66002

Stanovaya wonders whether Putin should be worried about the “information attacks” Peskov has mentioned...Right
now, all the criticisms aimed at Putin are coming from channels that have an axe to grind the non systemic
opposition and the West. But when the criticism comes from, say, the protesting long haul truckers, then that
changes the picture quite a bit. When the “fifth column” in the eyes of vlast becomes the narod, then a revolution is
underway...Putin less and less seems to believe that his rating could fall as a consequence of his own mistakes. It’s
not hard to see that Putin isn’t just satisfied with the results of his rule, he is proud of them. And it will be hard for
him to believe in the reality of popular disappointment when it manifests itself...Vlast also does not understand that
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“Krym nash” in the eyes of the general public means what it says NASH not Krym Putina or Krym Rotenberga,
but Krym nash, that is, Putin is seen only as the instrument of re establishing historical justice. Crimea should have
been Russian with or without Putin.

Putin is more vulnerable than it seems. But the main sources of a threat are not Navalniy or Western mass
media. The threat to Putin will appear when the accusations are coming from his own electorate...Anti Putin
information will be replenished, expecting consumers and it is they who will raise the question of justice, unless
GKChP 2 intervenes... |

To recap and formulate a picture of what’s going on... With elections approaching and an
economic crisis underway, Putin’s enemies (Khodorkovskiy, and perhaps people in the
Russian elite discontented with the way things have gone) are stepping up the kompromat
attacks. The Magnitskiy affair and the Panama papers point to massive money laundering
and asset transfer operations done on the behalf of high level players, with trusted figures
like Roldugin acting as operators of the mechanisms involved. The money launderers may
both try and create “clean” money for “the pool” and legitimize funds that have wound up
there from operations like the tax rebate schemes connected to the Magnitskiy affair.
Putin is not involved in this directly or in any hands-on way. The launderers/acquisition
operatives may try and clean up money for lower level players like the MVD and Tax
Service people involved in the Magnitskiy affair. They are rewarded for their efforts with
kickbacks or shares in companies like Video International or Rosneft. “The pool” could
operate, at least partly, like a mafia obshak—Kkey players kick in funds that are available
for major asset acquisitions and use “the pool” as a deposit for money that needs to be
laundered.

Some of the players have abused their access to “the pool”—maybe Lesin, maybe Yakunin.
Perhaps Shumkov was mixed up in operations that cost the pool too much and angered key
pool members. At the time of Yakunin’s ouster—and especially after his warning to other
elites—I thought that we were seeing signs of friction in the inner elite at a time of
diminishing resources, a smaller corruption pie, and tensions over the results of sanctions
(See the 13 January notes, for instance). So I repeat that there may be more than one
ultimate source of kompromat on Putin and other players—I could see an angry Yakunin
maybe retaliating with dirt he surely knows about.

Navalniy and Browder are players in their own right, as well as channels for transmitting
kompromat. I think Navalniy is still with us and not in prison because he gets at least
“situational” cover from whichever Kremlin “tower” might be using him at a given
moment. He is associated with anti-Putin forces, but he probably gets some help from
people in the elite—maybe Alfa Group people—who are also thinking that it’s time for a
change (See the notes from 11 January; 17 May 2015; 29 December 2014; and 6 November
2014).

Another way to think of the pool is a place where players lower down the corruption food
chain may Kick in a piece of the action for their superiors. Questions: How does all this
operate in practice? Who all is a part of what must be an intricate network of interlocking
channels for money laundering and asset transactions in a system that has access to the
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pool? Who accounts for the money in the pool and where it may end up? I doubt that
every pool-connected transaction is coordinated with other players—there is probably a
high degree of independent operation within the network, with not all of those involved
aware of all the others. The network that has access to the pool and includes elaborate
money laundering channels and avenues for asset transactions probably arose
spontaneously out of a few deals and grew from there, working out its own mode of activity
and ground rules. The people who pulled off the scam in the Magnitskiy case were
operating on their own, though they were connected to people higher up the food chain in
various ways, and then they tapped into the channels that were linked to Roldugin and the
pool. But how are the details worked out and who does the planning and organization? We
are only hearing about a very small part of what goes on in the guts of what must be an
elaborate informal machine that no one player probably knows inside and out.

Russia’s overlapping money laundering channels are vast and involve lots of games—apart
from the Magnitskiy affair, recall the lengthy GUEBIPK scandal, which pointed to a clash
between the MVD economic security department (probably allied with elements in the
Prosecutor’s office) and the FSB and its allies in the Investigative Committee. The battle
was said to be over controlling money laundering channels—see the 31 March notes.

To wind this up, Putin sees the Khodorkovskiy-Kasyanov-Navalniy-Browder types as a
united front in the West’s war against him. He is aware of frictions in the elite and of the
possibility of protests that could play into the hands of his enemies or dissatisfied Russian
elites who might be looking for an alternative. One such alternative could be Sergey
Shoygu (See the 8 April notes, for instance). So VVP creates the National Guard under
trusted bodyguard Zolotov as his personal palace guard.

Latynina carried on in this past weekend’s program: http://echo.msk.ru/programs/code/1756772-

echo/

Why couldn’t Russian vlast uncover the people responsible for the scam in the Magnitskiy
affair? It wasn’t because they were so highly placed. It was because they were using the same
money laundering “washing machine” that some completely different people were also using
including Roldugin. It wasn’t that Roldugin was involved in the Magnitskiy affair it’s that he
and the others used the same “washing machine” ...

Latynina also takes some time to discredit Oleg Lure, who testified in an American court in the
case involving Denis Katsyv and a money laundering case linked to the Magnitskiy affair she
has Lure basically repeating a lot of the claims made by Nekrasov in his film about Magnitsky
(cited above). Lure claims Browder hired Navalniy. She points out that Lure was in jail for
defrauding Senator Slutsker and she also notes that Lure has claimed that he saw documents
indicating that Navalniy was a spy (the same documents shown on NTV’s attack piece against
Navalniy and Browder).

Strelkov: No murder charges?
From the 25 April notes:
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[Strelkov’s post on the murder charges: http://m.vk.com/wall347260249 2127

Strelkov says that two men who identified themselves as police officers had visited his mother’s residence and told
her that he was being charged for two murders in St. Petersburg they wanted to know whether she had seen her son
around the time of the killings... So what were they up to? What are they trying to show me?, asks Strelkov. Surkov
and company should not bother organizing these kinds of vile actions won’t work with me. They won’t stop me

from doing what I have to do I’'m ready for anything they can throw at me... ]

http://m.vk.com/wall347260249 3529

About the criminal charges supposedly made against me maybe there is a case and maybe not.
So far I have no official word on that. There’s supposed to be a public meeting on Suvorov
Square on 2 May, but nobody will be there how many people will think a meeting in honor of
fallen countrymen is more important than shashlik on a holiday?

Land to be given away in the Far East
http://www.themoscowtimes.com/news/article/russians-given-free-land-in-countrys-far-
east/567729.html

President Vladimir Putin has approved a law giving Russian citizens free plots of land in the country's Far

East, the Interfax news agency reported Monday.

All citizens will be entitled to apply for up to hectare of land in the Kamchatka, Primorye, Khabarovsk,
Amur, Magadan and Sakhalin regions, the republic of Sakha, or the Jewish and Chukotka autonomous

districts.

The land can be used for any lawful purpose but can only be rented, sold, or given away after an initial

five-year waiting period, according to the bill.

The program is one of a number of initiatives aimed at boosting the economy in Russia's Far East,
including the construction of the new Vostochny cosmodrome. A recent deal also saw a number

of Chinese companies set on relocating to the area.
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Friday, April 29, 2016 5:15 PM
To: Nellie Ohr

Subject: RE: Jen leaving FinCen for HSBC
| heard!

From: Nellie Ohr(QIG)

Sent: Friday, April 29, 2016 3:18 PM
To: Ohr, Bruce (ODAG)
Subject: Jen leaving FinCen for HSBC

http-//www reuters com/article/us-banks-moneylaundering-hsbc-idUSKCNOXN2W7
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Nellie Ohr
= e e

From: Nellie Ohr

Sent: Friday, April 29, 2016 1:17 PM

To: Ohr, Bruce (ODAG)

Subject: Fwd: Kleptocracy Initiative Weekly News Highlights

Hi Honey!

A:j usual, this entire issue is interesting. but | thought you'd be especially interested in this item.

China Quashes G-20 Anticorruption Task Force Will Host Conference Instead — Wall Streef Journal
The move reflects China's commitment to pursuing its anti-corruption campaign on its own terms.

—Original Message—
From: The Kleptocracy Initiative <info@kleptocracyinitiative_org>
il(b) (6) Nellie Email

Sent: Fn, Apr 29, 2016 11:24 am
Subject: Kleptocracy Initiative Weekly News Highlights

Ki Weekly News Highlights: April 23-29, 2016
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B Tweet Bl Forward

Weekend: April 23-24, 2016

Former Top U K. Spy Now Works for Team Putin and a Mobbed-Up Russian
Lawyer — Daily Beast

Andrew Fulton's GPW & Co., a private investigation firm, is retained by Andrey
Pavlov, a Kluyuev Gang lawyer who is fighting to keep his name off EU sanctions
lists.

US/Azerbaijan: Lobbyists Continue to Flout Travel Rules — OCCRP
“We haven't seen this brazenness since the Abramoff days... You've got a

foreign government participating in trying to lie to the US Congress, and
hoodwink the American public. ... [And] the House Ethics Committee tried
violating congressional rules and burying the OCE report.”

Monday, April 25, 2016

China Quashes G-20 Anticorruption Task Force, Will Host Conference Instead —
Wall Street Journal

The move reflects China's commitment to pursuing its anti-corruption campaign
on its own terms.

Kazakhstan Refuses to Investigate Panama Paper Links to President's Family —
Newsweek

President Nursultan Nazarbayev's grandson was named as an offshore account
holder in the leaks — but a top prosecutor has ruled out any action.

Tueedav Anril 268 2014
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Trump's Campaign Chief is Questioned About Ties to Russian Billionaire —
Yahoo

Oleg Deripaska partnered with Manafort and others in a $26.2 million Cayman
Islands investment. Now the oligarch wants to know what happened to his
money.

China Faces Higher Risk of Money Laundering and Financing of Terrorist
Groups. Central Bank Official Warns — South China Morning Post
New threats emerge as China becomes more integrated into the global financial

system.

Inside Trump Adviser Manafort's World of Politics and Global Financial
Dealmaking — Washington Post
Further background on a lucrative career in kieptocracy.

Russia: The Cellist and the Lawyer - OCCRP
A new report suggests that Sergei Rodulgin received money from a shell
company while it was being used in the fraud uncovered by Sergei Magnitsky.

Wednesday, April 27, 2016

Anti-Graft Body Finds Irregularities at China Construction Bank — Reuters
336 people were found to be involved in “disciplinary violations" — a Party
euphemism for graft.

Under the Umbrella: Russia “Covers” Ukraine's Former President and PM —
Ukraine Today

Lifting sanctions against Yanukovich's family members may enable him to shift ill-
gotten gains.

Names Of Russia's Elite Vanish From Public Property Records — RFE/RL
Putin's inner circle — including Kirll Shamalov — appear to be quietly expunging
evidence of their ill-gotten gains, amid moves by the security services to curtail
public access.

Thursday, April 28, 2016

The Quiet American - Slate
‘Paul Manafort made a career out of stealthily reinventing the world's nastiest
tyrants as noble defenders of freedom. Getting Donald Trump elected will be a
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cinch”

The Kremlin's Candidate - Politico
Putin's propaganda machine is throwing its weight behind Trump.

French L awmakers Adopt Non-Binding Proposal to Lift Russia Sanctions -
Reuters

The sanctions were imposed in the wake of Russia's annexation of Crimea, and
are due to expire in July.

Kremlin's Infowar in the Baltics — Ukraine Today
Estonia and neighboring countries are on the frontline of Putin's aggressive

propaganda.

Friday, April 29, 2016

Two Telenor Executives Resign After VimpelCom Probe — Wall Street Journal
A report identified shortcomings — though no illegality - in the Norwegian firm's
handling of its stake in the telecoms giant.

Australia to Block Vast Land Sale to China-Led Consortium — Financial Times
As China continues to buy up huge tracts of land worldwide, Canberra blocks an
agricultural deal because of its “size and significance.”

For more news and commentary visit Kleptocracylinitiative org or follow us
on Twitter @Kleptocracyint

Copyright & Kleptocracy Initiative, All rights reserved

1201 Pennsylvania Avenue NW
Fourth Floor

Washington, DC 20004
info@kleptocracyinitiative org

unsubscribe from this list update subscription preferences

Email Marketing
Powered by
MailChimp
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Nellie Ohr

Lo e e
From: Nellie Ohr

Sent: Friday, May 06, 2016 4:31 PM

To: Ohr, Bruce (ODAG)

Subject: Re: June 5 Dinner With DPP Alison Saunders

Cool, thanks!

—-0Original Message-—

From: Ohr, Bruce (ODAG) (ODAG) <Bruce.G.Ohr@usdoj.gov=
To: Nellie Ohr[®@XE@)
Sent: Fri. May 6, 2016 2:21 pm

Subject: FW: June 5 Dinner With DPP Alison Saunders

The British are coming!

From: Turcotte, Denise

Sent: Friday, May 06, 2016 1:05 PM

To: Ohr, Bruce (ODAG)

Cc: Miller, Carina (CRM)

Subject: June 5 Dinner With DPP Alison Saunders

Bruce,

The DPP and her party would be delighted to have dinner at your home. DPP
Saunders will also be travelling with her Executive Assistant, so there will be four of
them in total, that is, Alison Saunders, Helen Kershaw (EA), Sue Patten and Patrick
Stevens. They have suggested that you pick them up from the Palomar Hotel at
7pm. Will that work? They should be at the hotel by about 4:00 pm, so if you would
prefer to make that any earlier, please let us know.

They are awaiting visa details for one person in the party, but subject to that, Hilary
Ryan will send me (or Carina) their information shortly, so that we can arrange for
security on June 6.

Bruce, I am also copying Carina, and introducing you both via email, as she is now

Bruce’s new Executive Assistant.

Denise
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.WASH POL2-3 Bress, Stefan

From: \WASH POL2-3

Sent: Friday, April 22, 2016 7:22 AM

To: Ohr, Bruce (ODAG)

Ce: Holtyn, Lisa (OCDETF); Nellie Ohr

Subject: AW: Analyst Russian Organized Crime - April 2016

Bruce,

due to a my wife{(QXCIM il not be able to attend our dinner. But | will be happy to eat her portion of

food and drink her glass of wine. =)

See you soon,
Have a great weekend,

——Urspringliche Nachricht—

Von: Ohr, Bruce (ODAG) [mailto:Bruce.G.Ohr@usdoi.gov]
Gesendet: Mittwoch, 20. April 2016 12:21

An: wasH PoL2-3[DICHEE

Cc: Holtyn, Lisa (OCDETF); Nellie Ohr

Betreff: RE: Analyst Russian Organized Crime - April 2016

(b) (G

Excellent! So we will plan on Monday at 7 p.m. at my house, which is located at{JXE) We
hope that your wife will be able to attend as well. Thank you, and | am locking forward to seeing everyone!

- Bruce

——0riginal Message-—

From: WasH poL2-3 (YO IIIIIEIEGEEEEEEEE
Sent: Wednesday, April 20, 2016 11:28 AM

To: Ohr, Bruce (ODAG)

Subject: WG: Analyst Russian Organized Crime - April 2016

Hi Bruce,

| will be out of office until Friday, you could try to reach me via cell phone:[DYCTI.

We are availabie for a dinner on Monday, Tuesday or Wednesday. Please not too early... 7.00 would be perfect... Just tell
me when and where.._perfect would be an email.

We would be 4 px in total.

Best,

——Urspriingliche Nachricht-—-

von: Holtyn, Lisa (OCDETF) (DY IIIEIEGIGGEEEEE
Gesendet: Mittwoch, 20. April 2016 10:56

An: WASH POL2-3[(0]O)

Cc: Ohr, Bruce (ODAG)

Betreff: RE: Analyst Russian Organized Crime - April 2016

il (b) (6) 8

No probiem with the addition!
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By the way, Bruce will be calling you today as he and Nellie would like to host the delegation for dinner sometime during
the week that they are here, if your schedules permit.

Also, on our end, we have invited Joe Wheatley and Ivana Nizich, who are two trial attorneys from DOJ's Organized Crime
and Gang Section (my and Bruce's old section.) Joe has met with the analysts before (I guess lan will probably remember
him), but lvana is new to OCGS. Both are very experienced prosecutors and have worked on some Eurasian OC matters
before.

| will plan to meet you guys at 1:45 at the Visitors center at Main DOJ. My cell in case you have any trouble getting there

B (b) (6) .

Look forward to seeing you guys next week!

Best,
Lisa

——QOriginal Message-—

From: wasH poL2-3 DG
Sent: Wednesday, April 20, 2016 10:17 AM

To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF)

Cc: Mchich, Lisa (OCDETF)

Subject: WG: Analyst Russian Organized Crime - April 2016

Bruce,
sorry, but there is one more in our delegation:

Last Name/First Name/PoB/DoB/Passpart:

=4 (b) (6)

See u soon,
Thanks,

(b) (6)

——Urspriingliche Nachricht-—-

von: WASH POL2-3[DICTIEN

Gesendet: Dienstag, 12. April 2016 13:22

An: 'Ohr, Bruce (ODAG)'; Holtyn, Lisa (OCDETF)

Cc: Mchich, Lisa (OCDETF)

Betreff: AW: Analyst Russian Organized Crime - April 2016

Lisa, Bruce,
for the analytical exchange on April 26th, 2.00 pm the delegation will be:

Last Name/First Name/PoB/DoB/Passport:

J®) (6)
e
e

Please let me know, if you have any further question.
Thanks,

(b) (6)

——Urspriingliche Nachricht—-

Von: Ohr, Bruce (ODAG) [mailto:Bruce G.Ohr@usdoi.gov]
Gesendet: Montag, 7. Marz 2016 19:12

An: Holtyn, Lisa (OCDETF)

Cc: WASH POL2-3[DXB) H(b) (6) (OCDETF)

Betreff: Re: Analyst Russian Organized Crime - April 2016
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al(b) (6) B

That time works for me as well. I'm looking forward to seeing them! Thank you very much!

Bruce

On Mar 7, 2016, at 6:47 PM, Holtyn, Lisa (OCDETF) [QXO) > wrote:
HIOIO] .

| haven't had a chance to confer with Bruce yet, but would certainly love to meet with the "Ateam"! Tuesday, April 26 at
2:00 works for me, but i've added Bruce's Chief of Staff, Lisa Mchich, for scheduling purposes.

Thanks so much for reaching out.

Best,
Lisa

From: WASH POL2-3(QXO)

Sent: Monday, March 07, 2016 3:59 PM
To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF)
Subject: Analyst Russian Organized Crime - April 2016

Hi Lisa, Bruce

our Russian Analysts will come into town again. If you or some of your colleagues would like to talk to them - it would be
doable for us on Tuesday, 26th April from 2.00-3.00.

| just received their agenda proposal:

- "Stability of the Putin regime" before the Duma elections

- Impact of Russian influence operations in Europe ("PsyOps/Infowar")

- Situation of Eurasian organized crime (how organized crime is used for politics within Russia and abroad)

Please let me know if you're interested, Have a great week [(QXQ)

German Embassy

First Secretary

®) (6)

I
Te!: [DIG)

[&3IN(b) (6) I
Fax: (WIO]
eMail:(QIE)]
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Nellie Ohr

Lo e e
From: Nellie Ohr

Sent: Wednesday, April 20, 2016 12:49 PM

To: Ohr, Bruce (ODAG)

Subject: Re: Analyst Russian Organized Crime - April 2016

Thanks! I'm deleting these emails now
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Holtyn, Lisa (OCDETF) |

Holtyn, Lisa (OCDETF)
] Wednesday, April 20, 2016 12:27 PM
To: Ohr, Bruce (ODAG); .wAsH PoL2-3 [DICTIEE
Ce: Nellie Ohr
Subject: RE: Analyst Russian Organized Crime - April 2016

| look forward to it as well! Thanks, Bruce and Nelliell

—-—-Original Message-——

From: Ohr, Bruce (ODAG)

Sent: Wednesday, April 20, 2016 12:21 PM

To: wasH PoL2-3 (DG

Cc: Holtyn, Lisa (OCDETF); Nellie Ohr

Subject: RE: Analyst Russian Organized Crime - April 2016

Duplicative Records
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, April 19, 2016 12:04 PM

To: Ohr, Bruce (ODAG)

Subject: Galeotti summarizes Russia's approach to drug problem in leadup to UN Gen
Assembly

http://www_brookings. edu/~/media/Research/Files/Papers/2015/04/global-drug-policy/Galeotti-Russia-final pdf?la=en

This seems to be part of a Brookings series looking at drug policy

Narcotics and Nationalism:

Russian Drug Policies and Futures

Mark Galeotti
New York University Center for Global Affairs

Center for 21st Century Security and Intelligence
Latin America Initiative

1

narcotics

and

nationalism

russian
drug
policies
and
futures

Improving Global Drug Policy: Comparative Perspectives and UNGASS 2016

Narcotics and Nationalism:

Russian Drug Policies and Futures

Mark Galeotti
New York University Center for Global Affairs

EXECUTIVE SUMMARY
Key Findings

With 6 percent of the population using drugs. Russia is suffering from serious and
problematic drug consumption and a growing public health crisis.

The Kremlin regards the drug challenge as a nationalist, securitized, and moral prob-
lem. Drug addiction is considered a moral deficiency rather than a medical issue,

werhiial watinflncnan tha Duvnninin mavrammanandt?a cmaadillacbine o n mcinibivea nmacinanal
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Extensive availability of heroin from Afghanistan is particularly problematic. Russia is
both a transshipment and a destination country for Afghanistan’s opiates.

Framed as a security threat, the influx of Afghan heroin is viewed at best as a Western
failure and at worst as a malign attempt to damage Russia. Domestically, the Russian
government adopts a law enforcement model toward traffickers and users alike, rather
than harm reduction, drug prevention, and treatment models.

Even so, efforts to address drug trafficking and consumption in Russia have been un-
dermined or warped by the lack of resourcing, political will, and turf wars among Rus-
sian security agencies. Russia’s growing economic problems also necessitate liquidity
on the part of many financial institutions. encouraging them to turn a blind eye to dirty
money.

Policy Recommendations

Russia needs to adopt a more inclusive and comprehensive strategy that balances inter
diction and law enforcement with treatment, prevention, and harm reduction meth-
ods.

Russia needs to engage local governments, communities, and non-governmental orga-
nizations. as well as foreign partners.

Law enforcement cooperation must not remain hostage to geopolitical rivalries. Af-
ghanistan’s drug policy needs to encourage effective efforts to sustainably reduce pro-
duction rather than be used as a means for asserting regional hegemony. .. ...
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Nellie Ohr

From: Nellie Ohr

Sent: Friday, April 15, 2016 1:31 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)
Subject: Corruption Is The New Communism

Corruption Is The New Communism

Brian Whitmore

12 April 2016

http:/fwww._rferl. mobi/a/corruption-is-the-new-communism/27669638_html?platform=hootsuite

Soviet tanks roll into Budapest and Prague.

Russian banks set up secretive offshore accounts and shady shell companies that stealthily buy influence and
gobble up strategic assets across Europe.

Quislings in the East and fellow travelers in the West toe the Leninist line.

Business and industrial lobbies in both East and West parrot Putinist talking points.

A network of Communist parties and front groups advance Moscow's interests.

A web of opaque front corporations, murky energy deals, and complex money-laundering schemes ensnare foreign
elites and form a ready-made Kremlin lobby.

Past, meet present.

In many ways, Russian corruption is the new Soviet Communism. The Kremlin's black cash is the new Red Menace.
In the East, an alliance of satellite states with Soviet-style socialist command economies and authoritarian political
systems has been replaced with a loose grouping of kleptocracies with Russian-style crony-capitalist economies
and dysfunctional governance.

And the Soviet Union's attempts to subvert the West with the power of an idea has given way to Vladimir Putin's
Russia seeking to corrupt it with the lure of easy money.

The more things change, the more they stay the same.

"The Kremlin does not need to be the outright leader of a bloc of nations a la Warsaw Pact; instead, it can
exacerbate existing divides. subvert international institutions and help create a world where its own form of corrupt
authoritarianism flourishes.” Peter Pomerantsev and Michael Weiss wrote in their widely circulated report, The
Menace of Unreality: How the Kremlin Weaponizes Information, Culture, and Money.

Capturing Elites

The Soviet Union sought to spread Communism and establish a bloc of nations loyal to Moscow. Viadimir Putin's
Russia seeks to spread its corrupt business model to establish a bloc of nations dependent upon the Kremlin.
The Soviet Union was primarily concerned with its immediate neighborhood, Eastern Europe, but also sought to
spread its socialist model outward.

Putin's Russia is also concentrating on its immediate neighborhood. the ex-USSR, but has also set its sights on
pushing kleptocracy farther afield.

It has used murky energy schemes with opague ownership structures like RosUkrEnergo, EuralTransGas. and
Moldovagaz as carrots to capture and control elites in former Soviet states like Ukraine, Belarus, and Moldova.
Farther West, the Kremlin has deployed shifty shell companies like Vemex, an energy trading company with a
mindbogglingly opaque ownership structure ultimately leading to Gazprom, which has captured between 10-12
percent of the Czech energy market.

The Kremlin has indeed mastered the art of the corrupt deal to create patron-client relations well beyond Russia's
borders.

"Gazprom, with the silent support of the Kremlin has set up 50 or so middleman companies, silently linked to
Gazprom and scattered throughout Europe.” the late energy analyst Roman Kupchinsky, former director of
RFE/RL's Ukrainian Service, said in testimony before the U.S. Senate's Foreign Relations Committee in June
2008

Kupchinsky cited the Vienna-based Centrex group, owned by a Cyprus-based Holding company and RN
Privatstiftung in Austria, as well as the Gazprom Germania network.

Such fronts, he added, "do not add any value to the price of Russian gas being sold on European markets; yet they
earn enormous sums of money which appears to simply vanish through shell companies in Cyprus and in
Liechtenstein.”
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Kupchinsky also told the committee that “in Hungary, shady companies with suspected links to organized crime
and to Gazprom seek to control large segments of the domestic gas distribution and power generation business.”
‘This Is The Story Of An Invasion’

There is also evidence that Putin has recruited some members of his old intelligence network in the East German
Stasi to set up front companies throughout Europe.

A September 2007 _investigative report by German journalist Hans-Martin Tillack uncovered how Gazprom
Germania was "something of a club for former members of the East German security services."

"This is the story of an invasion. A massive campaign, planned well in advance. The General Staff is located far
away in the east, in Moscow, the capital of Russia. The target area is Germany — and the rest of Western Europe.”
Tillack wrote.

“But the story of this invasion is teeming with ex-Stasi officers and shady figures. It is a story of letterbox
companies that do not even have a letterbox. of companies nestled within companies. The overriding impression?
That they are concealing the flow of funds.”

But it is an invasion in which many elites in the West are either willing — or unwitting — participants.

"Acquiescence to Russian corruption, with illicit funds regularly laundered throughout the West, works to the
Kremlin's advantage both domestically and internationally,” Pomerantsev and Weiss wrote.

“If the premise of the neoliberal idea of globalization is that money is politically neutral. that interdependence will be
an impulse towards rapprochement, and that international commerce sublimates violence into harmony. the Russian
view remains at best mercantilist, with money and trade used as weapons and interdependence a mechanism for
aggression.”

Communism, despite its faults, attempted to appeal to universal human ideals and aspirations. But in practice, it cut
against human nature.

Corruption appeals to the most universal and basest human instinct - greed. And sadly, it is often in sync with
human nature — which makes the new Red Menace potentially more dangerous and insidious than the old one.
Corruption isn't just a matter of good governance anymore. It's now a national security issue and needs to be treated
as such.
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Friday, April 15, 2016 9:07 AM

To: Nellie Ohr

Subject: Re: Iran uses commerce as a cover for its intelligence operations in Latin America
Interesting!

On Apr 15, 2016, at 8:53 AM, Nellie Ohr [(DYCTIIIEEGEGE ' rote:

See my bolding and note at bottom

—Original Message~—-—

From (I TG N

To — (EIEEN OIONE  'ollie Ohr
T

Sent Fri, Apr 15, 2016 8:34 am
Subject: Iran uses commerce as a cover for its intelligence operations in Latin America

Three former Venezuelan government officials who defected from Hugo Chavez's regime spoke to the
Brazilian magazine Veja about an alleged alliance between Argentina, Venezuela, and Iran, which
included a deal in which Argentina would get Interpol to remove from its database the names of
Iranians suspected of bombing a Jewish center in Buenos Aires in 1994

Alberto Nisman, an Argentine prosecutor, had been investigating the deadly bombing before he was
found dead in his apartment in January with a gunshot wound to the head. He was about to testify to
Argentina's legislature that the administration of Argentine President Cristina Fernandez de Kirchner
had helped cover up Iran's hand in the bombing.

Nisman alleged that the Fernandez regime engaged in the cover-up to secure an oil-for-grain deal with
Iran {Argentina is energy poor), but Veja's sources take it a step further. They say the late Venezuelan
leader Hugo Chavez helped broker a deal between Argentina and Iran that secured cash for Argentina
(including funds for Fernandez's 2007 presidential run) and nuclear intelligence for Iran on top of
derailing the AMIA probe.

"Not only is [the Veja report] credible, but it underscores the allegations prosecutor Nisman put forth
about Iran’s longstanding desire to have Argentina restart nuclear cooperation with Iran,” Toby
Dershowitz of the Foundation for Defense of Democracies told Business Insider.

Nisman believed the bombing of the Jewish center, called AMIA, may have been about more than
Iran’s attitude toward Israel and the Jewish people. He believed it was a punishment directed at
Argentina. Back in the 1980s. Iranian nuclear scientists receieved training at Argentine nuclear plants
Iranian nuclear scientist Ali Akbar Salehi was mentioned in Nisman's report as being among the back-
channel negotiators who reportedly wanted to clear the names of Iranians from an Interpol database.
He spent six months learning about nuclear technology in the 1980s. In 1987, Argentine scientists
went to Iran to help upgrade a Tehran research reactor.

“The DOJ and other USG agencies should be concerned about who killed a prosecutor with whom it

had an important relationship and whether it was aimed at silencing him and his work implicating Iran.”

Dershowitz said. "Nisman’s work was akin to a canary in a coal mine, and his suspicious death is a
matter | hope the next attorney general and others will pursue impartially even if it comes at an
inconvenient time as the P5+1 negotiate a nuclear deal with lran.”

To Dershowitz, Nisman's report was about more than just AMIA. It was about how Iran operates in
Latin America — how it recruits, how it uses resources, how it activates sleeper cells.

According to a member of the military who said he was in the room during negotiations between
Venezuela and Iran, here's how a conversation between Chavez and Mahmoud Ahmadinejad, then
Irans presndent on January 13, 2007, went down (wa VEJH)

rer i . ¥ : 1 EPU Y
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Anmadinejaa — [ts a matter of iife or aeatn. | Neead you 10 Neip me DIOKer a aeal With Argentna 1o
help my country's nuclear program. We need Argentina to share its nuclear technology. Without their
collaboration it would be impossible to advance our nuclear program.

Chavez — Very quickly, | will do that Comrade.

Ahmadinejad — Don't worry about what it costs. Iran will have all the money necessary to convince
Argentines ... | need you to convince Argentina to continue to insisting that Interpol take Iranian
officials off their list.

Chavez — | will personally take charge of this.

The kind of nuclear technology Iran was looking for, specifically, was a heavy-water nuclear reactor.
It's expensive, complicated, and old-fashioned technology, but it allows plutonium to be obtained from
natural uranium. That means the uranium doesn't have to be enriched, which makes the whole
operation more discreet.

To sweeten the deal for Argentina, Venezuela allegedly bought $1.8 billion worth of Argentine bonds
2007 and $6 billion worth in 2008. Remember that Argentina has been a pariah of international
markets since it defaulted in 2002. The Kirchners (Cristina and her husband, late-president Nestor)
each thanked Venezuela for these purchases publicly.

Also in January 2007, Ahmadinejad and Chavez allegedly hatched the plan for "aeroterror,"”
as Chavistas came to call it. It was a flight from Caracas to Damascus to Tehran that was
made twice a month. It flew from Caracas carrying cocaine to be distributed to Hezbollah in
Damascus and sold. The plane then went to Tehran carrying Venezuelan passports and other
documents that helped Iranian terrorists travel around the world undetected.

Where this story makes a turn for the bizarre is that the woman who was allegedly handling
the Argentine side of negotiations was former defense minister Nilda Garre, who is now
Argentina's ambassador to the Organization of American States.

Veja's sources say she had a sexual relationship with Chavez.

"It was something along the lines of '50 Shades of Grey.™ the former Venezuelan official said, adding
that when the two were together, all of Miraflores (Venezuela's presidential palace) could hear it.

"I cannot say that the Argentine government gave nuclear secrets, but | know it received much by legal
means (debt securities) and illegal (bags of money) in exchange for some valuable asset to the
Iranians."

Another former Chavista said: "In Argentina, the holder of secrets is the former ambassador Garre "

There was also an Iran-Venezuela-Russia triangle involving Bank Rossiya people through Mosnarbank-
Yevrofinans.
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, April 12, 2016 10:23 AM
To: Ohr, Bruce (ODAG)

Subject: EU drug markets report

Hi Honey! You might find this interesting. It

Mark Galeotti retweeted

6d_

Giacomo Fassina @GiacomoFassina

Very thorough report by @EMCDDA & @Europol on drug flows and use in Europe & worldwide

http://www emcdda europa.eu/system/ffiles/publications/2374/TD0416161ENN_1.PDF

I've saved the PDF on my hard drive

7

Executive summary

This report explores the concept of the illicit drug market within the broader context of
changing patterns of drug use, cultural and social factors and links to wider criminality.
Drug markets continue to be one of the most profitable areas for organised crime groups
(OCGs) and it is estimated that EU citizens spend over EUR 24 billion (range EUR 21

to 31 billion) every year on illicit drugs. The impacts that drug markets have on society
are correspondingly large and go beyond the harms caused by drug use. They include
involvement in other types of criminal activities and in terrorism; impacts on legal
businesses and the wider economy; strain on and corruption of government institutions;
and impacts on wider society.

Three overarching themes emerge from our analysis:
n

The increasing organisational and technical complexity, interconnectedness and

specialisation of groups involved in drug markets.
n

Globalisation and technology are accelerating the rate of change in the drug market.
n

Drug market-related activities are concentrated in a number of established and emerging
geographical locations.
These developments challenge those trying to respond to the problems created by the illicit

drug market and the associated wider problems and suggest that:
n

A systemic analysis of drug market business models will be helpful for both operational
and policy purposes.
n

Partnerships between national authorities and with industry are becoming ever more

important, as is engagement with international organisations and third countries.
n

Efficient use of resources can be achieved through the identification and targeting of
geographical locations where drug market-related activities are concentrated.
n

Continuing recognition of the value of a strategic response, informed by sound
information used to identify new opportunities as well as challenges, is essential.

The report also looks in more detail at the markets for the main drug types and the key
points are summarised below.

L
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wdannanis

is the most widely used drug in Europe and it is estimated that cannabis

accounts for around 38 % of the retail market for illicit drugs and is worth more than

EUR 9.3 billion annually (range EUR 8.4 to 12.9 billion). Some 22 million adults in the EU
have used it in the last year and around 1 % of European adults use it on an almost daily
basis, increasing the risk of health and social problems. OCGs are heavily involved, making
full use of technological innovations to produce larger quantities of more potent products
in Europe itself. While the market is dominated by herbal cannabis grown within the EU,
the cannabis resin from Morocco has been increasing in potency and may be trafficked to
the EU alongside other illicit goods and human beings, a trend potentially exacerbated by
instability in North Africa and the Middle East.

The

heroin

market is the second largest illicit drug market in the EU. It is estimated at

EUR 6.8 billion annually (range EUR 6.0 to 7.8 billion) and is responsible for a significant
proportion of drug-related deaths and social costs. Following a period of decline, there are
recent signs of increasing availability that may signal increased harms. Opium production
remains generally high in Afghanistan. Production techniques, locations, trafficking routes
and modi operandi are increasingly flexible and dynamic, as shown by an increase in
very large heroin seizures, suggesting a shift to maritime container trafficking, and new

EU Drug Markets Report

routes involving Africa, the Southern Caucasus, Syria and Iraq are emerging. Nevertheless,
the Balkan route remains a key corridor for heroin entry to the EU. There are also signs

of diversification in the market, with prescription medicines and new synthetic opioids
increasingly being misused.

Cocaine

is Europe's most commonly used illicit stimulant, with a retail market estimated

to be worth at least EUR 5.7 billion annually (range EUR 4.5 to 7.0 billion). Most use occurs
in western and southern Europe and has been fairly stable over recent years, although
there are signs of increasing availability. Coca cultivation appears to be increasing after a
period of decline but there is uncertainty about how much cocaine is produced and where
this occurs. Sea and air transport are used to traffic cocaine to Europe, with Colombia,
Brazil and Venezuela being key departure points. The Caribbean and West Africa remain
important transit areas, while Central America is emerging. Use of maritime containers
shipped through major European ports is a continuing problem. An evolving array of
concealment methods is used, including cocaine being incorporated into ‘carrier materials'
(e.g. plastics) before being chemically extracted on arrival in Europe. Colombian and Italian
groups continue to dominate wholesale cocaine supply to Europe, in cooperation with other
groups (e.g. Dutch, British and Spanish). West African, especially Nigerian, groups are also
active in transporting cocaine from Africa to Europe and Balkan OCGs are emerging actors.
The market for the main synthetic stimulants,

amphetamine, methamphetamine and

MDMA

, is estimated to be at least EUR 1.8 billion annually (range EUR 1.2 to 2.5 billion)

in the case of amphetamines (including methamphetamine) and EUR 0.67 billion (range
EUR 0.61 to 0.72 billion) for MDMA/ecstasy. Amphetamines appeal to both recreational

and marginalised drug users and the market for them interacts with those for cocaine and
some new psychoactive substances. Recent concerns include the availability of high-dose
MDMA products and the increased use of methamphetamine. In the EU, the Netherlands
and Belgium are important for MDMA and amphetamine production, while most
methamphetamine appears to be made in the Czech Republic. Production is becoming
more sophisticated and diverse, and the use of new precursor and pre-precursor chemicals
may increase health risks. The dumping of toxic waste also poses health risks and causes
environmental damage. Aggressive marketing is becoming more apparent in the ecstasy
market suggesting competition between suppliers and more active targeting of specific
groups of users.

Document ID: 0.7.17531.5707 20180618-0000930



Obtained via FOIA by Judicial Watch, Inc.

A large number of

new psychoactive substances

(NPS) are sold openly as ‘legal’

replacements for illicit drugs. There are no signs of a slowdown in the development of
these substances; 100 new substances were reported for the first time in 2015 and the EU
Early Warning System is monitoring over 560. The market supplies both recreational and,
increasingly, marginalised users and producers anticipate legal and regulatory controls

by developing new substances. Globalised supply chains allow bulk quantities of NPS to
be ordered online and transported to Europe where they are packaged and marketed on
the open or illicit drug market. It is a low-risk, high-profit business attractive to organised
crime and there are signs of production in Europe. Distinct but overlapping markets

have emerged, such as ‘legal highs', ‘research chemicals' and ‘dietary supplements’ sold
through ‘bricks and mortar' and online shops. With increased availability, harms have
increased, such as acute, sometimes fatal, poisonings and harms associated with injecting
cathinones.
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Nellie Ohr

From: Nellie Ohr

Sent: Friday, April 08, 2016 2:04 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: New National Guard will not fight organized crime-—and other observations by

Galeotti

You recall that Zolotov's Baltik-Escort company was thought to have served as a liaison between the SPb mayor's
office with the Tambov group back in the 1990s. Dawisha mentions this “alleged" link on p 127.

Putin’s new National Guard — what does it
say when you need your own
personal army?

Zolotov

Zolotov, Putin's Praetorian

The idea of creating a National Guard (NG) for Russia bringing together public security forces under a single
command has been raised periodically and always abandoned for very good reasons, not least the lack of any
apparent need to have a Praetorian Guard on steroids. In 2012, for example, | didn't think it likely: it would upend the
balance of power within the security agencies, create a monster, and not really meet any true security need.

So what does it say that Putin today announced that such a natsgvardiya was going to be formed? After a meeting
with security luminaries include MVD Interior Troops commander (and new NG head) Viktor Zolotov — a trusted ex-
bodyguard — he announced [my translation]:

Decisions have been made: we are creating a new federal executive body on the basis of the Interior
Troops — creating the National Guard, which will handle the fight against terrorism, the fight against
organised crime, and in close cooperation with the Ministry of Internal Affairs, will continue to perform
those functions which are [currently] performed by the OMON (riot police), SOBR (SWAT) and so on.
We will arrange, as we discussed with the Interior Minister [Vladimir Kolokoltsev], not only in the
decree, but in a future federal law. so that there will be no discord in order to get everything working
smoothly and clearly. | hope very much that the troops of the National Guard will effectively perform
their tasks, as has been the case up now, and that they will strengthen the work on the areas that are
considered priorities.

The NG will thus also take over the OMON and SOBR, making it a powerful paramilitary security force, with
elements right across the country.

Meanwhile, the Federal Drugs Control Service (FSKN) and Federal Migration Service (FMS) will be brought under the
MVD (Ministry of Internal Affairs), albeit remaining separate services. (Again, an idea which had been mooted
before.) This may be a consolation prize for Kolokoltsev but appears, unsurprisingly, to have been a bitter pill for
FSKN chief Viktor lvanov, moving from independent director to ministerial subordinate.

The creation of a National Guard is a big deal. We await details, but here are a few first observations:

1. No discussion, no lead time. As with so many crucial decisions, this came essentially unheralded, underlining
the extent to which policy comes from a small, tight circle around Putin_ It is not just that they have good
operational security; they also clearly see no reason to prepare the public in advance. This is just the way politics
goes these days

2. Big worries in a little circle. There is no real reason for creating the NG out of the Interior Troops (VV) and
other forces unless you have a serious worry about public unrest. Let's be clear, whatever Putin says the
militarised security forces of the VV and now NG have little real role fighting crime or terrorism; they are
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public security forces, riot and insurrection control and deterrence assets. The OMON and SOBR do play a certain
role, but detaching them from the investigations elements of the MVD actually reduces their value in fighting crime.
(And the MVD will likely have to recreate some kind of SWAT forces of its own.)

3. Putin’'s Own. The NG, as a federal agency, will be directly subordinated to the government. without a minister
in the way. With Zolotov at its head, then it is even more clearly a personal, presidential Praetorian force, under a
maximalist loyalist. This may not only be a force to keep the masses in check, but also the elite.

4. Upsetting the power ministry balance. In the past. there was a key desire to retain a degree of balance
between the various security agencies. The MVD has now been weakened (and having the FMS and FSKN is by no
means enough of a recompense), and the Federal Security Service (FSB) has a more direct rival in the domestic
security stakes.

Postscript, 6 April: | see from the text of the law that FGUP Okhrany, the private security corporation of the
MVD, is being transferred to the NG. This is a major blow to the MVD, as it made quite a bit of revenue for them. It
also raises questions about the future of the Vnevedomstvennaya okhrana, the police’s private security department,
which was often a good way for cops to do some paid overtime and eke out their salaries. Will they still be able to
do this? If not, then that may well be a further encouragement to more petty and predatory corruption by cops
seeing their real wages shrink (as bonuses have also already been cut) and options legally to make up the shortfall
vanish...

https:/finmoscowsshadows wordpress.com/2016/04/05/putins-new-national-guard-what-does-it-say-when-you-need-

your-own-persona!-armyl
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Nellie Ohr

From: Nellie Ohr

Sent: Thursday, April 07, 2016 4:21 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: Details on Praetorian guard reshuffle: Promotion for Zolotov. Demotion for Viktor

Ivanov?? VVP as beleaguered emperor in 1917

From today's Jamestown Eurasia Monitor, 7 April 2016

See bolded bits

Putin’s New Praetorian Guard

This week (April 6). without prior warning or any meaningful public debate, President Vladimir Putin announced
a massive overhaul of security, public order and law enforcement in Russia by creating a special new internal
army. Formed immediately by presidential order (ukaz). the new “National Guard™ will be based on the existing
Interior Ministry Troops—a 200,000 strong armed force with mechanized motor-rifle brigades and divisions,
special troops and an air force, previously subordinated to the interior ministry, which is in charge of Russia’s
police forces. The National Guard will include not only the Interior Troops that are mostly manned by conscript
soldiers. but also special paramilitary police units known as OMON and SOBR as well as the interdepartmental
government security guard service (Vnevedomstvenava Okhrana). These units of contract servicemen number
some 200,000 and will, thus, boost the National Guard to around 400,000 (Interiax, April 6).

The creation of the National Guard requires major changes to existing legislation. The Kremlin has intfroduced a
package of bills to the Duma to make the National Guard a legal entity with sweeping powers to arrest,
interrogate and use of deadly weapons against Russian civilian suspects or “troublemakers.” Putin expressed full
confidence the Duma would approve the National Guard legislative package without any delay “so there could
be no possible misunderstandings™ but the overhaul is going ahead before the legislators have time to even
consider the changes. By separate wkaz, Putin appointed Army General Viktor Zolotov (62) as the
commander-in-chief of the National Guard. Zolotov will be subordinated solely and directly to the president
and have the administrative rank of a cabinet member (Interfax, April 6).

Zolotov is Putin’s long-time close associate from St. Petersburg and the president’s chief bodyguard and

sparring partner in boxing and judo. Born in St. Petersburg, Zolotov served in the KGB bodyguard 9" Main
Directorate. From 2000, when Putin became president, until 2013, Zolotov was the chief of the presidential
security service. In May 2012, Zolotov was appointed a permanent member of Russia’s Security Council. In
2013, Zolotov, who did not have any police or military service background, was appointed deputy commander
of the Interior Troops. In May 2014, Zolotov became commander of the Interior Troops. Plans to create a
National Guard in Russia, based on the Interior Troops, have reportedly circulated in the Kremlin in previous
years. Zolotov—a professional bodvguard. whom Putin apparently considers absolutely loval—was clearly
being groomed to become the commander of the new joint security force (I ommersant, April 5).

In an apparent move to compensate the interior ministry. Putin announced that the antinarcotics service—the
Federal Drug Control Service (FSKN)—and the Federal Migration Service (FMS), which controls
foreigners on Russian territory, will be merged with the Ministry of Interior. Bribes from illegal
mmmigrants and narcotraders make the FSKN and FMS prime illegal moneymakers within Russian law
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enforcement. Both the FSKN and FMS will be transformed into directorates within the interior ministry;
their present staff will be cut and rotated. Russia’s entire police force is being rebooted, and officers will be
reinstated into new structures (K ommersant, April 5). In Russia. obtaining a good moneymaking position
traditionally requires paying a substantial bribe, in advance, to the decision-making superiors.

Putin has declared the National Guard’s prime task to be fighting terrorists and organized crime. but the force
seems too big and too heavily armed with new tanks and other heavy weapons for such a mission. The Federal
Security Service (FSB), the Investigative Committee and the Ministry of Interior will continue to work
organized crime and terrorist threats, and it is not clear how the National Guard could be the leading
antiterrorist or anticrime force. In Soviet times, the Interior Ministry Troops were a heavily armed internal force
created to deal with domestic enemies—the people of Russia primarily, whom the Communists always
considered an inherent threat. Today. Putin apparently believes the mternal threat to his regime is rising rapidly.
although all opinion polls continue to put Putin’s approval ratings at record highs. Of course, the Russian
economy is in the doldrums, mass poverty is on the rise, and social unrest is possible in the future. But the
consensus opinion of social scientists and pollsters is that at least two to three more calm years can be expected
ahead (N2 . April 6).

When rigged Duma elections triggered mass antigovernment demonstrations in Moscow at the end of 2011 and
in spring 2012 the interior ministry did not initially demonstrate great efficiency and struggled to muster enough
trained manpower to effectively control the streets of Moscow. In 2012 the number of specialized anti-riot

OMON police in all of Russia was estimated at some 25,000, the number stationed permanently in Moscow—
only some 2.000. The Internal Troops units used as backup in Moscow in spring 2012 were inept conscripts,

with less than a year of service under their belts. The precinct Moscow police, on the other hand, are corrupt;

their morale is low and their riot training—zero. The Moscow OMON was boosted to 6,000 by other OMON

units flown in from all over Russia. This left Russian provincial cities exposed if protests spread The different

OMON:s from various regions are closely connected to local authorities; they have never trained together and

do not know other cities (Novaya Gazeta, March 2, 2012).

Putin’s sudden decision to create a joint massive praetorian National Guard by merging together all the OMON
units and the Interior Troops may have been triggered by the publication of the so-called “Panama Papers,”
which disclosed corrupt offshore financial schemes that involved. among others, some of Putin's closest
acquaintances. The Kremlin has accused the US State Department and the Central Intelligence Agency (CIA)
of being instrumental in their publication—allegedly aimed at Putin ({nterfax, April 4). According to Putin
himself. the release of the Panama Papers is an aftempt to weaken Russia from the inside, to “split society and
undermine trust in the government.” Putin added: “They will pit us one against another, like it was done during
the tragic time of World War I” (Interfax, April 7). Apparently Putin is referring to the Bolshevik revolution led
by Vladimir Lenin, which was partially financed by the German General Staff It seems, Putin considers
himself as some besieged emperor in the Kremlin, while a US-led and financed revolutionary regime
change has been commenced, with the Panama Papers as a declaration of war. A massive praetorian
National Guard, headed by an absolutely loyal bodyguard, is seen as the only means to stop the
onslaught.

--Pavel Felgenhauer
It is aimed to head off a threat from Russian elites as well as from the masses, says Galeotti.

(can find citation on request)

As for the masses, the usually Kremlin-friendly Public Opinion Foundation (FOM) said 3/4 of respondents
were unhappy with their salaries. Median salary was about 24,000 rubles/month [if it's 75 to the dollar. that's
ahnrt S1INVmAnth?1 Oinkr 1804 ast mare than 20 NNMmanth RN4 cav thev e naverharl_tnonavecharl-
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A decent living salary to support family of 3. in the opinion of people polled by reputable commercial survey
firm ROMIR, was about 73.000/month, and that was about equal to the actual average salary. {How to
explain the discrepancy? Perhaps the ROMIR poll gives family monthly income with 2-3 wage-earners??? Or
maybe ROMIR was doing the survey for someone who wanted to show higher numbers?}

Moyt nonoeuHa poccuAH, paboTaklnx No HailMy, nonyyaroT 3apnnary medswe 20 Teicay pybneit B mecay (46%),
n abcontotHoe BonblwmnHeTBO (75%) OTMETHAK, YUTO UX 3TO He yCTpauBaeT, CBUAETEeNbCTBYHT AaHHbIe

thoHaa "ObwectBenHHoe mHeHue” (OOM).

http://1prime_ru/state_regulation/20160407/824702686_html
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Nellie Ohr

From: Nellie Ohr

Sent: Thursday, March 31, 2016 4:11 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: Spain declares Viktor Ivanov's #2 a wanted man AND the OCCRP report on
Rotenberg/Bayevskiy buying apts for Putin’'s women; AND Moscow gets tough on
0ocC?

Nikolay Aulov

Interpol has info that he's linked with the Tambov group

Wcnanna obvAeuna B poasick 3amaupektopa ocHapkokoHTpona PO Hukonas Aynoea
http://crimerussia.ru/gromkie-dela/ispaniya-obyavila-v-rozysk-zamdirektora-gosnarkokontrolya-rf-nikolaya-aulova/

Kak coobwun «Znak coms co ccuinkoil Ha «Pocbants, WMcnanwa B nuue cyabn LlenTpaneHoro cnegcteeHHoro cyaa
Ne 5 Mcnanun Xoce e na Marta Amaiia, BeiHecna pelenne of apecte 1 00BABNEHUN B MEXAYHAPOAHLI PO3bICK
POCCHAHKMHA, 3amecTuTens Aupektopa MocHapkokouTpona PO Hukonaa Aynosa. Matepuans ANA ero skCTpagnuum
yKe nepeaxbl B WwWrab-keaptupy WHTepnona u 3anyuieHa npougAypa no opraHn3aynin 3ajepKaina 3aMaupekTopa
®CKH B cnyuyae nepeceyeHns UM rpaHilibl EBPONENCKOro WK WHOTo rocyAapcTea.

Mo aanHbiM WHTepniona, Hukonait AynoB uMeeT oTHOLLEHWE K AeATensHocTH «TaMmBoBckoii» Ofl, BoarnaenAemoin
KpUMWHansHeIM aetoputetom [enHaguem MNetposeiM. Mpectynuuk bein 3agepxan ewe e 2008 roay o BpeMA
rPOMKOIl cneyonepauun «Tpoikas, NPoBOAWMON COTPYAHUKAMI NoNUUMK Micnanun Ha TeppuTopul CBOEI CTPaHbI.
MetpoBy Beinu npegbABNeHbl 00BUHEHNA B NEranu2aunn JeHeXHLIX CPeACTE, NONYYEHHLIX He3akoHHBIM nyTem. (o
MHEHWIO cnejoBaTenei koponescTsa, [ eHHaanil NeTpos BO3rNaBenAn He TONLKO «TamboBCKyto», HO

W «ManbIWeBCKYH» KPMMUHANEHLIE rPYNNUPOBKN.

lMpu 3TOM W3IBECTHO, UTO NPABOOXPaHUTENLHLIE OpraHkl MicnaHun HK pa3y He nbiTanuce gonpocute Hukonaa Aynoea,
1 HECMOTPA Ha ANUTENEHOE BPEMA PaccnefoBaHnA NPecTynneHnil, COBEPLUEHHBIX B 3TOI 3anajHOeBponeincKoi
cTpaHe uneHami poccuitckux ONI, emy HUKOTAa HEe MHKPUMUHWUPOBANK HUKaKWX NoAo0HbIX AeaHnil. Pamunua
samgupektopa ®CKH panee He Obina 03ByYeHa B Matepuanax 4aHHOTo YronoBHOMO Aena.

HanomuHaeM, UTo HECKONBKO HeAenk Ha3ad, B pamKax Paccnef0BaHUA TeX e caMelX npecTynneHui, Mcnawna
00BABUNE B MEXAYH3POAHLIN po3bick AenyTata [ocyaapcTeeHHon aymel PO Bnagucnaea Peanuka. Toraa ero
KOMMEern CoUnu, UTo TAKoe peLLeHne HOCUT WCKNKUYNTENLHO NONNTMYECKNIl XxapakTep. AnBokarsl PeaHuka
0DxanoBanu peLleHne HCNaHCKOro Cyaa.

Mpu atom ewie B 2009 rogy mHorue oTeyecTBeHHble 1 3apybexHuie CMU cooblyunu, 4To No AaHHLIM MCNAHCKUX
CnejoBaTeneil, apecToBaHHbLIE B KOPONEBCTEE UNeHbl «PYCCKoi Mapuiny CBA3aHLI CO MHOTMMM POCCHACKUMI
YUHOBHWKAMKW W NONUTUKaMW. TeMm He MeHee, «rnasHoro maguoans - [eHHagna MNetpoea g 2010 roay ncnaxckue
NpasooXpaHNTENK OTNYCTMAKW NOA 3anor U oH oduumansHo BepHynca B Poccuio.

BeaycnoeHo, 00bABNEHUE B MEXAYHAPOAHLIN PO3bICK 3amaupekTopa [ocHapkokoHTpona PO Hukonaa Aynoea B
Poccun Byaer pacueHeHo, Kak HeraTMBHOe NONWUTUYECKOE PeLLUeHE.

This is probably the "information attack” that VVP's press secretary was warning against. Roman Anin usually
works for Novaya.

Roman Anin, Russia: Businessman Handles Insider Homes. 31 March 2016,
https://www_ occrp org/en/investigations/5106-russia-businessman-handles-insider-homes

_.."A murky Russian businessman that formerly ran a state property agency has been buying apartments in
Moscow for a number of young women that include the daughter of Russian Federation President Viadimir Putin;
Putin's alleged girlfriend; and a woman who, in a flity web posting titled “Pussy for Putin,” offers the Russian leader
a kitten and praises his leadership skills.

Grigory Baevskiy. 47, works for Arkadiy Rotenberg, a Kremlin insider and long-time Putin friend and his judo
snarrina nartner Records show Baevskiv not onlv helned Putin handle some of his maost delicate nersonal situations
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but also made a fortune from questionable deals with the Russian state.”

...."After leaving his post in the DIA [dealing with state property], Baevskiy joined Rotenberg's business. showing up
on a list of people officially affiliated with the SMP Bank, which is owned by the Rotenberg brothers. From 2011 until
2014, Baevskiy also worked as the general director of the Russian Holding Company (RHC) whose ultimate
beneficiary is Rotenberg.

The RHC holds many of the jewels of the Russian economy. It is the only shareholder of the National Chemical
Group. one of the biggest companies in the Russian fertilizer market. The RHC is also involved in a management
role in a US$S 6 billion highway project as part of the “Silk Way,” a highway from the border of Belarus to Kazakhstan
which will be a fast overland route from Western Europe to China. Baevskiy is not just an employee. He has been
developing his own businesses and, as in the case of Arkadiy Rotenberg, Baevskiy's companies earn most of their
money from Russian taxpayers. According to OCCRP calculations, in the past two years Baevskiy's businesses
won more than 6 billion rubles (US $88 million in current value) in state contracts.

The Main Administration of the Moscow police has created special operational groups to fight the
economic aspects of organized crime

*Crimerussia.ru reports that Anatoliy Yakunin, head of the Moscow police Main Administration,
told a 23 March meeting of the Moscow City Council there are 38 thieves-in-law registered in
Moscow, of whom 8 live there permanently (other sources differ on these figures). 10 thieves-in-
law were arrested in 2015 and four sit-downs were disrupted. This work helped in a 25%
decrease in number of armed crimes. Also, new operational groups will fight to undercut the
economy of organized crime groups. Experts say, however, that corruption provides a solid basis
for the continued existence of organized crime.

*Full cite: Anatoliy Yakunin will undercut "thieves-in-law" —-AHatonuin SKyHUH NoA4opBET «BOPOB B
3aKkoHe», 23 March 2016, hitp-//crimerussia.ru/criminalauthorities/spetsgruppy-zapustili-

mekhanizm-podryva-ekonomicheskoy-platformy-vorov-v-zakone/
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Nellie Ohr

Lo e e
From: Nellie Ohr

Sent: Thursday, March 31, 2016 12:56 PM

To: (b) (6) Nellie Emailf(b) (6) ; Ohr, Bruce (ODAG)

Subject: Paragon of virtue decries Ukraine corruption and US meddling

{could Firtash be angling for a spot in a new Ukrainian gowt?
Note also that this Sputnik piece seems to be sympathetic to Yatsenyuk, calling him a scapegoat and saying
Poroshenko is the corrupt one}

Sputnik [Russian propaganda outlet]
March 30, 2016
Ukraine is a 'Failed US Project, a Battlefield With No Solution’

Dmitry Firtash, a Ukrainian billionaire living in Austria, has called his native country a "failed project” of the US,
which it has turned into a battlefield for the last two years instead of providing any solution; the US' "handwriting” in
Ukraine, he noted, resembles very much that in Syria.

"As the past two years have shown, Ukraine today is not a successful project. In other words, America has failed to
accomplish this task. Instead of providing a solution, it has created a battlefield. It destroys everything, economically
and politically. it has almost destroyed the country, made it poor," the businessman said in his interview with
Bloomberg.

Firtash also commented on the country’s current government. calling it politically bankrupt.

"One cannot expect anything from this government._ It has showed itself very clearly in these two years - it has
brought the country to the edge of catastrophe. If they remain in power any longer, this will only make things worse.
They had two years to prove themselves and they showed themselves as lacking talent, helpless, not able to do
anything other than PR."

The businessman acknowledged that the government can by no means be called independent or is able to make
any correct decisions.

The country is being governed from abroad by the Americans, he added.
“They may be very smart, | don't have anything against the US, but there is a problem." he said. "One should
understand that Ukraine is still an independent country. And | would like it to be Ukrainians who govern Ukraine and

not to be under external management.”

“This is not the only situation of this kind - just look at Syria and then have a look at Ukraine - the handwriting is the
same,"” the businessman added.

Dmitry Firtash is a Ukranian oligarch who is now in his self-imposed exile in Austria. In March 2014, Firtash, who
was at that time in the offices of his family holding company in central Vienna, was arrested by Austrian police at
the request of the FBI. He was wanted in the US on bribery charges.

His release came nine days later, when he posted bail of €125 million (now $140 million) by wire transfer - an
Austrian judicial system record.

An Austrian High Court judge refused to hand him over to the FBI after finding that there had been improper political
interference from the US in the matter.

Judge Christoph Bauer argued in his final decision that the case was "politically motivated” and rested solely on the
testimony of two anonymous witnesses that the FBI refused to show before the court (the Judge questioned if those
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Essentially, the case revolves around supposed bribes given in 2006 by Firtash and his associates to Indian officials
to launch a titanium project - a project that never materialized.

According to media speculations, Firtash was regarded as having "close links with Russia and as a key player in
the Russian-Ukrainian gas trade.” His arrest then was seen by some media outlets as an attempt by Washington to
put pressure on President Putin.

Bloomberg has already called Ukraine a failed project of the US and EU. Back in November its view columnist
Leonid Bershidsky called it “another bankrupt and corrupt post-Soviet regime.”

"Rather than the democratic hope it might have become after last year's ‘Revolution of Dignity,” Ukraine now looks
like just another incompetent and corrupt post-Soviet regime,” he wrote.

"Despite attempts at change by a new generation of bureaucrats, Ukraine’s economy remains unreformed. Taxes
are oppressive but widely evaded, the shadow economy is growing and the regulatory climate for business has
barely improved,” he said, adding that Ukraine's incredibly corrupt justice system remained equally unreformed.”

This year's report compiled by a group of British corruption experts reveled that Ukraine is deeply bogged down in
pervasive corruption and red tape.

The level of corruption in Ukraine has reached never before seen levels and directly includes current President Petro
Poroshenka’s administration, it states.

The experts pointed out that the Ukrainian Administration is simply pretending to change and fight corruption, with
Ukrainian Prime Minister Arseniy Yatsenyuk taking the brunt of the blame for the country’s ills.

Western powers either lack the instruments to monitor Ukraine's level of corruption or choose to ignore it, the report
concluded.
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Nellie Ohr |
= e e

From: Nellie Ohr

Sent: Wednesday, February 17, 2016 4:50 PM

To: Ohr, Bruce (ODAG)

Subject: Hezbollah leader threatens Israel with nuclear bomb-like attack

Don't know how reliable this source is
https:/fwww_almasdamews_com/article/29034/
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, February 16, 2016 6:20 PM

To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF)
Subject: Coincidenza?

[He was 52]

Russia Anti-Doping Ex-Chief Dies

Feb. 15| BBC — The former head of Russia's anti-doping agency Rusada has died, the organisation says. Nikita
Kamaev's death comes two months after he resigned his post following a doping scandal in Russian athletics.
Rusada said the cause of death was "a massive heart attack” Russia was suspended from international athletics
last November after the World Anti-Doping Agency (Wada) accused Russian athletics of state-backed doping,
corruption and extortion. Mr. Kamaev resigned from Rusada in December along with all the organisation’s other top
executives as Russia began work on lifting the ban in time for its athletes to compete at the Rio de Janeiro
Olympics in August....'those close to him say that he got tired after physical exercise and felt unwell "

....His death comes just two weeks after that of Rusada founding chairman, Vyacheslav Sinev..._.

Mr Sinev, who left the agency in 2010, died on 3 February.

But Mr Khabriev said there was no link as Mr Sinev had been ill for a long time with heart problems and was
supposed to undergo a transplant.

http://www_bbc.com/news/world-europe-35575774?mc_cid=57b8bbfdfc&mc_eid=e46842563c

Other intriguing tidbits:

~The Russian delegation to the Munich security conference included experts and oligarchs who can carry on
informal couloir discussions:

Russia Direct: Munich Security Conference: Ukraine still top-of-mind for Russia. With the beginning of
the Munich Security Conference, Russia Direct talked to a member of the Russian delegation, Andrey
Kortunov, general director of the Russian International Affairs Council (RIAC), to discuss this year's
conference agenda and the most serious security challenges for Russia and the West.

"__...AK_ [the Russian delegation] will comprise a range of our leading experts, political analysts and former
diplomats, including Russia's former Foreign Minister Igor Ivanov. It will also include representatives of Russia's
academic community and, probably. Russian oligarchs. For example, | received a call from the administration of
[Oleg] Deripaska. the president of Russian aluminum giant United Co. Rusal. | mean there is a certain circle of
persons who attend the Munich conference on a regular basis. Our group will consist of about 12-15 people. ... |
believe that the major events and bilateral meetings take place not at the plenary sessions [of the Munich
conference], but behind the scenes.”

—-And a diatribe by Congressman Rohrabacher-who turns out to be a subcommittee chair!:

Why Is America Restarting the Cold War With Russia? Washington's strategy toward Moscow is outmoded and
misdirected.

By Dana Rohrabacher, The National Interest, February 11, 2016, Rep. Dana Rohrabacher, a California Republican,
chairs the House Foreign Affairs Subcommittee on Europe, Eurasia, and Emerging Threats.
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Nellie Ohr

From: Nellie Ohr

Sent: Thursday, January 28, 2016 10:10 AM

To: Ohr, Bruce (ODAG)

Subject: EU Court Lifts Asset Freezes On Yanukovych's Prime Ministers Azarov And

Arbuzov

EU Court Lifts Asset Freezes On Yanukovych's Prime Ministers Azarov And Arbuzov
11:31 (GMT)

The General Court of the European Union has today annulled an EU-wide freezing of assets belonging to two of
Viktor Yanukovych's former prime ministers - Mykola Azaorv and Sergei Arbuzov.

The assets were frozen on March 5, 2014, after they fled Ukraine after Yanukovych abandoned Kiev at the height of
the EuroMaidan protests.

Azarov was prime minister when the government introduced a package of severely restrictive anti-protest laws on
January 16, 2014, aimed at repressing the demonstrations.

The package, dubbed the "dictatorship laws"” was denounced internationally and served to only heighten tensions on
the streets.

Azarov resigned on January 28 and was replaced by Arbuzov, who remained in his post until February 27. This
period saw some of the most violent repressions on the Maidan, with snipers opening fire on protesters. Dozens had
already been killed by riot police or abducted and tortured or killed in the weeks before Azarov's resignation.

Three other men were removed from the EU sanctions list by today’'s ruling: Eduard Stavytskyi - former energy and
coal industry minister, Sergiy Kluyev - businessman, MP and brother of former Presidential Administration head
Andriy. and Oleksiy Azarov, the former prime minister's son.

All were placed under sanctions by the Council of the European Union after the post-Maidan Prosecutor-General,
Oleh Makhnitsky, sent a letter to the Council stating that investigators had established that the five had
misappropriated large amounts of public funds and illegally transferred them outside Ukraine.

The General Court ruled today that, in the absence of further evidence, the order of the Council failed to match the
necessary legal criteria to freeze their assets:

The Court takes the view that that letter provides no details conceming the matters specifically
alleged against the five Ukrainians or the nature of their responsibility.

The Court concludes that the freezing of the assets of the five Ukrainians does not satisfy

the designation criteria, and therefore annuls that measure for the period from 6 March 2014 to 5
March 2015.

- Pierre Vaux

Published in Press-Stream Day 710: January 282016 in Publication Ukraine Liveblogs

http:/fwww_interpretermag.com/day-710/
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Wednesday, January 13, 2016 5:48 PM

To: Nellie Ohr

Subject: RE: "We know that in the United States, FBI agents, as well as police, have

unlimited powers"

Amazing!

From: Nellie Ohr QRG]

Sent: Wednesday, January 13, 2016 5:46 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: "We know that in the United States, FBI agents, as well as police, have unlimited powers"

From today's JRL. (Gazeta.ru, by the way, has not usually been a slavish mouthpiece for the Kremlin. And indeed
they ask some pointed questions).

Gazeta.ru

December 29, 2015

Head of Russian watchdog interviewed on tightening control over media, internet

Interview with Aleksandr Zharov, head of Roskomnadzor, Russia's Federal Senvice for the Supenvision of
Communications, Information Technology. and Mass Communications. by Svetlana Babayeva and Yevgeniy Shipilov

..... [Gazeta.ru] Journalists today are like mine disposal experts. Media outlets feel as if they are in a minefield: So
many restrictions have been introduced on coverage of various subjects. What is the need for such tough regulation
of the media?

[Zharov] The question "why" should probably be addressed. above all, to the authors of the laws. Roskomnadzor
does not initiate legislation. As for tough regulation, | would not agree with you here. Our legislation is fairly
liberal compared with that of other countries and with the powers of their supervisory bodies as far as, for
example, the seizure of media material during broadcasts is concerned.

[Gazeta.ru] Can you give at least one example of a civilized country whose laws are tougher than ours?

[Zharov] When one of the cable channels in New York started showing the film 08-08-08, which is about
Georgia's attack on South Ossetia and Abkhazia, an FBI agent turned up at the studio 30 minutes after the
film started, produced his ID, seized the material, and left. At that point, viewers' screens went blank. We
know that in the United States, FBI agents, as well as police, have unlimited powers. Can you imagine a
Roskomnadzor inspector turning up at the offices of a media outlet and interrupting a broadcast? | can't.....

...... [Zharov claims the blacklists against drug-related sites have done good] The number of online stores
specializing in the distribution of drugs has fallen drastically. Working together with the Coordination Centre for Top-
Level Domains .RU and _RF [in Cyrillic] and experts from the Federal Drug Control Service [FSKN] who are
responsible for this, we have made sure that several hundred such shops have simply disappeared from the Internet.

[Gazeta ru] Are there any statistics showing how this has reduced drug use? According to information from other
agencies, the situation is deteriorating, rather than improving.

[Zharov] | cannot give you statistics for drug use. You have to approach the FSKN for that. For me, it is clear that a
determined addict will always get to the deadly stuff. There are ways of bypassing blocks: Content can be accessed
through VPN [virtual private network] services. anonymizers, and so on. But at the end of the day it is not our job to
work with people suffering from drug addiction. It seems to me that our job is to create barriers for young people who
fortunately do not yet suffer from this affliction and to limit the chances of them reaching such websites. Together

santh tha COWM mnaninlicta win anticnata that thara aca ciieramth mrniimd © ANN Diianinn lanainma snhaidban ashinb mue
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users can access and which still sell drugs online. This is a large number.

[Gazeta ru] And what stops you blocking them?

[Zharov] They are migrating and changing names, P addresses. and domains. There is one step between a website
being created and blocked. Clearly, our work has to be conducted in parallel with the work of law-enforcement
agencies, which identify and detain such people. We are moving along a difficult path: Drug use is a global problem
and does not just exist in Russia.......

Johnson's Russia List 13 Jan 2016
Original: http:/fwww gazeta ru/tech/2015/12/29_a_8002037 shtml
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Nellie Ohr

From: Nellie Ohr

Sent: Wednesday, January 06, 2016 4:20 PM

To: OIOREVEISUEN - Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: Re: Conspiracy theorizing—- an ex-KGB agent has claimed the Kremlin may have

brought down the Russian plane over Egypt

Sorry, | have some more arguments to add to this:

Remember the scene on the night of Nov 16-17 when VVP supposedly first heard the official assessment that the
plane had been brought down by a bomb? | was skeptical from the start.

Wayne wrote the following in his Nov 17 notes:

"Bortnikov says a bomb destroyed the Russian airliner over the Sinat:
hitp-//newsru.com/russia’l Tnov2015/a321 himl Bortnikov made this announcement at a meeting of the Security
Council held last night. Putin said that “we will search for the terrorists no matter where they might be™ and “we
will punish them ™

Here’s a transcript and video of the meeting: http://www _kremlin ru/events/president/news/50707

Putin also said that “we are counting on people who share our moral values that are the basis of our policy, in
this case foreign and security policy, the policy of combating terrorism.” Putin added that the Russian air
campaign in Syria would be intensified so that the criminals understand that retribution is unavoidable. Russia
will act in accordance with Article 51 of the UN Charter on the right of self defense.

An English translation of the meeting: http-//en kremlin ru/events/president'news/50707

Comment: Putin appeared shaken, at times a bit emotional, but seemed to try and look determined.
His body language appeared to indicate that he was disturbed, as we might expect. He does not look
as shaken up as he did following Beslan, though, but maybe a bit weary. The meeting did take place
last night and Putin just returned from a veryv busy summit in Turkey. Maybe that’s why he seemed
weary and maybe less steely than you might expect—he had to know this was coming and has had
time to prepare himself for this moment.

Peskov has commented that the meeting took place at 2300 last night. The FSB is reportedly offering a reward
of $50 million for information about those who were involved in the terrorist attack on the airliner. Yesterday,
the British Foreign Ministry announced that Prime Minister Cameron had passed on to Putin information on the
destruction of A321, the information that convinced the British government that a terrorist attack had taken
place: hitp://www.newsru.com/russia’l 7Tnov2015/peskov.html"

Here is a response | wrote to Wayne:

I'm sorry to be sounding so cvnical about all this, but if this announcement were really a surprise that
threw Putin for a loop. why would they be publicizing this on the Kremlin website? Even ff, as a reader
suggested, Bortnikov may have planned to throw VVP off balance with the announcement, would
Bortnikov have been able to assure that it got posted on the site? And VVP's talk was clearly pre-
written and probably rehearsed.

The timing, coming just a day after the G-20 summit, makes me think they decided to test out the mood
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and make sure Russia had indeed broken out of its isolation with foreign partners, and then portray

the "discovery” of the terrorist attack at a time when 1) the domestic audience could see it in light of an
international anti-ISIS alliance a la WWII, 2) the rest of the world could see the Russian airline
passengers as equally important to the Paris victims (I think there was less sympathy for them mitially than
there was for the Paris victims), and 3) as one commentary put it, Putin was engaging in damage control
by allowing enough time to pass after the disaster for the initial passions of grief to cool. so people would
not protest too loudly against the Russian activities in Syria that appeared to have motivated the attack.

I admit that in these remarks I'm simultaneously holding onto two possible versii: 1) that the plane crash
really was an ISIS attack and that Russia was undertaking damage control and even turning it to its
advantage, and 2) the more farfetched versia, that someone in Russia may actually have facilitated the
attack. a hypothesis I tried out in an earlier message.

I admit that versia 2 is farfetched, and that your "lucky and opportunistic" formulation probably describes
better how VVP has been able to make the best of the tragedy.

—0Original Message-—-—-
From: Nellie Ohr{(QX®
iR (b) (6) Lisa Holtyn
Sent: Wed, Jan 6, 2016 4:02 pm
Subject: Conspiracy theorizing—- an ex-KGB agent has claimed the Kremlin may have brought down the Russian
plane over Egypt

bruce._g.ohr <bruce.g.ochr@usdoj.gov=

From the beginning | wondered whether the 31 October shoot-down of the Russian plane over Egypt could have been
the work of the Kremlin itself, comparable to the 1999 apartment bombings.

Other commentators cautiously raised this possibility from the beginning. E.g. this item from Wayne Allensworth's
Nov 16 Internet Notes citing the moderate nationalist commentator Solovey:

Solovey says that the situation has improved for Putin: hitp//vk com/id2444775747w=
wall244477574_11647%2Fall:

"The situation has begun to improve for the Kremlin. One more terrorist attack and Moscow will be in the
saddle internationally....."

[I noted that] Solovey seemed to be toying with the idea that Russia has benefited from both the airliner and the
Paris attacks. The way I read Solovey's comment, by extension, it is not excluded that Russia could have had a
hand in facilitating the attacks.

I have to admit the thought crossed mv mind.

--as soon as | heard that a Syrian passport was found near the body of one of the bombers, which sounded too
much like the finding of. was it Yarosh's passport, near the site of some kind of clash in Ukraine?

--and given the precedent of the 1999 apartment bombings (Kathrin Hille in the FT pointed out a few days ago
that Putin's statements, saying they'll wipe out terrorists wherever they are in the world, sounded eerily like
those of 1999),

--and considering all the ways in which the Paris attack strengthened Russia's position, helped further undermine
EU unity and highlight the voices of Le Pen types. bolster the Russian narrative about how decadent liberal
Europe had it coming, and make the West come around toward the possibility of allowing Assad to stay

longer.

Now someone else has shared my suspicions, which were also expressed by Kommersant back in November (at

the end of thls emaul) This tlme |t is an ex-KGB feIIow named Karpichkov here cited in a 25 Dec 2015 article in the
- —~— oo bomod Al SV
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Ually Mail. Karpichkov says the bombing plot was allegedly hatched by the GRU—IOU QdU e Uku
head just died suddenly and can't explain......

Did Putin plant the holiday jet bomb that killed 224 Russians? Ex-KGB agent
claims this dossier proves the Kremlin orchestrated the atrocity to justify
waging war on Syria

By Andrew Malone for the Daily Mail
http://www.dailymail co uk/news/article-3374231/Did-Putin-plant-holiday-jet-bomb-killed-224-Russians-s-outrageous-
theory-ex-KGB-agent-claims-dossier-proves-Kremlin-orchestrated-atrocity-justify-waging-war-Syria-decide-

yourself html

..... is all really as it seems over the story of Metrojet Flight 92687 Could there be another very
disturbing explanation of how the aircraft was blown out of the sky?

One man certainly believes so: Boris Karpichkov, a former spy with the KGB (later renamed the
FSB) who now lives under a new identity with his wife and family at a secret location in England
after fleeing here in fear for his life.

His sensational claim at first seems unbelievable. For he maintains it was the Kremlin, not ISIS,
that deliberately blew the plane out of the sky.

And he says Putin cynically authorised the tragedy not only to obtain worldwide sympathy at a time
when Russia was being treated as a pariah because of its aggression towards Ukraine, but also
to gain support for its ostensible belligerence against ISIS, which Putin would use as a cover to
attack rebel groups in Syria who were sworn enemies of his ally President al-Assad.

Of course, this could simply be the most monstrous slur by a deeply disenchanted man. For it has
to be said that Major Karpichkov fell out with his KGB paymasters over money he claimed was
owed to him, and ended up in jail before fleeing to Britain.

Yet his case deserves to be aired, particularly in view of the history of black propaganda
emanating from Putin and his Kremlin cronies, and his argument is compelling.

The major claims his information comes from a general lieutenant in GRU (one of Russia’s
numerous military intelligence wings).

This man told him, he says, that around the time of the plane’s crash, Putin had been expressing
his concerns to Kremiin allies about ‘possible losses of political influence’ in Syria and the Middle
East. Putin, he went on, was worried about the fate of his traditional ally in the region, President al-
Assad, given the West's support for rebel groups trying to depose him.

A plan was allegedly hatched by officials within GRU to reverse Russia’s declining influence in the
region and — as Major Karpichkov claims he was told by a senior source — to ‘kill two rabbits
with one bullet’.

The aim was to get "at least silent international approval’ for massive military operations against
Assad'’s enemies under the guise of a campaign against the IS terrorists blamed for bombing the
Russian passenger jet; and to bolster Russia’s multi-billion-pound weapons business with the
Middle East.

This was all summarised in a dossier compiled by the former KGB spy: ‘In order to accomplish all
these aims and to get Western consent to fighting Islamic State (which was, essentially, official
support for keeping the Assad regime in power), the Kremlin desperately needed the kind of
justification which would generate worldwide attention and full international sympathy and approval
for military action.’

The major certainly knows all about the dark arts of espionage.

A graduate of a KGB academy in Minsk, he was taught how to kill with his bare hands as well as
how to carry out other so-called ‘wet-jobs” — the killing of a target without leaving any traces of
evidence.

He served in Russian intellinence for more than a decade reachina the rank of KGB maiar and
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as such, was privy to Kremlin secrets at a high level. He spent much of his career in the then
Soviet republic of Latvia, where he specialised in counter-intelligence for the KGB.

When the Soviet empire collapsed in 1991, he stayed in newly independent Latvia, where he
joined the country’s intelligence services. But he also remained on the books of the Kremlin,
leaking information to his old bosses.

However, he was jailed for two months on weapons charges after a row over payments he
claimed were owed to him by the KGB. The Russians, in turn, accused him of being involved in a
massive fraud — part of the normal modus operandi of the Kremlin bringing criminal charges
against enemies.

After he was placed under house arrest in Lativa, he used four false passports issued to him while
he was a spy and fled the country, ending up in Britain a decade ago.

He says he retains high-level contacts in Russian intelligence circles, and that his dossier is an
accurate representation of the truth about the worst terrorist atrocity involving an airliner since the
terror attacks in New York on September 11, 2001.

The file states that Russian intelligence ‘geniuses’ in GRU outlined a plan to Putin and his closest
aides to bomb a Russian airliner and blame it on Islamic extremists to initiate enormous
international hate towards ISIS and to create international sympathy to act on its own without any
limits or reservations (for military action).’

Once agreed, Major Karpichkov says, the operation was straightforward.

A specialist in ‘wet-jobs’ and other forms of espionage was despatched to Sharm el-Sheikh,
where hundreds of thousands of Russians holiday each year to escape the cold. Posing as a
fighter who was recuperating in the Red Sea after serving in Ukraine, the agent befriended a
young Russian woman staying in the resort, and began a holiday romance.

When the woman was due to leave for St Petersburg, the Russian agent gave her a ‘present’ —
asking her to deliver it to his parents at home in Russia — and escorted her through the
notoriously lax security at Sharm el-Sheikh airport before she boarded the doomed Metrojet flight
in the early hours of the morning.

The gift, says Major Karpichkov, was a bomb and the detonator used to ignite the explosives was
known as an EHV-7, which is produced exclusively for special forces soldiers. The device itself
looked like a piece of plumbing tube, which is primed to explode by an electrolyte ‘bath’ slowly
corroding a metallic wire, which detonates the bomb once it is broken.

The explosive material was — sources add — cyclonite, an enormously powerful substitute for
TNT.

It has been suggested that the bomb was most likely placed under the seat 30A or 31A. Plane
records show that seat 30A was occupied by Nadezhda Bashakova, 77, from Volkhov in St
Petersburg region, travelling with her daughter Margarita Simanova, 43, who sat in 30B. In seat
31A was Maria Ivleva, 15, also from St Petersburg region. Could this young woman have been be
the unwitting carrier of the bomb? She was with her mother Marina Ivieva, 44, who occupied seat
31B. My sources say the bomb carrier was older, and sitting nearby.

However extraordinary, the allegations about the Sinai crash are not as far-fetched as they may
seem. After all, Putin has allegedly used such a murderous method against his own people to
generate support for war before. In 1999, during Putin’s first term as president after coming to
power following a career as a KBG spy, he was accused of being behind the infamous bombings
of four apartment blocks in Moscow as well as the cities of Buynaksk and Volgodonsk.......

Not surprisingly, the Russians have furiously dismissed the claims by their former spy. “This theory
about the plane being deliberately blown up on Putin’s orders can only come from someone with a
sick mind who is intent on revenge,” snorted one Russian intelligence source.

‘Look at Karpichkov's background — he has fallen out with all his old sponsors whether in
Mncrnw Rina nr |l nndnn and nrnhahlv the C1A tnn Nn nne tniicte him and he invente far_fetrhend
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nonsense. Linking it to the apartment block explosions — well, these were also absurd claims for
which no proof was ever produced.’

Perhaps this is true. Perhaps the claims by Boris Karpichkov are fantasy or some attempt to
smear the spy’s former Kremlin handlers — part of the intelligence world’s so-called wilderness of
mirrors, where nothing and no one is quite what they seem.

Or perhaps we do really live in times when people blow their own out of the sky for arms sales, oil
and power.

For the sake of us all, let's hope that the Russian major is horribly wrong about what really
happened to Metrojet Flight 9268.

And below are some more examples of people suspecting the plane was bombed by the Russian government

Wednesday, November 18, 2015

Moscow Projects Its Own Myths onto the West and Then Justifies Russian
Actions on the Basis of Those Myths, Solomatin Says

http-//windowoneurasia2 blogspot. com/2015/11/moscow-proiects-its-own-myths-onto-west html

Paul Goble

Staunton, November 18 — A curious and extraordinarily dangerous feedback loop has emerged.
Mikhail Solomatin says. Moscow projects false myths on the West and then uses those myths to justify its own
actions at home and abroad — or to put it more succinctly. “Russia seeks to introduce those standards of
Western civilization which it dreamed up on its own.”

This projection of Russian myths on the West is becoming increasingly a part not only of Russian
ideology but also of Russian practice under Putin, the Moscow historian argues in a commentary on
Kasparov.ru today and opens the way to ever greater misunderstandings and disasters in the future
(kasparov.ru‘matenal php?id=564C2C3F1994E).

Thus, he says, Moscow puts out the myth that the US sends its troops into any country “which it
considers the zone of its interests” and then the Kremlin uses that myth to “justify the seizure of Crimea and the
provision of military assistance to Asad.™ Its myth that the US organizes “color revolitions™ is used to justify
Moscow’'s sponsorship of separatism in Ukraine.

Its myth that the American film_ “The Tail Wags the Dog,™ “reflects the principles of the foreign and
domestic policy of the West led to the creation of Kiselyev-TV.” Solomatin observes. And even Putin’s blatant
lying about Russian forces in Crimea reflects “a myth abou the total falseness and cynicism of politicians in
Western countries.”

But there is another and even more deeply “rooted” for Russian consciousness myth™ about the West,
the myth “that behind the Islamist terrorists stand the CIA. This myth is old. much older for example that the one
that holds that the Maidan was “sponsored by the State Department ™

Given those Kremlin assumptions, Solomatin says, “it is hardly wise to ignore™ the fact that “the Kremlin
cannot but be thinking”™ about how it can use weapons it says the CIA has created for Russia’s purposes.
Indeed, it would be very surprising if Putin and his entourage were not doing that.

To say that. he points out, is not to say that Moscow organized this or that terrorist action but only that
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its myths about the supposed Western organizers of terrorist groups is part of Kremlin thinking and helps to
explain why Moscow so often succeeds in exploiting terrorist acts for its own purposes. After all, it
assumes that the West is trying to do the same thing.

“The only structure which won from the destruction of the jet over Sinai and from the
bloodbath in Paris and the only structure whose earlier declared goals were advanced as a result of
these terrorist actions was the Putin regime,” the Moscow commentator argues.

As aresult of Paris. he continues. Putin recetved carte blanche to isolate his own citizens from the rest
of the world and a wonderful opportunity to “force the West to cooperate and forget about Ukraine.” In
fact, “not for any other government of anv other country of the world did the actions of the terrorists open such
perspectives.”

That is what Putin was promoting at the G20 summit, and. one could add on the basis of the latest
news, has succeeded in some measure given US President Barack Obama’s declaration today at the Asian-
Pacific Summit that he views Putin as a reliable partner in the struggle against terrorism.

Exactly the same thing happened after the 9/11 attacks, Solomatin says. “On the basis of “common
challenges.” the West “forgave Russia” for its Chechen campaigns, and “Putin became the best friend of Bush
Junior.”

“I am far from convinced in the justice of the thesis that “The FSB Blew Up Russia,” [a reference to the
book linking Putin to the apartment bombings in 1999]. but three things are completely obvious.” Solomatin
says:

1. “The Kremlin believes in the effectiveness of suing Islamist terrorist in the geopolitical struggle because
Russian ideologues have already for a long time accused the hated US of this.”

2. “The Kremlin believes that cynicism is the basic contemporary policy.”

3. “The Kremlin consistently is the main and at times the only beneficiary from the activities of Islamist
terrorists, something which is not surprising given that among their enemies is not a little in common and
the chief among them is contemporary Western civilization with its iberalism and human rights ™

This is not something new for Moscow, he continues. It helps to explain what made possible “the
alliance of Stalin with Hitler in 1939.7

Stolomatin says he is far from “accusing Russia in the organization of terrorist actions, but it is
undoubtedly the case that Russia for a long time has become at a minimum_ the ideological and political backer
of terrorism.” as in the case of the shooting down of the Malaysian airliner over Ukraine. Moscow may not have
pulled the trigger but it supplied the weapons to those who did.

That case “illustrates the connection of Russia with international terrorism, one that is not direct but
neither is it accidental or illogical.” Stolomatin continues. “Russia’s Anti-Westernism and intensified anti-
Americanism.” its belief that world leadership rests on displays of military might and repression “have made
it “close to those who seek to blow up the world order.”

And this. the Moscow historian says, is “only beginning.™

Thursday, November 19, 2015
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Parallels with 1999 Could Backfire on Putin

Paul Goble

Staunton, November 19 — “Kommersant™ reports today that Russian experts say the bomb that
brought down the Russian airliner over Sinai resembles those used to blow up apartment blocks in Moscow.
with the only differences being the amount of explosive used. the nature of the timing device, and the target
(kommersant m/doc/2857174).

Vladimir Putin may be counting on using such reports to mobilize Russian society for a new
military action much as he did 16 years ago. (For a discussion, see “Is Moscow about to Use the Sinai Plane
Disaster as He did the 1999 Bombings?” November 3, 2015, at windowoneurasia2 blogspot.com/2015/11/is-
putin-about-to-use-sinai-plane-crash html,)

No doubt, given the Kremlin's control of the media and the willingness of many Russians to
accept as true anvthing Putin says, he may have some success in doing so. But there is a significant number of
Russians and others who don’t accept his version of 1999 and thus may not accept his explanation of the latest
terrorist act.

Instead, they believe that the FSB and Putin personally were behind the blowing up of the
apartment buildings; and consequently, this comparison may lead some of them to wonder whether he and his
agents were behind the latest disaster as well, especially given how quickly and well he has exploited it to his

own ends.

(For the most detailed discussion of what happened in 1999 and how various groups have
evalated it, see John Dunlop’s The Moscow Bombings of September 1999 (Ibidem, 2014).)

Whether or not Russians will draw such parallels, either those the Kremlin would like them to
draw or those it very much fears that they might. depends on the level of popular memory. and an article in the
latest issue of “Kommersant-Dengi™ argues that “the main problem of Russia [today] is memory™
(kommersant mi/doc/2850128)... . [Goble summarizes this article at length, as if he is regretful that most
Russians likely won't draw the possible parallel between now and 1999-NHO]

The Kommersant article was also cited by lllarionov—but he highlights different aspects of the 1999 parallel —saying
it hints a Russian plan to attack Saudi Arabia!l (This is article 2 of two.

(In part 1 he pointed out that VVP probably knew it was a terrorist act earlier but waited to announce it and then
focused on financers rather than on ISIS):

the Russian authorities did not announce that they knew until “after the conclusion of the G20 summit in Antalya in
order to “avoid a practically inevitable discussion in that event of the nature of the possible Russian response to
the terrorist action.”

_..Already at Antalya, Putin had said that it was necessary to strike at those who “finance terrorist activities,” a
group of countries which include Saudi Arabia and Qatar. . ...in the near future, Saudi Arabia (and possibly
Qatar) could be declared sponsors of international terrorism. .. Invoking Article 51 of the UN Charler, the
Kremlin could carry out an operation of revenge.”

15. The consequences of such attacks on oil prices are obvious, and the refusal of the US and the UK to invoke
Article 5 of the NATO Charter for the defense of France marks the de facto paralysis of this organization and
in essence an open invitation to the carrving out of new aggression against its other members.”
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Friday, November 20, 2015

lllarionov Offers Additional Arguments that Putin Planning to Attack
Saudi Arabia

Paul Goble
http://windowoneurasia2 blogspot com/2015/11/illarionov-offers-additional-arguments _html
Staunton, November 20 — Yesterday. Andrey Illarionov laid out the logic behind his suggestion
that Vladimir Putin is preparing to attack Saudi Arabia in order to destabilize and possibly dismember it
(windowoneurasia2 blogspot.com/2015/1 1/putin-appears-preparing-to-attack-saudi html).

Not surprisingly. that suggestion precisely because it would involve an action few have thought
possible immediately sparked a vociferous reaction in Moscow and elsewhere. And so today, the Moscow
analyst provides additional arguments on behalf of his conclusion (kasparov.ru/material php?
1d=564E431AA47ET7).

As he did yesterday and has done before, Illarionov lays out his argument point by point. In this
case, he offers 10 additional detailed discussions that he says force the conclusion that Putin’s new war “will be
directed not only and not so much against ISIS™ as “against Saudi Arabia™ with the goals being
its “destabilization and it can’t be excluded dismemberment.”

1. “In the course of the historic session of the force Politburo of the Russian Federation November 16-
17.7 ESB chief Aleksandr Bortnikov focused on the origins of the explosives that blew up the plane
over Sinai rather than on who carried out the attack, thus at a minimum confusing the issue concerning
who was responsible by “intensifving suspicions that arose earlier” about that.

2. Bortnikov also stressed that the bomb itself was “self-acting” rather than the work of a suicide bomber,
a conclusion of course supported by ISIS claims earlier the same day and one that again has the effect
of spreading the blame for the bombing beyond Islamic State activists. The FSB chief insisted that
Russian experts had established this independently.

3. “Kommersant™ carried a story suggesting parallels between the 1999 bombings and the downing of the
plane, a potentially dangerous one for the Kremlin ff people conclude that it might have been behind
both but useful to Putin because the Russian security experts the paper citied
mentioned “nameless ‘people from the North Caucasus™™ as being to blame once again. And
these “experts” recalled “the names of those who “prepared those who carried out the terrorist acts™ —
‘Khattab and his right-hand Abu al-Walid ™ And what “a surprise!” Illarionov says. “Both of the
individuals named as is well known were from Saudi Arabia ™

4. “The appearance in Russian anti-terrorist discourse of Saudi Arabia and the absence in Putin’s
commentaries ... of any reference to ISIS hardly can be considered accidental.” the analyst continues.
The Kremlin leader talked about unnamed “criminals™ rather than being more specific even in terms of
suspicions, a marked contrast to analysts in the West who have pointed to ISIS as behind this attack.

Lh

Despite not naming anyone, Putin nonetheless promised to take the harshest measures immediately

to “find and punish the criminals ™ “In other words,” Illarionov says, “Putin declared that there will be
conducted extra-judicial reprisals over unknown persons without offering any evidence of their guilt or
even their connection with the catastrophe of the Russian jet.™ And he added that these reprisals will
be carried out “with the help “of people who share our moral values.” Given what happened after 1999,
one can only imagine what that means.
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6. Putin announced that Moscow would step up its air raids in Syria without presenting any “cause and
effect link™ between those in Syria and the airplane disaster. Russian commentators and many Western
ones have accepted his logic without any questions about his failure to provide a link or to follow “the
basic principles of the Western legal tradition — the presumption of innocence, the need to present
evidence of their guilt to the accused, court hearings ... [and] the right of the accused to a defense.”

7. Inthis way and by attacking people before identifving them as guilty, “Putin in a completely Freudian
way demonstrated not only the lack of evidence of their guilt ... but the absence of any desire to find it.”

8. “Despite such a demonstrative violation by the Russian authorities of the basic principles of Western
(and now all-human) legal tradition, the expansion of the Kremlin's use of force won the approval from
the side of the current American president: “‘Barak Obama declared that he has always supported the
struggle of Russia agamnst ... ISIS.™”

9. All of this, Illarionov points out, follows what has become “the Putin model of unleashing large (open
and not hybrid) wars (the second Chechen and the Russian-Georgian).” First, provocations, then
terrorist acts, then the loss of innocent life. then finding one’s opponents guilty without evidence, loud
promises to destroy them, the physical destruction of the opponents Putin has identified. and then “an
essential change in the domestic or geopolitical situation ™

10. “Nevertheless, the war of 2015 in comparison with the former large wars of 1999 and 2008 is different
in certain key ways.” It is conducted far bevond Russia’s borders. Unlike the earlier conflicts. “the
beginning of the third war is openly supported by the West and the Obama Administration is ready to
greet it with ovations.” And the new war is directed at a country Moscow has long blamed for
supporting terrorist actions against Russia, Saudi Arabia.

“In large measure,” [llarionov says, “this is not a new war but a continuation directed at the defeat™ of
an enemy Putin has long had in his mind. And that enemy is Saudi Arabia_ If Putin does attack and succeeds in
defeating or even dismembering that country, he will achieve “the radical reordering of the entire contemporary
world as we have known it.”

Shmulevich considers and rejects the idea that Russia could have caused the Paris attacks, but does say Russia
was responsible in a general way for the rise of ISIS:

Friday, November 20, 2015

Putin ‘Played No Less Role’ in Creation of ISIS than Stalin did in Rise of
Nazis, Shmulyevich Says

Paul Goble
http://windowoneurasia2 blogspot com/2015/11/putin-played-no-less-role-in-creation html
Staunton, November 20 — Vladimir P utin should be compared with Stalin rather than with
Hitler, Avraam Shmulyevich says, not only because he is seeking to use an east-west alliance to legitimize his
seizure of territory but also because Putin has played “no less a role” in the creation of ISIS than the Soviet
dictator did in “the strengthening of German fascism.™

In an interview with Kseniya Kirillova posted on Krym ru, the Israeli rabbi and analyst
approaches this issue with great caution, indicating what is known and what is only suspected because the
Russian government has done little or nothing to dispel the suspicions its actions have generated
(ru_korvmr com/content/article/27374996 html).

“Radiral Tclamicen haoan with the imvacian of the TIRKR intn Afchanictan 7 tha Terash anahrct
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says. ~All the more radical Islamists including Ben Laden came out of the struggle with the Soviet Union. The
second push to the growth of radicalism was given by the invasion of Russia into Chechnya ™ In both cases, the
Islamists saw Moscow as the enemy.

At the same time_ “the largest number of ISIS militants are being recruited from Russia and the
other countries of the post-Soviet space,” he says. “In part. this is connected with the fact that over the course
of many vears, the Russian special services have “pushed’ their own Islamists toward Syria and Iraq. putting
before them the choice: emigration or jail or murder.”

“Of course,” Shmulyevich says, “we do not know the motives of the FSB in this: did they only
want to cleanse their own territory of unsuitable elements or did they intend to strengthen ISIS. But whatever
the case. it remains a fact that precisely the Russian special services sent there the most motivated and educated
contingent of militants ™

The Israeli analyst says that he does not now have “any data about how much the Russian
special services are today using their old ties with the Islamic State _.. or even how much ‘the Islamic
underground’ in Russia is controlled by the special services.”

“However, if Russia wants to avoid accusations of cooperating with ISIS. it should at a
minimum clarify this issue.” Instead. “Moscow in the course of several years has crated “a green corridor” for
the militants who want to join the terrornists.” Moreover, Russian agencies undoubtedly have large dossiers on
these people and “one would like to understand how they are using these.”

At present, Shmulyevich continues, “we can reliably assert only that Russia extended its hand
toward the creation of ISIS™ and “undoubtedly has some levers of influence™ on the group. But that alone does
not mean that Moscow necessarily is behind any particular action of the Islamic State.

Yet another facto which “does not speak in Russia’s favor,” Shmulyevich continues, is that it is
precisely the country “which stands at the origins of Arab terrorism;” and “all those method which Islamist
terrorists use now, inchiding the seizure of planes and suicide bombers were developed by the KGB and its
satellites™ in Soviet times.

Despite that, he says, he is “not inclined to consider that Putin stands behind the Paris terrorist
attacks and supposes that they were completely organized by ISIS itself However, “the Russian leader used
the tragedy in his own interests to the maximum extent possible™ and is seeking “to convince the West that
Russia has become a reliable ally in the struggle with terrorism.”

The Kremlin leader is having success in that regard. especially since he appears to have
accepted the idea that his allv Asad will have to leave office. But that will create problems for him: he will have
to assume the difficult task of providing security in the region. At the same time. if he gets bases there. he will
have achieved a longstanding Russian dream.

And “it is possible,” Shmulyevich continues, that the price for all this that Putin will extract from
the West is Ukraine. Already it appears that “unfortunately” the West is moving in the direction on Ukraine that
Moscow wants. and that risk “will increase with each new ISIS terror attack.™

—0Original Message
From: Nellie Oh[DYG

IGH (L) (6) Nellie Email H(b) (6) Allensworth #d(b) (6)
Sent: Mon. Nov 23. 2015 5:38 om
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Subject: Re: Consbiracy theorirzing

'Soda Can' Bomb From Sinai Crash Resembles Those of '99 Moscow Attacks

Nov. 19| The Moscow Times —The "soda can” bomb the Islamic State’s official magazine claimed brought down
a Russian airliner over Egypt's Sinai Peninsula on Oct. 31, killing all 224 people on board, appears similar to the
explosive devices that may have been used by terrorists to blow up residential buildings in Moscow in 1999, the
Kommersant newspaper wrote Thursday. The paper cited unidentified experts, reporting that the photo of a 0.33 liter
Schweppes soft drink can appearing in IS" Dagib magazine was strongly suggestive of grenades and booby traps
used in the North Caucasian conflict in the 1990s, especially by militants led by the Saudi-born Chechen
independence fighter Ibn al-Khattab. The report added that cans packed with explosives and detonated by a similar
mechanism may have been used in the Russian apartment bombings on Sep. 9 and Sep. 13, 1999, which led to the
deaths of at least 218 people. Moscow later alleged that al-Khattab had masterminded the attacks.
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From: Nellie Ohr (6)

Sent: Tuesday, January 5, 2016 5:45 PM

To: Holtyn, Lisa (OCDETF)

Subject: Re: How Corrosive Practices from Russia Penetrate and Undermine US and UK

This message has been archived.

I hate to burden you with a 55-page document. 1 only skimmed it myself. It has a nice summary graphic
on p.3. Much of the material he mentions is familiar stuff; it's just helpful to have it brought together in
one place.

----- Original Message-----

From: Holtyn, Lisa (OCDETF) (OCDETF) (K@)
CICH

To: Nellie Ohr [(9X(®)]
Sent: Tue, Jan 5, 2016 5:35 pm
Subject: RE: How Corrosive Practices from Russia Penetrate and Undermine US and UK

Wow, thank you Nellie — I will have to make time to read this one.
Hope you and the family had a very Merry Christmas and Happy New Year!

From: Nellie Ohr (K@)

Sent: Tuesday, January 05, 2016 5:14 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: How Corrosive Practices from Russia Penetrate and Undermine US and UK

This article has a section summarizing effects of criminal activities, other non-criminal but questionable
activities (breaching trade rules, manipulating Interpol), and soft power means of undermining rule of law
etc. in the US and UK

http://imrussia.org/media/pdf/Research/llya_Zaslavsky How_Corrosive_Practices_from_Russia Penetrat
e_and_Undermine_US_and_UK.pdf

It is by llya Zaslavsky, --apparently the one by that name who's at Chatham House
https://www.chathamhouse.org/about-us/directory/197781

This appears be the same fellow who worked for TNK-BP and was arrested in Russia on charges of spying
on Gazprom--just to make things interesting (http://www.themoscowtimes.com/news/article/us-brothers-
found-guilty-of-espionage/376971.html0O
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, December 29, 2015 9:35 PM

To: OIOREIEISSE - Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF)
Subject: Putin and organized crime -- Allensworth internet notes 29 Dec 2015

[l am omitting the photos when forwarding this--NHO]

Wayne Allensworth ((QX©);
Internet Notes 29 December 2015

Viktor Shenderovich on viast and organized crime (Vlast as the “Tambov Criminal Group™. Putin's mentor: “Lenya
Sambist™. “Lenya” and Rotenberg: Putin. Rakhlin. Rotenberg. and Shestakov. Kumarin. Tsepov. Litvinenko) 1
The Nemtsov murder investigation: Mukhudinov reportedly named as the zakazchik. 10

Putin's “Little red book” offers words of wisdom for Russian officials. 10

“Outspoken” Chaplin sacked by ROC (He wanted the Church to condemn official corruption) 13

The Saudis are having problems because of low oil prices. 15

The Russian Defense Ministry on the US and ISIS. 16

Russia Taliban ISIS. 17

Viktor Shenderovich on vlast [=the authorities, the regime--NHO] and organized crime (Vlast as
the “Tambov Criminal Group”; Putin’s mentor: “Lenya Sambist”; “Lenya” and Rotenberg; Putin,
Rakhlin, Rotenberg, and Shestakov; Kumarin, Tsepov, Litvinenko)

http://echo.msk.ru/programs/personalno/1682298-echo/

The Shenderovich interview has been removed from the Ekho Moskvy site. You can still see it here, though:
http-//medialeaks ru/news/2512vut shender

Kashin has noted the disappearance of the Ekho material and re-posted it as well
http://kashin_guru/2015/12/25/shenderovich_v_ban/

Shenderovich told Ekho Moskvy that there is no law in Russia, there is a “junta,” or a “Corporation,” or you
could call viast the “Tambov Criminal Group.” but there’s no law. That group is using all possible means to
remain in power—propaganda, the courts, prosecutors, investigators—and has no intention of leaving.
Shenderovich called the current regime “Bandit viast,” a vlast with nuclear weapons. ..

Shenderovich says that “fresh information™ on Putin’s youth has showed up in the Internet—Shenderovich says
that Putin’s “teacher” was gangster and Sambo (Comment: “Sambo”—derived from the Russian words
for “self defense”) instructor Leonid Usvvatsov (AKA “Lenva Sambist”) (Comment: Gangland in the late
Soviet and the post-Soviet period in Russia drew heavily from sports clubs—gangsters were often
wrestlers, boxers, martial arts tvpes. [There’s an interesting bit on sports clubs and crime in the
second article summarized below] I figured that Putin’s links to gangsters were probably at least
partly made in his judo training. As the Soviet system collapsed, organized crime played a role in
filling the vacuum, as is often the case in such situations, providing (or forcing) protection for/on
businesses. Local mobsters sometimes became “Robin Hood” figures, payving for schools, taking
care of the problems of locals—some of you out there remember Anatoliy Bykov, AKA “Tolya
Byk,” a gvm teacher and boxer who became a mob boss, aluminum plant owner, and was elected to

ctata affica in Kracnavarcle Pm cura that a lat af tha nuhlic fionrac wha raca nn mm tha Gc had
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T I——
similar connections. The ties between the criminal world, law enforcement, politics, and business
were established then and became a defining characteristic of post-Communist Russia, though the
balance of power in the web of inter-relationships shifted to “the state,” the clans that created a hive-
like network in official organs, under Putin). Putin mentioned him in his first book, the Sambo

mstructor “Lenya " Between jail terms. he took part in the education of the future president. “Lenva™ knew
Putin from age 16. according to Shenderovich, and helped the young Putin get admitted to LGU on the “sports
quota.” Lenya Usvyatsov was gunned down in a gangland slaying in St. Petersburg in 1994.

Shenderovich says that this is where Putin’s “strike first” mentality comes from, that Lenya was the source of
Putin’s gangland speech. Lenya provided life lessons for the young Putin that he would not forget. After Lenya
was killed. his place in the Tambov mob was taken by crime boss and boxer Vladimir Kumarin (Comment:
AKA “Barsukov,” who starred in a number of notes over the yvears). As St Petersburg vice mayor,
Putin worked for the Tambov OPG (Comment: I don’t know that he worked for them, at least not
exclusively, but he certainly worked with them as one of the strands of the various “clan” webs Putin
intersected with at the time). ..

Without going into detail, during an exchange with Ekho’s Irina Vorobyeva, Shenderovich links the Tambov
connections to the recent Spanish “Russian Mafia™ case (See the 23 December notes). He says the information
is there, people are simply afraid to find out or talk about it. Salye was writing about it years ago (Comment:
In his St. Petersburg days, Putin was connected to a company that operated out of Germany, SPAG,
which allegedly laundered money for Columbian drug cartels. The late Marina Salye (she died in
2012) claimed that as St. Petersburg vice mayor, Putin had authorized export licenses for natural
resources that were supposed to be used in an exchange for food imports, imports that never
materialized—the cost was around S100 million...See, for instance, the 16 July 2012 notes. There’s a
bit on narcotics trafficking through the port of St. Petersburg in the second piece summarized below).
Shenderovich notes that Kumarin is doing some serious prison time—and says that the Tambov gangster should
be concerned for his life. There was probably a deal done—Kumarin would remain silent in exchange for a
relatively comfortable prison stay. But Putin won't be in power forever and other people could approach
Kumarin with a new deal. people who might be interested in learning more about Putin’s time in St. Petersburg.
Shenderovich also brings up the assassination (by poisoning) of Roman Tsepov in 2004 (Comment:
Racketeer and one time all-around fixer and bodyguard for Mayor Sobchak in St. Petersbhurg,
Tsepov was the founder of a St. Petersbhurg security firm, Baltic Eksport, which he co-founded with
Putin bodyguard Viktor Zolotov. Tsepov apparently tried to insinuate himself into the Yukos affair as
a mediator—I suspected at the time that this was the reason he was assassinated. Zolotov attended
Tsepov’s funeral. The killing of Tsepov shook up the elite, creating quite a scandal. I had Sechin and
Deripaska, who was also interested in Yukos, as likely suspects in the murder—Tsepov reportedly
tried to pass himself off as Deripaska’s representative). Shenderovich goes on about Tsepov’'s
connections to the mavor s office and the Tambov mob and about his desire to take part in the “re-division™ of
Yukos. Shenderovich implies that Tsepov, like Litvinenko. was killed by polonium poisoning. . .

This article—“Who was Putin’s Real ‘Teacher’”—prompted Shenderovich’s remarks to Ekho
Moskvy. Thanks to the reader who sent it along: http:/rusjev.net/2015/12/22/kto-bvil-nastovashhim-
uchitelem-putina-ili-kak-fsh-rabotaet-na-vorov-v-zakone/

And it begins with a bit on Putin and “Lenya™.. At the beginning of the 90°s and thereafter. the article notes that
the KGB/FSB merged with the criminal world. ..

The article says that in Soviet times, sportsmen were often used as extras in films. Putin Judo sparring partner
Arkadiy Rotenberg and Leonid Usvyatsov met at Lenfilm. .. The photo below has a red arrow showing what it
claims is Arkadiy Rotenberg in a 1976 movie “Blokada™

The “prisoner” is Duma Deputy—and also Rotenberg judo student—Vasily Shestakov.

Rotenberg, Putin, Shestakov are left to right in the picture below

Putin’s and Rotenberg’s trainer was Anatoliy Rakhlin (now deceased), a man Putin said had played a “decisive
role” in his life—in 2000, Putin and Rakhlin published a book on judo and issued a video course in judo as well.
In a 2007 Izvestiya interview, Rakhlin spoke of Putin’s loyalty to his circle of judo friends, including Arkadiy
and Boris Rotenberg and Vasily Shestakov. VVP gave work to the people he trusted. Rakhlin also said that
Putin was connected to the KGB—that is, he was an informer—when he was a student. At 16, Putin acquired
a new trainer, Leonid Usvyatsov, though VVP does not like to advertise the connection. Usvyatsov was
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responsible for Putin’s and Rotenberg’s being admitted to LGU.

Usvyatsov was a self defense trainer, appeared in films as an extra, served two prison terms (rape and currency
violations; Usvyatsov was said to be involved in the Soviet black market in antiques for which he was paid in
dollars; His underworld connection was a major plaver in the black market antiques trade, Aleksandr
Khochinskiy) and was widely known to be a “criminal authority. ™ “Lenya™ was sixteen years older than Putin.
His father had been killed at the front in 1944. “Lenya Sportsman™ was assassinated in 1994 at age 58.

A former training partner of both Arkadiy Rotenberg and Putin, Nikolay Vashchilin. says that there was an
attempt on Rotenberg’s life at Usvyatsov’s funeral—he does not elaborate on what Rotenberg was involved in
that might have led to the assassination attempt. Lenya Usvyatsov was replaced in the Tambov organization by
Vladimir Kumarin. Following Usvyatsov's death, there was an attempt on Kumarin. He was maimed, losing his
right arm. but survived.

Comment: Recall that Kumarin, AKA “Barsukov.” has also been a patron of church building projects
and was VP of the St. Petersburg Fuel Company, which was awarded major contracts in St.
Petersburg in the 1990s. He was known as the “nighttime mayvor” of the northern capital.

The picture below, from r-1. Arkadiy Rotenberg, Vaschilin, unknown (does anybody recognize him? He
seems familiar to me) and former Premier Viktor Zubkov

The article claims that being admitted on the “sports quota” to the LGU law school meant that Putin did not
have to do a lot of course work. ..

More on the “Tambov OPG™ and its connections to those mentioned above.. . The Tambov OPG was formed
in 1988_ At the time. Usvyatsov was in prison, Putin was a KGB officer in Dresden, and Rotenberg was head
of the RBC wrestling club. The club was formed by the authorities as a means of attempting to use the training
to rehabilitate “difficult” teenaged boys (or what the article calls “underage bandits™). Nikolay Vashchilin says
that on the contrary, the club served as a “training base™ for young gangsters, including Kumarin The wrestlers
and boxers Rotenberg trained became security men for the new businesses that were sprouting up in the 80°s
USSR. One of Kumarin’s friends, Konstatin Goloshchapov. became a judo training partner of Putin’s.
Goloshchapov was also a masseuse and Putin is said to have often accompanied him to the banva for a
massage (Comment: The piece is implying that there was a homosexual relationship: According to the
article, Goloshchapov “appropriately” massaged Putin’s “organy,” which is a “big plus™ in the
current system [So others have to be “appropriate” with Putin, too?]. There have been rumors about
Putin for yvears and I’ve pointed out that Litvinenko was assassinated within a few months of claiming
Putin was a pedophile. There have been hints dropped about VVP for as long as I can remember—
hints that appeared to be warnings, or could have been. I always wondered about those rumors and
whether the undercurrent of insecurity I thought I detected in Putin might be connected to them. I
also wondered whether he had such relationships while a boy in his judo/self defense training clubs,
maybe with an older trainer). Goloshchapov is today a banking partner of Rotenberg’s. and is in the
construction business.

One of Putin’s “businesses™ with the Tambov OPG was the shipping of narcotics (“white powder™), which went
through the St. Petersburg port in the 90°s. Putin’s connection to the drug trade was Viktor Ivanov, then a
Putin aide. now head of the state’s anti-narcotics agency.

Litvinenko began investigating these connections. He met with Tambov gangsters living in Spain. He met with
Kumarin.  He was poisoned by Lugovoy with polonmum 210 for his trouble. Lugovy got a state award from
Putin. Kumarin got 25 vears in prison and was thus neutralized.

The release of recent material on the “Rusian Mafia™ case includes phone conversations between the gangsters
in Spain and their people in Russia—they discussed getting Bastrykin appointed to head the Investigative
Committee, what to do with “Putin’s villa.” and Kumarin's 2007 arrest (on orders from “the Tsar™)... They say
that every nation gets the government it deserves. ..

Regarding Rakhlin. ._From the 19 August 2013 notes:

[Comment: Watching the TV coverage of Rakhlin’s funeral I got the impression that Putin was genuinely very upset by his
old trainer’s death—the “solitary walk™ sequence seemed melodramatic, but it was almost as if Putin, who sometimes, as I
noted on 13 August, has shown signs of weariness and disenchantment, was tryving to break his isolation by conveying his
sense of loss to the TV audience. There’s video at the 9 August newsru report on the funeral and Putin’s walk (
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http://www.newsro.com/sport/09aug2013/sensei_print.html }—which was, as several observers noted, filmed from various
angles (And several security men were nearby, one oddly carryving an umbrella on what looked like a clear day), and newsru
reminds us that Rakhlin in 1964 selected Putin and Rotenberg for training and Putin became St. Petersburg champion and
Master of Sport under his guidance. The walk is on YouTube as well: http:/sww.voutube.com/watch7v=IHPCNg-cE4M I've
seen Rakhlin described as a “second father™ to Putin.

Vedomosti ponders Putin’s isolation after a divorce and his distancing himself from the elite. He is alone at the top:
http:/‘www vedomosti.ni/opinion/news 13108011 ‘razvivava-platona=mzz2bjOdiAOp

The Nemtsov murder investigation: Mukhudinov reportedly named as the zakazchik

https://slon.ru/posts/61947

The Investigative Committee (SK) is claiming that suspect Ruslan Mukhudinov [also spelled Mukhutdinov] has
been named as the person who “ordered” (the “Zakazchik™) up the contract hit on Nemtsov. The investigators
also consider Mukhudinov to have been the direct organizer of the murder.

Putin’s “Little red book” offers words of wisdom for Russian officials

http//www _ferl. org/content putin-little-red-book-offers-up-prophetic-words-russian-president’ 2745386 1 .html

Strapped for gift ideas this holiday season?

How about a 400-page book of Vladimir Putin's most "world-changing” words?

That's what about 1,000 Russian officials and politicians can expect under their New Year's trees
this year.

"World-Changing Words. Key Quotes of Viadimir Putin." offers up the Russian president at his best (at
least from the Kremlin's perspective) in 19 speeches and articles that critics say is the latest effort to
build up Putin's image as the country's infallible leader and harkens back to Mao Zedong's "Little Red
Book."

The book is being published by Network, a youth group which has its fingerprints on other pro-Kremlin
projects, including an alphabet-learning tool with a hearty helping of the new political correctness in
Russia.

Anton Volodin of Network, or "Set™ in Russian, told RBK "Putin's words can be considered prophetic."

'No Personality Cult’

"Listening to the speeches by Viadimir Putin, we were struck with the idea from time to time: a lot of
what he says has turned out to be true in one form or another," Volodin told RFE/RL's Russian Service.

Asked if the book is part of attempts to build a personality cult, Volodin responded, "Absolutely not."
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"If you think this book is the attribute of some kind of totalitarian government, that's absolutely absurd."
he said. "You need to look at the content of the book, not just the headlines. In our book there are not
only quotes. We took what we felt were the most revealing addresses, including articles by Putin, and
put them together in the book "

According to the RBK report. Putin's First Deputy Chief of Staff Vyacheslav Volodin - no relation to
Network's Volodin - pushed for the book to be handed out to Russian officials across the country during

a meeting with about 50 top political figures last week. including members of the two houses of the
Russian parliament.

Natalya Matienko, the secretary of the Public Chamber of Russia's Jewish Autonomous Region, said
she had received a copy of the book in the mail along with a letter signed by Volodin, which, according
to Matienko, stressed the publication lays out the principles and values guiding Russia on domestic and
international issues.

The compilation begins with Putin’s address to the UN General Assembly in 2003, and ends with his
speech to the same world body earlier this year. It also includes Putin's 2008 interview with CNN, which
as the authors note "occurred after Georgia attacked Tskhinvali” - a reference to Moscow's brief war
with Thbilisi over Georgia's breakaway region of South Ossetia, viewed by most of the world as an act of
Russian aggression.

The book also includes the full text of Putin's speech to the Munich Security Conference in 2007, when
Putin accused the United States of establishing, or trying to establish, a “unipolar” world.

Putin's address to the parliament and nation on March 18, 2014, lauding Russia's illegal annexation of
the Ukrainian Peninsula of Crimea also makes the cut.

In fawning tones, the introduction gushes over Putin's alleged power to predict, saying "these are the
same words which predicted and predetermined changes to the global political system."

While eager to praise Putin, Volodin of Network is less willing to disclose the source of the book's
funding, only saying there were “numerous sources."

Heir To Nashi

Financing may be murky. but Network's ties to the Kremlin are crystal clear.

Network is the spiritual heir to Nashi. the prototypical and now defunct pro-Putin vouth outfit that was
founded in 2005 in the aftermath of Ukraine's Orange Revolution as part of a Kremlin effort to inoculate

Russia against a similar uprising.

But unlike Nashi, which was formed to appeal to working-class provincial youth, Network is aiming to

afttract the urhan midrdle clase
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Earlier this year, when Kyiv students released an impassioned video appeal to their Russian
counterparts to question the Kremlin line, Network sprang into action.

Activists of the group in the exclave of Kaliningrad on February 1 posted a video much in the style of the
Ukrainian one, spewing the Kremlin line: it attacks Ukraine's pro-European Euromaidan protests as
a "coup,"” decries the February 2014 ouster of former President Viktor Yanukovych, defends Russia's
subsequent annexation of Crimea, and zeroes in on civilian deaths in the country's east.

Network also thought up a new learning device in the Siberian city of Irkutsk in May 2014, highlighting to
what lengths the Kremlin will go to inculcate a pro-Kremlin worldview.

The primer to help children master the 33 letters of the Russian alphabet has “A” for "Anti-Maidan."
Ukraine's pro-Russian groups -- with "P" predictably for "Putin” and "R" for "Russia."

Network dubbed it the “Polite Alphabet." after the "polite” forces that brought about Russia's annexation
of Crimea.

At the time, Network said it planned to distribute the primers to schoolsthroughout Irkutsk in the
spring of 2014 and bring them to other cities soon.

Network has big plans as well with its latest project, saying the Putin book will be made available to a
wider audience beyond Russia's movers and shakers.

"World-Changing Words," should be on the shelves of Russian book stores sometime in January,
Volodin has said, adding an English-language version for a foreign audience is also in the works.

"They should understand the justice of Russian politics abroad as well," Volodin says.

“Qutspoken” Chaplin sacked by ROC (He wanted the Church to condemn official corruption)

http://news yahoo.com/russian-orthodox-church-sacks-outspoken-cleric-moscow-202425937 _html
The Russian Orthodox Church has sacked an outspoken official who pushed the church to take a more

aggressive role in public life.

Father Vsevolod Chaplin. who has headed the Moscow Patriarchate's department for cooperation
between church and society since 2009, has been released of his duties and his department has been
disbanded. The church explained its decision Thursday by citing the need to increase efficiency.

Following his ouster, Chaplin issued strong criticism of Russian Orthodox Church Patriarch Kirill,
saying on Dozhd TV that the two men had "seriously disagreed" over the church's role. He added the

church should be more independent and not ingratiate itself with government officials. He also said it

chanild nithlich: randamn afficial carmintian
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The 47-year-old Chaplin described his dismissal as an attempt to purge the church of independent
voices.

Chaplin long has attracted attention with outspoken statements on topics ranging from spiritual matters
to fashion. He famously said once said women should dress more modestly to avoid provoking rapes.

He recently said that Russia was waging a "holy war" against extremists in Syria, drawing strong
criticism.

The Russian Defense Ministry on the US and ISIS

http://tass.rwen/politics/847380

MOSCOW, December 28. /TASS/. The Pentagon, refusing to transfer the data on terrorist targets in Syria to the
Russian military, continues to fight against the Islamic State terrorist group "in word only”, Russian Defense
Ministry spokesman Igor Konashenkov told reporters on Monday. He thus commented on a recent statement by the
Pentagon spokesperson Michelle Baldanza who confirmed that the US military did not intend to share with Moscow
the information on IS targets until Russia changes its policy towards Syrian President Bashar Assad. "We are not
going to cooperate with Russia on Syria until they change their strategy of supporting Assad and instead focus on
ISIL (IS)." Baldanza said. "The hackneyed thesis has once again confirmed that the Pentagon will fight against IS in

word only. instead of taking real action.” Konashenkov said. "The statement by the US Defense Department
spokesperson Michelle Baldanza about the [US side’s] refusal from any cooperation in the fight against Islamic

State is a broken record. and it's high time to change it." he said. The Russian Defense Ministry spokesman said
that at last week's news briefing of the chief of the Main Operations Directorate of the Russian General Staff,
General Sergey Rudskoy, the military presented data on changes in the routes of illegal transportation of oil by the
Islamic State militants. According to the Russian Defense Ministry, the new routes run through the north-western
regions of Iraq, which "are in the focus of constant attention of the United States.” "We publicly told our American
colleagues that it is necessary not to discuss the [S activities in Iraq, but to take real action to block the terrorists’
sources of income in the region," Konashenkov said.

On December 25, Sergey Rudskoy told journalists that Russian intelligence found almost 12,000 tank/delivery
trucks on the Turkish-lragi border near Zakho, where the ‘eastern’ oil smuggling route used by the Islamic State
terrorist group runs. "As of the time the imagery was shot, there were 11,775 tank and delivery trucks on both sides
of the Turkish-lragi border in the vicinity of Zakho, with 4,530 of them in Turkey and 7,250 in Iraq,” he added. "It is
worth mentioning that oil extracted both in Irag and in Syria is smuggled via the checkpoint there,” he added. The
Defense Ministry had said previously that the Russia-banned Islamic State's eastern oil smuggling route led from
the oilfields in Syria's northeast and Iraq's northwest to Turkey via the border towns of Kara Chokh, Cham Khanik,
Tavan and Zakho. Since the beginning of the operation in Syria, Russian aircraft have taken out around 2,000 tank
trucks operated by the militants. "Thirty-seven oil wells and refineries operated by the terrorists and 17 tank truck
convoys hauling oil products have been eliminated over the last week." Rudskoi said. The Russian military launched
an air operation against the militants with the Islamic State and Jabhat al-Nusra in Syria on September 30 by
request of Syrian President Bashar al-Assad. The Russian air task force in Syria included over 50 aircraft, including
Su-34 (NATO reporting name: Fullback) and Su-24M (Fencer) tactical bombers, Su-25 (Frogfoot) attack aircraft, Su-
30SM (Flanker-H) multirole fighters and Mi-8 (Hip) and Mi-24 (Hind) helicopters. The Russian Defense Ministry
issued a statement in mid-November that it would focus its strikes on the oil production, storage, refining and
transportation facilities controlled by Islamic State militants.

Russia, Taliban, ISIS

http://www themoscowtimes com/news/article/taliban-says-no-contacts-with-russia-over-islamic-state/554297 html
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The Taliban denied reports that representatives had met Russian officials to discuss the common
threat from Islamic State in Afghanistan as a British newspaper reported that President Vladimir Putin
had met the Taliban leader.

Last week. a senior Russian official was quoted saying that Russia's interests "objectively coincided”
with the Taliban in the fight against Islamic State. which has established a foothold in eastern
Afghanistan. See the 23 December notes.

He said channels of communication had been established with the Taliban to exchange information.

Moscow, currently conducting a bombing campaign in Syria it says is directed against Islamic State
forces, has been concerned about the possible spread of the radical movement from Afghanistan
into neighbouring states including Tajikistan or Uzbekistan.

In a statement, the Taliban said it was in contact with countries in the region but had not discussed
support against Islamic State, which it calls Daesh.

"The Islamic Emirate has made and will continue to make contacts with many regional countries
to bring an end to the American invasion of our country and we consider this our legitimate right," it said,
using its formal name.

"But we do not see a need for receiving aid from anyone concerning so-called Daesh and neither have
we contacted nor talked with anyone about this issue.”

Britain's Sunday Times newspaper this week quoted an unnamed "senior Taliban commander” as

saying that Putin met Taliban leader Mullah Akhtar Mansour in September to discuss possible Russian
support.

'Putin is said to have met Mansour over dinner at a late-night meeting on a military base in Tajikistan
in September." the newspaper said.

It quoted a Kremlin spokesman as saying the reports were "not relevant".

Mansour, longtime deputy to Taliban founder Mullah Mohammad Omar, assumed leadership of the
movement after the announcement in July that Omar had died more than two years previously and his
death concealed.

Taliban militants have been engaged in a bloody struggle with groups declaring loyalty to Islamic State,
particularly in the eastern province of Nangarhar, where they are challenging the Taliban for leadership
of the insurgency.

The struggle has also been linked to an internal power battle within the Taliban, where several factions
have rejected Mansour's leadership claims.
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, December 15, 2015 11:06 AM

To: OICBEI: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: Re: In case you wondered: Browder is acting on behest of "controllers” in the "US

special services"

p.s. one more on Chayka, from Wayne's 11 Dec notes:

This is from the moderate nationalist Solovey, who often sounds reasonable....

[Solovey on stability
http:/vk.com 1d2444 77574 Pw=wall244477574 12888%2Fall

Solovey writes that there’s something we need to know about “stability”—in the last six-eight months, the Defense Ministry
has been bringing military units to buildings housing state departments in order to familiarize personnel with places they may
have to defend in a cnisis.._But among themselves, the rank-and-file say to one another “I'm not defending them.. Let

the ‘menty’ doit...”]

Comment: A reader pointed out to me that the VK post had been taken down.
Solovey, however, does mention the MoD story in this interview:

http://obzor.press/intervyu/12719
He also touches on some other points. ..

On Chayka: Solovey thinks it likely that Chayka will be forced out of his job, but not just now, since Putin
does not like to react to pressure. As far as who might be interested in spreading kompromat on Chavka,
Solovey points out that Chayka has powerful enemies in the Investigative Committee (SK) and the FSB. He
also mentions Sechin as a Chayka enemy. The Navalniv film unloaded a wave of compromising material on one
of the most influential people in Russia. What we have to think about, says Solovey. is whether the material is
reliable. As far as its reliability. Solovey points out that Chayka has not bothered to take Navalniy's Anti-
Corruption Foundation (FBK) to court. That tells us something.

——0Original Message—

From: Nellie Ohf[DICTIIIEIEGzG
BIGH(b) (6) Lisa Holtyn
Sent: Tue, Dec 15, 2015 10:51 am

Subject: In case you wondered: Browder is acting on behest of "controllers” in the "US special senvices”

; bruce g.ohr <bruce.g ohr@usdoj.gov=

From last night's Allensworth notes (Dec 14)

"_...Browder and his controllers in the US special services decided to use the Magnitskiy affair to discredit
Russia and the Prosecutor’s office.._."

[Here's the whole summary:]
[Background: from last Friday's notes: “‘Magnitsity list's ™ Karpov accuses of Navainiy of coliaborating with Brovder on
Chavia brestigation

http./newsrs. com ‘ruszsia’l 1822015 chavies html
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Former MVD Investizator Paval Karpov, whos2 nams appaarad on the “Maesnitskiy list,"has diractad an 2ppeaal to law enforcement claiming that Navalniy's Anti-
Comruption
Foundation (FEK) collaboratas with Hermitags Capital’s William Browder, now on & wantad list. Kerpov claims that the FBK pisce on Chayka was preparad sffer the

Russian MVD and Cyprus police camiad out joint ssarches ralatad to charges that Gazprom shares (RS5.4 billion worth) were illegally moved out of Ruszia. Karpov
E

that FBK s investization was meant to discradit Russian officials, not ight comuption. Karpov notas that Navalniy actively participated in “advertising and
distributing™ the vidao ““A Castz of Untouchablas™ producad by Browder.

Browder's Harmitags Capital is charged in 2 criminal case openad by the MVD with using 3 Sont company,, ““Dalayava Stzp” (oundad in 1998). to gt around 2 ban
on

Hreign acquisitions of Gazprom sharss that lssted until 2006. Utsing the font company, Harmitage allegadly acquirad over 37 million Gazprom shares. The font

company was daclarad bankrupt and closad, the shares moved to a Cyprus ofEhore firm.

Karpov's appaal could prompt an official inquiry (proverka) into Navalniy’'s and FBK s relationship with Browdar. ]

Now Chayka is saying the same thing—Browder was behind the FBK investigation:

http://newsru.c rus=ia/l4dec201S cbrauder.  html

Chavka made the charge in a letter published in Kommersant:

http://'www _kommersant ru/doc/2876887 Chayka says that Browder knows that the investigation into the
machinations with Gazprom shares will eventually end badly for him, thus the attack on the Prosecutor
General . Browder and his controllers in the US special services decided to use the Magnitskiy affair to
discredit Russia and the Prosecutor’s office. As a result of Browder's PR campaign, the US adopted the so-
called “Magintskiy law™. ..

Kommersant also published Navalniy’s reply to Chayka’s claims: Navalniy says that following Berezovksiy's
death, vlast needed someone to blame for everything and they now have Browder as the all-purpose bad guy.
Anyway, says Navalniy, Browder is not interested in us (Comment: I think he means the FBK)—why does
Browder come up in a case involving connections to the Tsapkov gang? Navalniy goes on to say that he

believes Chavka acted a krysha for his sons and their associates and their criminal activities._ . .

There’s been a reply to Chayka's letter from Browder as well: http://lawandorderinrussia org/2015 ‘russian-
prosecutor-chaika-makes-unhinged-allegations-against-bill-browder-offering-no-explanation-on-murder-and-
abuse-of-office-allegations-involving-his-two-sons/

“I'm very impressed with the investigation which went into making this movie and applaud Alexei Navalny and his col-
leagues for their bravery in exposing the shocking allegations against Chailca and his family, but I had nothing to do with
the investigation. financing or production of this film. "~ said Bill Browder, author and Head of the Magnitsky Justice
Campaign.

“Chaika's 7 pages of unhinged allegations that I am a CIA agent who was running a special operation designed to destroy
Russia looks like the emotional ranting of someone who has been caught red-handed and is desperately looking for an
escape route,” continued Mr. Browder.

Latvnina on the reaction to the FBK Chavka investieation
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http://echo.msk.ru/programs/code/16752%80-echa/

Latynina notes that the number of those defending Chayka has been minimal—only four Duma deputies, for
instance, signed a declaration in support of the Prosecutor general. .. Medvedev (See below) commented that
only law enforcement can make formal accusations—and he said the FBK claims were part of the political
struggle and that it’s not the 1930s. Medvedev did not sav a word in defense of Chavka, however. Karpov's
accusations were a “gift” to the FBK, claims coming from a corrupt former investigator on the “Magnitskiy
list”. . .Regarding the less than impressive list of deputies and Karpov, these are not the kind of people the
Kremlin would assign to defend Chayka—so Latynina (like Solovey—see the 11 December notes) says that
Chayka will be removed. but not just now, so as not to make it look like a reaction to the FBK investigation.
The regime cannot react to what the public says, much less the opposition. That’s even though some 3 million
people watched the FBK video. probably including people from Putin’s “nuclear electorate.” And she thinks
the main reason for Chayka’s departure won't be the connections to Tspakov, but Chayka’s son Artyom
recefving Swiss citizenship—this after Crimea became “nash.”

Russian court refuses slander lawsuit against Chayka
http://www.themoscowtimes.com/news/article/moscow-court-refuses-to-consider-slander-lawsuit-
against-chaika/352773. html
Weﬁw

Yurkova said. RIA '\1'0\ osti reported.
The defendant Chaika does not reside in the district subordinate to the Presnensky court, Yurkova said. the RBC newspaper

reported Monday

Pre snenskv cou:t is legallv where the lawsuit has to be filed.

“If Chaika lives elsewhere — he is lving in his tax report. If he does not lie in his tax report — the court is lying tous.”
Navalny said.
The FBK filed a slander lawsuit against Chaika after the prosecutor general claimed the film detailing his sons'illegal activities
made by FBK was "commissioned.”
On Dec. 1, FBK published an investigation incriminating Yury Chaika, as well as his sons Artyom and Igor. in a range of
shady business deals. the illegal seizure of a state-owned enterprise and murder — as well as a listing of foreign assets
allegedly owned by the family.
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Wednesday, November 25, 2015 8:26 AM
To: Nellie Ohr

Subject: RE: writeup of Galeotti's talk

1 like it!

From: Nellie Ohr (X HIEEG

Sent: Tuesday, November 24, 2015 10:29 PM
To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)
Subject: writeup of Galeotti's talk

This article sums up a lot of the talk he gave at the Hudson Institute last month (and | think he’s given it at several
other places too)

STOLYPIN: Will 2016 see the three Russias
diverging?

There have been many attempts to understand Russia by subdividing it_ Is it a feudal Russia of rulers and ruled, or
the ‘four Russias’ posited by scholar Natalya Zubarevich. divided geographically and socio-economically? My own
sense is that alongside such formulations, we also need to see the country and society divided into three. and the
competition between them — one as much philosophical as practical —is likely to become all the sharper in 2016,
defining Russia's future trajectory. and the eventual post-Putin order.

The three

However little attention it may get in foreign coverage, Russia has a working, rational state. This is not some neo-
fascist imperialism, nor an out-of-control kleptocracy where everything is plundered and funnelled into foreign bank
accounts. There are inefficiencies, there is petty corruption — apparently on the rise again as a result of officials’
shrinking real incomes — but in the main, the country works. Roads are paved, refuse is collected, teachers teach
and police officers police. Most people essentially want to do their jobs, live — that perennial Russian dream and
mantra — a “normal” life.

However, above ‘Real Russia’ squats the smaller, but vastly richer ‘Kleptocratic Russia’. This ugly parasite is much
of the time happy to let its host do its thing. but has ultimate authority over the structures of state, routines of life
and workings of justice, when it chooses to exert it. This is the realm of the embezzling senior officials. the
pampered sons and daughters of the mighty, the businesspeople who depend as much on sweetheart deals and
covert cartels as any real acumen.

Yet this country cannot simply be dismissed as a kleptocracy, because at the very top of the stepped ziggurat of
national power lies the smallest and, perhaps, most dangerous and pernicious incarnation: ‘ldeclogical Russia’ It is
hard to doubt that, whatever his motivations during his earlier presidencies, Vladimir Putin is driven now not by
personal economic interest but an ideological programme — a vision of a nation restored to its due place in history
and the world (and, by extension, a vision of his appropriate legacy). He has surrounded himself with a small coterie
of like-minded cohorts — or at |east figures willing and able to play that role — and they are ultimately in charge.

The Kleptocrats get to reach in to Real Russia when they choose, to divert a procurement contract here, dictate a
court decision there, but the Ideologists in turn have the final say. Ever since Crimea, the primary thrust of national
policy has been towards confrontational geopolitics, which have hit at the heart of the kleptocrats’ interests. grinding
an already-suffering economy downwards and limiting their scope to move themselves and their assets at will.

Beyond that, whereas in the past these two blocs collaborated smoothly, there are now indications that the
Idanlnnmiea ape anme nf the Klentarrate and their narasitic hahite as a arnowinn nrnhlem in an ane when dwindlinn
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resources need to be focused mare directly on the ideological project. Witness, presumably, Russian Railways
chief Vladimir Yakunin's dismissal and the increasing evidence of a not-as-bogus-as-usual anti-corruption campaign
on the way.

Of course, no such simple pattern can be exact and accurate. There are individuals high up in the system, from
cabinet ministers to central bank chief Elvira Nabiullina, whose technocratic instincts seem closest to those of Real
Russia. Likewise, even Ideologists still seem happy to help their children find comfortable and highly lucrative
positions, from whence to steal with savage abandon. However, as a broad model for trying to understand the
disparate and often contradictory forces working to shape Russia's future, this seems to have some value.
Widening gaps in 2016

Although it is probably wishful thinking to expect dramatic and positive outcomes over the course of the coming
year, for a variety of reasons 2016 is likely to see the relationships between the three Russias become increasingly
tense, laying the groundwork for change to come.

On September 18 next year, elections will be held for the Duma, the lower house, which will in many ways also be a
referendum on the regime. There is no question of United Russia (and its affiliated pseudo-parties) losing their
control over the chamber, both because of the propaganda campaign likely to precede the vote and also, where
necessary, judicial rigging of the process and the count. We can, for example, expect to see the more vocal and
effective Kremlin critics systematically excluded, vilified and pressurised. How the vote will count, though, is that it
forces the state to mobilise the masses — and the extent to which it has to struggle to produce the results decreed
by the Kremlin will provide insiders with an index of true popular discontent.

After all, Putin's sky-high personal ratings tell us little about the public mood. Arguably, the growing rash of local
labour and social protests, from truckers blocking roads to demonstrations against rising utilities prices, are a better
measure, as inflation, wage pressures and the effects of social spending cuts all come to bite.

The |deologists may be tempted to crank up their propaganda about a Russia isolated and embattled, but there is a
real risk of ‘fantasy fatigue’ if this is just a matter of intemperate words and invented threats. On the other hand,
manufacturing or introducing Russia into crises abroad to give substance to the hype, from a renewed Ukraine
campaign to picking fights over the Arctic sea-lanes, would not only deplete dwindling resources, but likely only
deepen its economic and diplomatic isolation.

This is unlikely to please the Kleptocrats, squeezed between economic stagnation, popular dissatisfaction and
Kremlin adventurism. However. at present political power trumps all in Russia: the rich are not so much wealthy in
their own right so much as the temporary stewards of those assets until the day comes when the Kremlin seeks to
reassign them. To this end, they have a perverse incentive to want to see genuine rule of law and secure property
rights come to Russia, and an end to its geopolitical struggle with the West.

An archetypal bank-robber wants the police force to be inefficient and corrupt — until he is rich enough to own banks,
at which point he wants the state to protect his ill-gotten gains. So, too, a kleptocratic generation of Russian
oligarchs, minigarchs and boyar-bureaucrats who have done well thanks to Putin may well come to feel that their
interests have come to diverge from his.

And what about the poor Russian people, the perennially disenfranchised? There seems little prospect of their rising
against the regime, literally or metaphorically (rising, after all, for what?). Instead, theirs are the weapons of the
weak: refusing to conform, turning to the underground economy, passively resisting to behave as their masters want.
This does not go unnoticed, and will be visible — at least to those who see the real, uncooked books — in indices
from labour unrest and productivity to suicide rates and support for local civic initiatives.

In itself, this will not force change on the elite. However, it may scare the Kleptocrats and technocrats. If the
economy worsens, If the elections prove tougher to massage. and if the Kremlin looks increasingly willing to
sacrifice their interests in the name of an ideological project, at some point they will begin to look for ways to protect
them.

And here's the inevitable prediction buried in all these “year ahead” articles. It may well not come in 2016, but
whenever Putin is replaced or succeeded, it will not be with another Ideologist, but with a Kleptocrat. The interests of
the elite will take precedence over the masses, but also over Russian geopolitical grandeur, and this new regime will
eagerly seek to mend bridges with the West.

As a generation of ruthless exploiters gives way to their more pampered and less sharp-toothed children, the
pressure to create reliable protections for property rights (however that property may have been acquired in the first
place) will only grow. Meanwhile, ordinary Russians and their technocrat fellow-travellers in the elite will be looking
for change, and thus the possibility — no more — is that a Kleptocratic presidency may in turn give way, some day,
sometime, to a generation finally eager to make real the promises of 1991 — of building genuine, working political
and economic democracy. Perhaps.

Mark Galeotti is Professor of Global Affairs at the SPS Center for Global Affairs, New York University and Director
of its Initiative for the Study of Emerging Threats. He writes the blog In Moscow's Shadows
(htto-/finmoscowsshadows. wordpress.com/) and tweets as @MarkGaleotti.
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, November 24, 2015 11:01 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: One Economic Sector Booming in Russia: Corruption (Galeotti article)

This paper contains the other half of the things Galeotti said in his Hudson talk. A few excerpts are below (format
doesn't copy and paste very well) but it's all worth reading.

http:/fhenryjacksonsociety. org/wp-content/uploads/2015/11/One-Economic-Sector-Booming-finalpdf
One Economic Sector Booming in Russia: Corruption

as economic crisis gnaws into the budget

s of the state and ordinary Russian alike,

corruption of the old, predatory and unpredictable variety is coming back. As Oleg, a
small

businessman trading in imported Turkish textiles puts it, “things had become so to
speak civilized,

there was corruption

but it was ordered, acceptable. Now, things are changing, getting wilder.” ...

n the past 15 months or so, things certainly have changed. Corruption and
embezzlement are on

the rise. Furthermore, it is

not just a question of more corruption, but more parasitic corruption. In

other words, not only are the sums being demanded rising but the scope to avoid
paying is

diminishing. It is not a question of deciding whether you want to “upgrade,” to skip
some te

dious

paperwork, jump to the head of the line, or cut some corners. Instead, it is
something that you have

to

do, because otherwise someone who can make your life difficult will indeed make
your life

difficult.

you have the right to steal in the form and to the amount appropriate to your rank, and so long as you are loyal to
the system, to your patrons and to your clients...__..

conomic crisis is squeezing Russian officials, forcing them to be more predatory and
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exploitative in order to preserve their quality of life. In the process they are not only
bearing down

more heavily on ordinary citizens but also beginning to worry a Krem

lin that is watching a dwindling

treasury being plundered by its own elite. But, for Putin,

a war with Ukraine is one thing

f

ighting

a war with his own elite is quite another.
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Nellie Ohr

From: Nellie Ohr

Sent: Friday, November 13, 2015 6:34 PM

To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF)
Subject: Versiia on Lesin's untimely death: FBI staged it....
Attachments: IN13Nov15.doc

It's the first item in today’s Allensworth notes.

Also, further down is an item in which a Moscow police official was accused of spying for the CIA.

—-0Original Message—

From: Wayne Allensworth
To: Wayne and Stacy Allensworth (YG NG

Sent: Fri, Nov 13, 2015 6:21 pm
Subject: Internet Notes 13 November 2015

Internet Notes 13 November 2015

More on Lesin

Bailing out VEB

Solovey on propaganda and public opinion

Former Russian policeman convicted of espionage
New press rules after the “leak™

Nearlyv half of Russians fear a terrorist attack
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More on Lesin

See the 6. 9. and 11 November notes.

hitp//www._dailymail co.uk/news/article-33 15994 /'Viadimir-Putin-s-media-mastermind-dead-DC-hotel-
murdered-FBl-informant-alive-claim-Russians._html

The death from a "heart attack’ of a longtime close ally of Vladimir Putin in a Washington hotel has led to a swirl of
speculation that he was murdered on Moscow's orders after offering to help the FBL

Mikhail Lesin, 37, was announced last weekend to have been found dead in the US capital He was a Svengali figure for Putin,
who was alleged to have menaced the Russian media into idolizing the strongman president.

The shock death has created an eave of speculation in Moscow that it is related to previous reports that he was helping the
FBI - and could be murder.

There are even separate allegations that [ esin may still be alive. with his demise faked by the US authorities.

According to this version. he is being kept safe as part of a witness protection scheme. while spilling to the FBI all he knows
on Putin's Russia.

Daily Mail Online can reveal that only weeks before his death was announced. he fathered a child with glamorous model and
flight attendant Victoria Rakhimbayeva.

She is believed to be aged 29, with whom he had enjoyed a close relationship since at least mid-2014.

She has not commented on his death other than to thank friends on social media for their commiserations. but before the
tragedy she made clear that they intended to set up home permanently in New York.

Despite Russian reports of a heart attack, police in DC have said no cause of death has been determined while also indicating
there was no obvious sign of foul play.

'A ruling on the cause and manner of death is pending further investigation.’ said a Saturday statement.

Nicknamed the Bulldozer, Lesin was one of the key props of the Putin presidency, personally masterminding a wide-ranging
media crackdown which has left the vast majonty of Russian TV stations and newspapers obedient to the Kremlin.

He also set up Russia Today. now RT, seen by critics as a 'propaganda’ channel aimed at the West.

But earlier this year, after the break-up of his mamage. and in a new relationship with his Sibenian lover who he may have wed -
she referred to him as her ‘husband' - he suddenly quit the latest of several high profile positions. as head of Gazprom Media,
a major state owned media conglomerate.

There are unsubstantiated claims in Moscow that when he died he was in debt to billionaire Yury Kovalchuk. one of Putin's
closest big business friends.

'He owed huge amount of money to Kovalchuk. which he supposedly didn't intend to pay back'’ an unnamed source told The
Moscow Times.

His presence and death in Washington shocked many Russians.

Lesin was found dead at 11:30am on November 6 while staying on an upper floor at the 5240-a-night Dupont Circle Hotel.
seen as modest for his multimillionaire lifestyle.

It is unclear if Rakhimbayeva was in the US with him at the time.

Yet some 16 months earlier. Senator Roger Wicker had called for a Justice Department probe into whether Lesin was engaged
in money laundenng.

The status of any subsequent FBI investigation is unclear. but - rightly or wrongly - in Russia it was widely believed that a
probe was indeed under way.

Many elite Russians with links to the Putin regime are currently giving the US, and other parts of the West, a wide berth amid
fears of arrest. hence the surprise and bewilderment at him being in Washington.

But there are also suggestions that Lesin had taken a decision to leave Russia for zood before his untimely death in America.
;;ominent commentator Sergev Parkhomenko said of Lesin's death: To be honest I wouldn't rule out the option of a program

for witness protection.’
The one-time close Putin apparatchik is said to have owned property worth 528 million in Los Angeles. a rumored focus of the

supposed FBI investigation, and two adult children who live in America.

Lesin's company the Dastel Corporation bought a 13,000 sq ft Beverly Hills home in August 2011 for $13.8 million and a 10,600
square foot property in Brentwood for $9 million in 2012, it was reported.

For over a year he was living under FBI scrutiny and a total check on his assets.' he said.

For some reason he came to Washington where he suddenly died but not from not of something he had been suffenng from'

Echoing Kokh. he suggested Lesin 'had something to swap his death for’ - adding: There was a lot to swap it for’
Moscow is prone to conspitacv theories when prominent neonle die before their time. but while Lesin had a number of
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medical issues, they were not seen as life-threatening and there was genuine shock among his friends and those who crossed
paths with him.

TLesin died. It's impossible to believe this. tweeted Margarita Simonyan, editor-in-chief of RT.

Alexey Venediktov, one of Russia's most respected journalists, who had dealings - and clashes - with him, wrote online:

"He left the country. September 25 he had a baby daughter. This September. now, so it's been a month. a month and a half.
"And honestly, when I found out about his death, my first thought was about the baby. to be honest. It's also about empathy,
because. okay. he's gone but the gitl with a baby - how is she?...

The head of Russian media regulator Rospechat, Mikhail Seslavinsky, said of Lesin: T saw him a month ago.

He was full of energy. going through a new period in his life. talking about forgotten feelings because of his newbom little
daughter’.

In private. Lesin "highlighted his responsibility for all the members of his extended family. loved all of his family, and was
hoping for an harmonious existence in a world new to him.’

He spoke of a succession of surgeries that Lesin - who had been a heavy dnnker and smoker - had undergone. These were
not for heart problems, but linked to his spine.

He was always a fighter, even after going through several complex surgenies. He had recovered, was doing sports. and looked
absolutely healthy." he said.

Simonyan revealed he had lost 66 pounds after breaking his spine three vears ago. and undergone 13 operations after his
back became infected.

After his death was announced. RT said without explanation that Lesin 'had been suffering from a prolonged unidentified
iliness’...

In the months before his death. Irkutsk-bom Rakhimbayeva traveled on an odyssey to some of the most exotic places in the
world, according to her social media accounts. ..

It is unclear if Lesin - who she does not name - was with her at all times, but in one online exchange she made clear they
intended to settle in New York, although she preferred Los Angeles.

Russia is already left behind, and [ haven't yet made it to Amenca,' she wrote at one point.

‘Getting there with connections: 3 months in Europe and 3 months in Asia’

She said: Tos Angeles is the best city in the world but husband is against’. adding Poorme.

She was asked: How did you manage to travel so globally between America and Russia, if it's not a secret? Savings”™

She replied: Traveling is about my husband - he's a brilliant mind and a great organizer of his (and also my) life!

Five weeks ago, she posted from Hawaii, seven weeks ago from Los Angeles. Earlier she was in the Komodo Islands,
Switzerland, Singapore, Bali, and Greece.

"We passed through all the islands in Greece on yacht,” she boasted around nine months ago.

In August 2014, she posted from Italy saying: Every day of my life is so full of happiness that it seems it can't get any better.
But a new day comes and shows me new goals. I start thinking that happiness has no limits.

"Wish everyone love and unlimited happiness!". ..

Controversy surrounded him. as when durning his stint as press minister the media empire of oligarch Viadimir Gusinsky media
assets - noted for their independence - were transferred to state energy giant Gazprom.

He was also rumored to have played a key role in the creation of a secret tape compromising former Prosecutor General Yurn
Skuratov.

Skuratov was seen in bed with two women, claimed to be prostitutes. forcing the resignation of a man who was probing
alleged corruption in then president Boris Yeltsin's circle.

When he quit Gazprom Media in December. a move seen as a shock. he cited family reasons’ although there were
unconfirmed claims he had fallen out with other influential figures close to Putin.

Senator Wicker said of Lesin: That a Russian public servant could have amassed the considerable funds required to acquire
and maintain these assets in Europe and the United States raises senous questions.'. ..

Another comment from Venediktov: http:'www thedailvbeast com/articles 2015/11/12 ‘putin-s-pals-are-nussian-patriots-until-
thev-get-sick _html
Venediktov confirmed that in the last few months of his life, “Lesin was trapped in problems. investigated in the U.S_, facing
debts of about $50 million here in Russia.” As such. he expressed doubts about the current version of Lesin’s death. “He did
not have anv ID on him in the hotel room. that is very strange: his family were not with him when he died. They sounded too
quick to jump on the heart attack version. as if they were trying to secure some different story.” Venediktov added. expressing
a hope to hear the truth about Lesin’s death.

Bailing out VEB

http- ‘kommersant ma'doc/2832200

VneshEkonomBank has got some major liquidity problems and lots of debt (R1.2 trillion)—a political decision
has been made to help the bank, which under Central Bank rules is not eligible for refinancing from the CB, but
the government has vet to come up with a plan. At a session vesterday chaired by Igor Shuvalov, there was a

possible plan under discussion for shifting some packets of shares held by the state to VEB (worth R1.5 trillion;

the charec wonld he <nld ta raice canital) and for the ocovernment tn takee aver come of VER < “toxic™
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or “problem assets™ (including special construction projects dating to the Sochi Olvmpics)}—but there was no
agreement made on supporting the plan as it would cause more problems for the budget and potentially
endanger Russia’s financial ratings. ..

Apart from the Olympics, VEB has been saddled with a number of other costly projects. inchiding financing the
development of the SSJ 100 plane at a low interest rate, a Rostek/Vi Holding plan to develop platinum
deposits in Zimbabwe, and aid to Globeks Bank . In October, Medvedev directed the Finance Ministry and
the Economic Development Ministry to come up with a plan, but no set plan has as yet materialized. ..
Economist Vladimir Tikhonov says that VEB, a state corporation with considerable weight, should be saved,
but only ff it increases its own “effectiveness.” At Russian Railways, the leadership was changed, state subsidies
cut, and the company set on the path to cutting expenses. Tikhonov thinks that the best plan for avoiding
damage to Russia’s financial ratings is to use National Welfare Fund reserves to re-capitalize VEB—although
the sum involved would amount to 30% of that fund. and that expenditure would also be taken as a “negative
signal”_ .. Tikhonov, however. adds that the budget deficit will probably be less than expected. so maybe the
difference between the projection and the actual shortfall could be used for the bailout. ..

Solovey on propaganda and public opinion

http:/rus postimees ee/339312 7 valerij-solove)-bolshinstvo-ljude) -ne-imeet -svoego-mnenia?
ptm_source=rus postimess eafrutm medium=button articlefutm content=33935127&utm campaten=vk social

MGIMO’s Valeriy Solovey says that the prevalence of TV viewing in Eastern Europe is a holdover from
Soviet times, especially among older viewers and, say, ethnic Russians living in the Baltic states. The situation is
a bit different with younger people, though sociologists report they watch TV only about 5% less than their
elders (Solovey mentions the Internet/social networks as additional sources of information for young people).
As the older generations pass on, TV will have less impact. but it will remain the single most influential
propaganda instrument as people trust television. Why? It’s psychological—people have a sense of being
present at an event when watching TV .. Propaganda has its limits—it’s not effective when we are talking about
something that has an impact directlv on the viewers’ interests or about something they know about. It’s not as
hard to convince Russians that Americans are children of the Devil. as they do not know Americans. It's
harder to cast Ukrainians as Satan’s spawn, though. . It would make sense to have pluralism in media sources,
with different views offsetting each other. That would be a defense against propaganda. It would be better if
people limited TV viewing. And it's very important to read, as reading engages the critical reflex, which tends
to become disengaged with TV viewing. .. The kind of “information wars™ we are witnessing today have not
been seen for decades, but they will have to end eventually as it is not possible for society to remain in a
mobilized state for a long time, even in Russia. People grow weary psychologically. The events in Ukraine
have not interested Russian TV viewers for some time. and the war in Syria is taken like a Hollywood action
movie.

Most people don’t have their own opinions, maybe 70%-80% are easy marks for propaganda. They have
opinions only about things close to them, things that are important to them personally, but most don’t have
opinions on political questions. There’s nothing insulting about saying that. it’s just human nature. Propaganda
has no effect on maybe 5%, intelligent people with strong critical reflexes. Most people take information in to
learn what the social consensus is and support it—those who do not can be the revolutionary core driving
change .. For an authoritarian or totalitarian regime to sustain itself, it needs a “spiral of silence™ —people have
to be afraid to speak up. Revolutionary change takes place when the “spiral” stops—sometimes that takes
years, sometimes it happens very quickly. Nobody knows why. Revolutions are impossible to predict. It's only
after the fact that commentators look back and say it was inevitable. It's the 3%-5% who push the limits, who
take to the streets, who speak up. But then others will follow. Mass dynamics are unpredictable. We can
predict a crisis, but no one knows how it will develop. We see that Russia is in a serious crisis, for example,
but no one knows how to end it. Will it end in a revolutionarv wav? With stasnation? Regardless. the end
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game will likely begin soon.

What about polls showing that Russians don’t really feel the consequences of the crisis? People say what they
think the pollsters want to hear. There are “socially approved answers.” People will say everything is alright.
everything is moving in the right direction. But those same people who say they are proud of Russian foreign
policy victories also say they are preparing for a long term crisis. They don’t make any connection between the
political and the economic situations—but popular behavior is changing, as people are spending less, they are
economizing.

On Putin’s high ratings: Well, if you give respondents a list of names—Putin, Medvedev, Navalniv—and ask
them who they trust. you know what the answer’s going to be. Nevertheless, VVP’s approval rating is high.
though not 90%. But the quality of the support is not real high Russians are alienated from politics. Society
sees politics as the prerogative of a small group of elites. So the 3%-5% turns up on the street, but the rest
think that politics is something for viast, not them (Comment: This is close to my view of things. Most
Russians don’t think politics is any of their business. You can get ordinary people stirred up—not
just the 5% —when something that directly has an impact on their daily life comes up, as we saw
earlier this week with truckers blocking roads over a levy on freight trucks.* See the 11 November
notes. What the issue is usunally resolved—maybe the government backs down, for now, or some
concession is made—then evervone goes back to their private lives. Putin’s support is broad, but
not necessarily very deep). We should keep in mind that this was the state of affairs when the USSR
collapsed The CPSU had 15 million members. And it all disappeared So we should not overestimate the
quality of Putin’s rating.

People have selective memories, that’s both as individuals and collectively. We remember some things and
prefer to forget others. Propaganda can boost the selective element of memory. You can take an account of a
certain event and clean up its negative connotations. Right now we hear that the attitude to Stalin has
mmproved, that a lot of people support re-installing the Dzerzhinsky memorial—there is no basis for doubting
this. But let’s ask people this question: “Would you want to live under Stalin or Dzerzhinskiy?™ An attitude
toward a symbol is one thing. a person’s actual preferences quite another. .. Speaking seriously, Russians are
rather rational. more so than propaganda or polls show. Otherwise, Russian society would simply not have
survived.

As far as selective memory, recall how Gorbachev was welcomed by everyone, they all wanted freedom and
democracy. Then they welcomed Yeltsin. But if vou ask people if they voted for Yeltsin, nobody will say they
did. _..Some time down the line. it will be the same for Putin. ..

*http-/'www_themoscowtimes.com/business/article/new-truck-fees-mav-lead-to-goods-shortages-russian-
retailers-say/548970 html
Major Russian retailers have wamed that the introduction of a new federal levy on 12-ton trucks could disrupt supplies and
lead to zoods shortages in stores. the Kommersant newspaper reported Friday.
The new fee for using federal roads. set to come into force on Nov. 13. has angered truck owners across the country. with
roadblock protests springing up in major cities including St. Petersburg. the Siberian city of Novosibirsk and the Urals'
Yekaterinburg.
However, according to the Kommersant report. the main problem for logistics companies will likely be the requirement to have
satellite devices installed onboard the trucks. These would be linked to personal accounts, enabling dnvers to pay the federal
levy in advance of or after a joumney.
Truck owners and companies were able to register for the scheme a month in advance. However. representatives of retail
chains told Kommersant that many drivers will not have been issued the devices in time.
A spokesperson for X5 Retail Group, a leading Russian food retailer owning the supermarket chains Pyatyorochka,
Perelayostok, and Karusel, estimated that a third of their supplies might not reach store shelves in time, the NTV channel

everv effort" to reach a compromise with the protesting truckers. adding that both sides "needed to show flexibilitv" with

raaard ta tha nowr latnr cvrctam
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Former Russian policeman convicted of espionage

http-/~ww themoscowtimes com/news/article/former-russian-police-officer-sentenced-to-13-years-for-

espionage/548914 html

A former Moscow policeman has been sentenced to 13 vears in prison for spving for the US. Central Intellizence Agency

(CIA). the Interfax news agency reported Thursday. citing a statement from the Russian Federal Security Service (FSB). the

successor to the Soviet KGB.

A Moscow reg;_'onal court on Thurs day convicted former Ministry of Internal Affairs officer Yevgeny Chistov with treason in

the form of espionage after the man “pled comy letel iltv. confirmed the fact that he was recruited by the CIA. and
deliverasd to them information on ministry activities ~ Interfax reported.

According to Interfax, Chistov's case file shows that in 2011. the officer, “acting out of selfish motives, took the initiative to

make contact with the CIA.” and began transferring state secrets out of the country.

Chistov's case is the latest in an alarming string of spy scandals to shake Russia since the start of the Ukraine cnisis in early

2014.

New press rules after the “leak™

See yesterday’s notes.
http ' 'www themoscownmes com news article kremlm imposes- stricter- press-mle<-follo Wing- nuclear—sub—leak 5 ‘896‘ html

zuidelines for covenng military meetings: cameramen must keep their cameras pointed at the wall until the president amves.

the Kommersant newspaper reported Friday.
During a meeting between President Vladimir Putin and his senior military advisors and officials in the seaside village of Sochi

on Tuesday. a cameraman briefly filmed over the shoulder of a military officer. catching a descnption of a new weapons
system known simply as “Status-6.”

Status-6 appears to be an unmanned submanne packed with a high-megaton thermonuclear warhead and radioactive material
to create a massive dirty bomb. which would render an enemy’s port or coastline a radioactive wasteland “for long periods of
time.”

The Pentagon has reportedly been aware of such a weapon under development in Russia for at least a year, and Russian
analysts have argued that the leak was intentional to demonstrate the lengths Russia is willing to go in preserving its nuclear
deterrent in the face of U.S. missile defenses.

Nonetheless. Kremlin spokesman Dmitry Peskov on Wednesday lamented the allegedly unintentional leak, promising to
tighten procedures for state media reporters covering meetings between Putin and his military staff.

Reporters will now have to leave their cell phones with security guards before entering such meetings, photographers cannot
take photos before Putin enters the room, and television cameras must be pointed at the wall until the meeting starts,
Kommersant reported.

Furthermore. military officials present at meetings are being encouraged to study their documents prior to the amival of the
press.

Nearly half of Russians fear a terrorist attack

http:‘'www themoscowtimes com news/ article neartv-half-of-russians-fear-terronst-attack—-poll 548960 html

Neatly half of Russians fear a terronst attack or hostage-taking situation in the near future. the Interfax news agency
reported. citing data from independent pollster the Levada Center. (http: www levadam 2015 1113 terakty )

Of the 48 percent who fear an attack. 76 percent consider terrorist group the Islamic State as the greatest threat. Interfax
reported Friday.

Intemational terronism as a whole womed 39 percent of Russians polled. while 17 percent were concerned by Russian
extremists and radicals. One-third (34 percent) of respondents did not believe in the possibility of a terronist attack.

The poll was conducted on Oct. 23-26 among 1.600 people in 134 cities and towns around Russia, Interfax reported. No margin
of error was given.

The Islamic State terrorist group released an Intemet video promising to attack Russia “very soon.” the SITE monitoning
group reported on Thursday.

The Islamic State has previously called for Islamic fighters to take revenge on Russia after President Vladimir Putin launched
an air strike campaign in Syna against Islamic State militants and opposition forces fighting against Synan President Bashar
Assad
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More on Lesin

See the 6, 9, and 11 November notes.

http://www.dailymail.co.uk/news/article-3315994/Vladimir-Putin-s-media-mastermind-
dead-DC-hotel-murdered-FBI-informant-alive-claim-Russians.html

The death from a 'heart attack' of a longtime close ally of Vladimir Putin in a Washington hotel has led to
a swirl of speculation that he was murdered on Moscow's orders after offering to help the FBI.

Mikhail Lesin, 57, was announced last weekend to have been found dead in the US capital. He was a
Svengali figure for Putin, who was alleged to have menaced the Russian media into idolizing the strongman
president.

The shock death has created an eave of speculation in Moscow that it is related to previous reports that he
was helping the FBI and could be murder.

There are even separate allegations that Lesin may still be alive, with his demise faked by the US
authorities.

According to this version, he is being kept safe as part of a witness protection scheme, while spilling to the
FBI all he knows on Putin's Russia.

Daily Mail Online can reveal that only weeks before his death was announced, he fathered a child with
glamorous model and flight attendant Victoria Rakhimbayeva.

She is believed to be aged 29, with whom he had enjoyed a close relationship since at least mid 2014.

She has not commented on his death other than to thank friends on social media for their commiserations,
but before the tragedy she made clear that they intended to set up home permanently in New York.

Despite Russian reports of a heart attack, police in DC have said no cause of death has been determined
while also indicating there was no obvious sign of foul play.

'A ruling on the cause and manner of death is pending further investigation,' said a Saturday statement.

Nicknamed the '‘Bulldozer', Lesin was one of the key props of the Putin presidency, personally
masterminding a wide ranging media crackdown which has left the vast majority of Russian TV stations
and newspapers obedient to the Kremlin.

He also set up Russia Today, now RT, seen by critics as a 'propaganda’ channel aimed at the West.

But earlier this year, after the break up of his marriage, and in a new relationship with his Siberian lover
who he may have wed she referred to him as her 'husband' he suddenly quit the latest of several high
profile positions, as head of Gazprom Media, a major state owned media conglomerate.
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There are unsubstantiated claims in Moscow that when he died he was in debt to billionaire Yury
Kovalchuk, one of Putin's closest big business friends.

'He owed huge amount of money to Kovalchuk, which he supposedly didn't intend to pay back,' an
unnamed source told The Moscow Times.

His presence and death in Washington shocked many Russians.

Lesin was found dead at 11:30am on November 6 while staying on an upper floor at the $240 a night
Dupont Circle Hotel, seen as modest for his multimillionaire lifestyle.

It is unclear if Rakhimbayeva was in the US with him at the time.

Yet some 16 months earlier, Senator Roger Wicker had called for a Justice Department probe into whether
Lesin was engaged in money laundering.

The status of any subsequent FBI investigation is unclear, but rightly or wrongly in Russia it was widely
believed that a probe was indeed under way.

Many elite Russians with links to the Putin regime are currently giving the US, and other parts of the West,
a wide berth amid fears of arrest, hence the surprise and bewilderment at him being in Washington.

But there are also suggestions that Lesin had taken a decision to leave Russia for good before his untimely
death in America. ...

Prominent commentator Sergey Parkhomenko said of Lesin's death: 'To be honest, I wouldn't rule out the
option of a program for witness protection.'

The one time close Putin apparatchik is said to have owned property worth $28 million in Los Angeles, a
rumored focus of the supposed FBI investigation, and two adult children who live in America.

Lesin's company the Dastel Corporation bought a 13,000 sq ft Beverly Hills home in August 2011 for
$13.8 million and a 10,600 square foot property in Brentwood for $9 million in 2012, it was reported.

'For over a year he was living under FBI scrutiny and a total check on his assets,' he said.

'For some reason he came to Washington where he suddenly died but not from not of something he had
been suffering from.'

Echoing Kokh, he suggested Lesin 'had something to swap his death for' adding: 'There was a lot to swap
it for.'

Moscow is prone to conspiracy theories when prominent people die before their time, but while Lesin had a
number of medical issues, they were not seen as life threatening and there was genuine shock among his
friends and those who crossed paths with him.

'Lesin died. It's impossible to believe this,' tweeted Margarita Simonyan, editor in chief of RT.

Alexey Venediktov, one of Russia's most respected journalists, who had dealings and clashes with him,
wrote online:
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'He left the country. September 25 he had a baby daughter. This September, now, so it's been a month, a
month and a half.

'And honestly, when I found out about his death, my first thought was about the baby, to be honest. It's also
about empathy, because, okay, he's gone but the girl with a baby how is she?...

The head of Russian media regulator Rospechat, Mikhail Seslavinsky, said of Lesin: ' saw him a month
ago.

'He was full of energy, going through a new period in his life, talking about forgotten feelings because of
his newborn little daughter'.

In private, Lesin 'highlighted his responsibility for all the members of his extended family, loved all of his
family, and was hoping for an harmonious existence in a world new to him.'

He spoke of a succession of surgeries that Lesin who had been a heavy drinker and smoker had
undergone. These were not for heart problems, but linked to his spine.

'He was always a fighter, even after going through several complex surgeries, He had recovered, was doing
sports, and looked absolutely healthy,' he said.

Simonyan revealed he had lost 66 pounds after breaking his spine three years ago, and undergone 13
operations after his back became infected.

After his death was announced, RT said without explanation that Lesin 'had been suffering from a
prolonged unidentified illness'...

In the months before his death, Irkutsk born Rakhimbayeva traveled on an odyssey to some of the most
exotic places in the world, according to her social media accounts...

It is unclear if Lesin who she does not name was with her at all times, but in one online exchange she
made clear they intended to settle in New York, although she preferred Los Angeles.

'Russia is already left behind, and I haven't yet made it to America,' she wrote at one point.
'Getting there with connections: 3 months in Europe and 3 months in Asia.'
She said: 'Los Angeles is the best city in the world but husband is against', adding "Poor me.'

She was asked: 'How did you manage to travel so globally between America and Russia, if it's not a secret?
Savings?'

She replied: 'Traveling is about my husband he's a brilliant mind and a great organizer of his (and also
my) life.'

Five weeks ago, she posted from Hawaii, seven weeks ago from Los Angeles. Earlier she was in the
Komodo Islands, Switzerland, Singapore, Bali, and Greece.

'We passed through all the islands in Greece on yacht,' she boasted around nine months ago.

In August 2014, she posted from Italy saying: 'Every day of my life is so full of happiness that it seems it
can't get any better.
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'But a new day comes and shows me new goals. I start thinking that happiness has no limits.
'Wish everyone love and unlimited happiness!'...

Controversy surrounded him, as when during his stint as press minister the media empire of oligarch
Vladimir Gusinsky media assets noted for their independence were transferred to state energy giant
Gazprom.

He was also rumored to have played a key role in the creation of a secret tape compromising former
Prosecutor General Yuri Skuratov.

Skuratov was seen in bed with two women, claimed to be prostitutes, forcing the resignation of a man who
was probing alleged corruption in then president Boris Yeltsin's circle.

When he quit Gazprom Media in December, a move seen as a shock, he cited 'family reasons' although
there were unconfirmed claims he had fallen out with other influential figures close to Putin.

Senator Wicker said of Lesin: 'That a Russian public servant could have amassed the considerable funds
required to acquire and maintain these assets in Europe and the United States raises serious questions.'...

Another comment from Venediktov: http://www.thedailybeast.com/articles/2015/11/12/putin s pals are
russian patriots until they get sick.html

Venediktov confirmed that in the last few months of his life, “Lesin was trapped in problems, investigated
in the U.S., facing debts of about $90 million here in Russia.” As such, he expressed doubts about the
current version of Lesin’s death. “He did not have any ID on him in the hotel room, that is very strange; his
family were not with him when he died. They sounded too quick to jump on the heart attack version, as if
they were trying to secure some different story,” Venediktov added, expressing a hope to hear the truth
about Lesin’s death.

Bailing out VEB

http://kommersant.ru/doc/2852200

VneshEkonomBank has got some major liquidity problems and lots of debt (R1.2
trillion) a political decision has been made to help the bank, which under Central Bank
rules is not eligible for refinancing from the CB, but the government has yet to come up
with a plan. At a session yesterday chaired by Igor Shuvalov, there was a possible plan
under discussion for shifting some packets of shares held by the state to VEB (worth R1.5
trillion; the shares would be sold to raise capital) and for the government to take over
some of VEB’s “toxic” or “problem assets” (including special construction projects
dating to the Sochi Olympics) but there was no agreement made on supporting the plan
as it would cause more problems for the budget and potentially endanger Russia’s
financial ratings...

Apart from the Olympics, VEB has been saddled with a number of other costly projects,
including financing the development of the SSJ 100 plane at a low interest rate, a
Rostek/Vi Holding plan to develop platinum deposits in Zimbabwe, and aid to Globeks
Bank...In October, Medvedev directed the Finance Ministry and the Economic
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Development Ministry to come up with a plan, but no set plan has as yet
materialized...Economist Vladimir Tikhonov says that VEB, a state corporation with
considerable weight, should be saved, but only if it increases its own “effectiveness.” At
Russian Railways, the leadership was changed, state subsidies cut, and the company set
on the path to cutting expenses. Tikhonov thinks that the best plan for avoiding damage
to Russia’s financial ratings is to use National Welfare Fund reserves to re-capitalize
VEB although the sum involved would amount to 30% of that fund, and that
expenditure would also be taken as a “negative signal”...Tikhonov, however, adds that
the budget deficit will probably be less than expected, so maybe the difference between
the projection and the actual shortfall could be used for the bailout...

Solovey on propaganda and public opinion

http://rus.postimees.ee/3395127/valerij solovej bolshinstvo ljudej ne imeet svoego
mnenija?utm_source=rus.postimees.ece&utm medium=button article&utm content=3395127&utm campaign=vk soci
al

MGIMO'’s Valeriy Solovey says that the prevalence of TV viewing in Eastern Europe is
a holdover from Soviet times, especially among older viewers and, say, ethnic Russians
living in the Baltic states. The situation is a bit different with younger people, though
sociologists report they watch TV only about 5% less than their elders (Solovey mentions
the Internet/social networks as additional sources of information for young people). As
the older generations pass on, TV will have less impact, but it will remain the single most
influential propaganda instrument as people trust television. Why? It’s psychological
people have a sense of being present at an event when watching TV.. . Propaganda has its
limits it’s not effective when we are talking about something that has an impact directly
on the viewers’ interests or about something they know about. It’s not as hard to convince
Russians that Americans are children of the Devil, as they do not know Americans. It’s
harder to cast Ukrainians as Satan’s spawn, though...It would make sense to have
pluralism in media sources, with different views offsetting each other. That would be a
defense against propaganda. It would be better if people limited TV viewing. And it’s
very important to read, as reading engages the critical reflex, which tends to become
disengaged with TV viewing...The kind of “information wars” we are witnessing today
have not been seen for decades, but they will have to end eventually as it is not possible
for society to remain in a mobilized state for a long time, even in Russia. People grow
weary psychologically. The events in Ukraine have not interested Russian TV viewers
for some time, and the war in Syria is taken like a Hollywood action movie.

Most people don’t have their own opinions, maybe 70%-80% are easy marks for
propaganda. They have opinions only about things close to them, things that are
important to them personally, but most don’t have opinions on political questions.
There’s nothing insulting about saying that, it’s just human nature. Propaganda has no
effect on maybe 5%, intelligent people with strong critical reflexes. Most people take
information in to learn what the social consensus is and support it those who do not can
be the revolutionary core driving change...For an authoritarian or totalitarian regime to
sustain itself, it needs a “spiral of silence” people have to be afraid to speak up.
Revolutionary change takes place when the “spiral” stops sometimes that takes years,
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sometimes it happens very quickly. Nobody knows why. Revolutions are impossible to
predict. It’s only after the fact that commentators look back and say it was inevitable. It’s
the 3%-5% who push the limits, who take to the streets, who speak up. But then others
will follow. Mass dynamics are unpredictable. We can predict a crisis, but no one knows
how it will develop. We see that Russia is in a serious crisis, for example, but no one
knows how to end it. Will it end in a revolutionary way? With stagnation? Regardless,
the end game will likely begin soon.

What about polls showing that Russians don’t really feel the consequences of the crisis?
People say what they think the pollsters want to hear. There are “socially approved
answers.” People will say everything is alright, everything is moving in the right
direction. But those same people who say they are proud of Russian foreign policy
victories also say they are preparing for a long term crisis. They don’t make any
connection between the political and the economic situations but popular behavior is
changing, as people are spending less, they are economizing.

On Putin’s high ratings: Well, if you give respondents a list of names Putin, Medvedev,
Navalniy and ask them who they trust, you know what the answer’s going to be.
Nevertheless, VVP’s approval rating is high, though not 90%. But the quality of the
support is not real high. Russians are alienated from politics. Society sees politics as the
prerogative of a small group of elites. So the 3%-5% turns up on the street, but the rest
think that politics is something for vlast, not them (Comment: This is close to my view
of things. Most Russians don’t think politics is any of their business. You can get
ordinary people stirred up—not just the 5%--when something that directly has an
impact on their daily life comes up, as we saw earlier this week with truckers
blocking roads over a levy on freight trucks.* See the 11 November notes. What the
issue is usually resolved—maybe the government backs down, for now, or some
concession is made—then everyone goes back to their private lives. Putin’s support
is broad, but not necessarily very deep). We should keep in mind that this was the state
of affairs when the USSR collapsed. The CPSU had 15 million members. And it all
disappeared. So we should not overestimate the quality of Putin’s rating.

People have selective memories, that’s both as individuals and collectively. We
remember some things and prefer to forget others. Propaganda can boost the selective
element of memory. You can take an account of a certain event and clean up its negative
connotations. Right now we hear that the attitude to Stalin has improved, that a lot of
people support re-installing the Dzerzhinsky memorial there is no basis for doubting
this. But let’s ask people this question: “Would you want to live under Stalin or
Dzerzhinskiy?” An attitude toward a symbol is one thing, a person’s actual preferences
quite another...Speaking seriously, Russians are rather rational, more so than propaganda
or polls show. Otherwise, Russian society would simply not have survived.

As far as selective memory, recall how Gorbachev was welcomed by everyone, they all
wanted freedom and democracy. Then they welcomed Yeltsin. But if you ask people if
they voted for Yeltsin, nobody will say they did. ...Some time down the line, it will be

the same for Putin...
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*http:// www.themoscowtimes.com/business/article/new-truck-fees-may-lead-to-
goods-shortages-russian-retailers-say/548970.html

Major Russian retailers have warned that the introduction of a new federal levy on 12 ton trucks could
disrupt supplies and lead to goods shortages in stores, the Kommersant newspaper reported Friday.

The new fee for using federal roads, set to come into force on Nov. 15, has angered truck owners across the

country, with roadblock protests springing up in major cities including St. Petersburg, the Siberian city of
Novosibirsk and the Urals' Yekaterinburg.

However, according to the Kommersant report, the main problem for logistics companies will likely be the
requirement to have satellite devices installed onboard the trucks. These would be linked to personal

accounts, enabling drivers to pay the federal levy in advance of or after a journey.

Truck owners and companies were able to register for the scheme a month in advance. However,
representatives of retail chains told Kommersant that many drivers will not have been issued the devices in
time.

A spokesperson for X5 Retail Group, a leading Russian food retailer owning the supermarket chains
Pyatyorochka, Perekryostok, and Karusel, estimated that a third of their supplies might not reach store
shelves in time, the NTV channel reported.

Kremlin spokesman Dmitry Peskov told news agency RIA Novosti on Friday that the Transportation
Ministry "was making every effort" to reach a compromise with the protesting truckers, adding that both

sides "needed to show flexibility" with regard to the new levy system.

Former Russian policeman convicted of espionage

http://www.themoscowtimes.com/news/article/former-russian-police-officer-sentenced-to-13-
years-for-espionage/548914.html

A former Moscow policeman has been sentenced to 13 years in prison for spying for the U.S. Central
Intelligence Agency (CIA), the Interfax news agency reported Thursday, citing a statement from the
Russian Federal Security Service (FSB), the successor to the Soviet KGB.

A Moscow regional court on Thursday convicted former Ministry of Internal Affairs officer Yevgeny
Chistov with treason in the form of espionage after the man “pled completely guilty, confirmed the fact that

he was recruited by the CIA, and delivered to them information on ministry activities,” Interfax reported.

According to Interfax, Chistov's case file shows that in 2011, the officer, “acting out of selfish motives,
took the initiative to make contact with the CIA,” and began transferring state secrets out of the country.

Chistov's case is the latest in an alarming string of spy scandals to shake Russia since the start of the
Ukraine crisis in early 2014.

New press rules after the “leak”
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See yesterday’s notes.

http://www.themoscowtimes.com/news/article/kremlin imposes stricter press rules following nuclear sub
leak/548965.html

Following the “unintentional” leak of a secret military project by state television on Tuesday, the Kremlin
has instituted new guidelines for covering military meetings: cameramen must keep their cameras pointed
at the wall until the president arrives, the Kommersant newspaper reported Friday.

During a meeting between President Vladimir Putin and his senior military advisors and officials in the
seaside village of Sochi on Tuesday, a cameraman briefly filmed over the shoulder of a military officer,
catching a description of a new weapons system known simply as “Status 6.”

Status 6 appears to be an unmanned submarine packed with a high megaton thermonuclear warhead and
radioactive material to create a massive dirty bomb, which would render an enemy's port or coastline a
radioactive wasteland “for long periods of time.”

The Pentagon has reportedly been aware of such a weapon under development in Russia for at least a year,
and Russian analysts have argued that the leak was intentional to demonstrate the lengths Russia is willing
to go in preserving its nuclear deterrent in the face of U.S. missile defenses.

Nonetheless, Kremlin spokesman Dmitry Peskov on Wednesday lamented the allegedly unintentional leak,
promising to tighten procedures for state media reporters covering meetings between Putin and his military
staff.

Reporters will now have to leave their cell phones with security guards before entering such meetings,
photographers cannot take photos before Putin enters the room, and television cameras must be pointed at
the wall until the meeting starts, Kommersant reported.

Furthermore, military officials present at meetings are being encouraged to study their documents prior to
the arrival of the press.

Nearly half of Russians fear a terrorist attack

http://www.themoscowtimes.com/news/article/nearly half of russians fear terrorist attack
poll/548960.html

Nearly half of Russians fear a terrorist attack or hostage taking situation in the near future, the Interfax
news agency reported, citing data from independent pollster the Levada Center.

(http://www.levada.ru/2015/11/13/terakty/ )

Of the 48 percent who fear an attack, 76 percent consider terrorist group the Islamic State as the greatest
threat, Interfax reported Friday.

International terrorism as a whole worried 39 percent of Russians polled, while 17 percent were concerned
by Russian extremists and radicals. One third (34 percent) of respondents did not believe in the possibility
of a terrorist attack.

The poll was conducted on Oct. 23 26 among 1,600 people in 134 cities and towns around Russia, Interfax
reported. No margin of error was given.
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The Islamic State terrorist group released an Internet video promising to attack Russia “very soon,” the
SITE monitoring group reported on Thursday.

The Islamic State has previously called for Islamic fighters to take revenge on Russia after President
Vladimir Putin launched an air strike campaign in Syria against Islamic State militants and opposition
forces fighting against Syrian President Bashar Assad.
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Nellie Ohr

From: Nellie Ohr

Sent: Tuesday, November 10, 2015 7:32 PM

To: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF)

Subject: Russian commentators speculate on Lesin's death in Dupont Circle hotel :

someone feared he'd sing?

(from Wayne Allensworth. Internet Notes. 9 Nov)
Lesin’s death (This looks “fishy”...)
See the 6 November notes. .

hitp//'www ft com/intl'cms’s/0/d11b034a-8635-11e5-918c-a8d619a707 c_ htimlFaxzz3 qviflf /v

The death in Washington of one of the architects of the media machine in Vladimir Putin’s Russia
triggered speculation and conspiracy theories in Moscow at the weekend.
Mikhail Lesin

cause of death would be determined only after that had been comgleted
The Russian embassy. which sent an official to the US capital to identify Mr Lesin, said the ex-minister had died of a heart

attack. a version echoed by RT. the state news outlet Mr Lesin was involved in establishing. and statements from his family
camed in Russian state media.

But Russian govemnment cnitics on Sunday questioned this version of events. In a Facebook post, Alfred Kokh, a former
Russian prime minister (77777) who held the Gazprom Media post more than a decade before Mr Lesin. described the
embassy’s statement as a “strange flight of fantasy™.

Refemring to a potential US justice department and FBI investigation into Mr [ esin in connection with corruption allegations.
he said: “Why do [thev] want so much to make evervbody believe that it was a heart attack? Mavbe thev were afraid that

Lesin tells the FBI about something in exchange for them ending the investigation?”

In July last year. Roger Wicker. a senator from Mississippi. requested that the justice department investigate whether My
Lesin had violated the Foreizn Corrupt Practices Act

and anti-money-laundening statutes and suggested he might have business ties with people subject to US sanctions. He
claimed Mr Lesin had bought homes worth a total of $28m in Los Angeles and moved his immediate family there.

Mr Wicker's request was referred to the justice department and the FBL, which were considening it. Mr Lesin’s death means
the issue is now closed.

The FBI was notified of Mr Lesin’s death but was not assisting in the matter, which was being treated by local police as a
death investigation.

Another commentator who posted under the name Wolf said on VKontakte. a Russian social media site: “He is not the first
one, and he will not be the last. We have had so many famous Russians murdered abroad that whenever some prominent
compatriot dies outside the motherland, you have to assume that they will find poison.”

Aged 57. Mr Lesin was one of the highest-profile among the aides who helped Mr Putin rebuild Russia into a more state-
centric and authontarnan polity.

Vsevolod Bogdanov, head of the Russian Union of Journalists, called Mr Lesin Russia’s “most energetic™ minister Russia in
the past 20 years. “He was committed to not only the interests of the media industry but also the interests of the authorities.”
he said.

Mr Putin’s spokesman said the president highly appreciated the “enomous contribution™ Mr Lesin had made to the formation
of the modern Russian media.

An engineer by training, Mr Lesin co-founded Video International. one of Russia’s leading advertising agencies. in 1990, and
went on to managerial positions in state TV under president Bonis Yeltsin.

As media minister between 1999 and 2004, he played a role in taming private television through the takeover of NTV, Russia’s
first independent news channel then owned by Yeltsin-era oligarch Vladimir Gusinsky. Until 2009 Mr Lesin served as Mr

Putin’s adviser helnhing build un RT an Enslish-lancuace TV netwark that aims to enhance Russian soft nower bv counterine
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In late 2013, he was appointed head of Gazprom Media. But he resigned from that post at the end of 2014. Mr Lesin cited
private reasons but his resignation followed an argument with Aleksei Venediktov, editor-in-chief of liberal radio station Echo
of Moscow, over a journalist Mr Lesin had demanded be fired.

Two senior journalists at Gazprom Media-owned outlets said Mr Lesin had spent most of his time since his resignation in
California but had remained close to Mr Putin.

Here’s the outline of a theory involving Wicker, mentioned above: https: ‘'www facebook.com’
pchikov/posts/1006737349399709

In July. 2011, Lesin registered the Dastel Corporation in California. In 2011-2012, Dastel acquired three
homes valued at $28 million. In 2014, Mississippi Senator Roger Wicker requested that the Justice Department
investigate Lesin for money laundering—the Justice Department requested that the FBI conduct an
investigation. In December of last year, Lesin resigned as the head of Gazprom Media. a post he had held since
October of 2013 (he also resigned a post as advisor to the Television Industrial Committee). Putin reportedly
personally approved the resignation. Lesin was found dead in a Washington hotel last week. It's reasonable to
assume that Lesin was prepared to agree to cooperate with the FBI in exchange for lesser charges in the case
against him—it’s premature to talk about murder. Maybe he had health problems. But the whole thing looks
fishy.

In this post, Kokh (mentioned above) claims that Lesin could have headed a “Putin Komintern™ of connections
in the West that could support Kremlin information policy, a form of “soft power™: https://www facebook.com’
permalink php?story fbid=1072198709480520&id=100000712037223

... This network would be a threat to the security of the West, says Kokh. So Lesin, under investigation by
the FBI. is found dead in a Washington hotel room. Venediktov says Lesin had cancer. He supposedly had a
bad back. But no one mentioned heart problems. Maybe someone was afraid of what he might tell the FBI—
and maybe they had some tea with him_
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Friday, October 30, 2015 6:05 PM

To: Nellie Ohr

Subject: FW: SCMP and CCDI articles on JLG Anti-Corruption Working Group

From: Park, Jason L [mailto:ParkdL@state.gov]
Sent: Friday, October 30, 2015 10:44 AM
To: Ohr, Bruce (ODAG); Lee, Kaye A (Beijing); Lee, Amy Chang; Chang, Frances; Weber, Benjamin (Beijing); Bailey,

Benjamin S; Davis-Polzin, Jacqueline X (Beijing); Tsao, Byron F;

Heumphreus, Julie; Otallah, Nicole I; [DIOR SRS ,WKucem, John (USACAC);
Bishop, Christopher W (Beijing); EAP-P-Office-DL
Cc: EAP-CM-Bilat Unit-DL; Haymond, Peter; Goldman, Michael B

Subject: SCMP and CCDI articles on JLG Anti-Corruption Working Group

Dear all-

Please see below for South China Morning Post and the Central Commission for Discipline Inspection’s articles
on the JLG Anti-Corruption Working Group. SCMP makes a questionable claim that CCDI article praising
U.S.-China cooperation on anti-corruption was intentionally released a day after USS Lassen’s FONOPs. If
you scroll to the bottom vou can see CCDI's colorful map showing how many Chinese priority fugitives (40+)
have fled to the United States.

Best,

Jason

Bilateral talks to counter corruption a 'bright spot’
China-US relations

PUBLISHED : Friday, 30 October, 2015, 12:11am

Jun Maijun.mai@scmp.com

http://www.scmp.com/news/china/policies-politics/article/1873970/bilateral-talks-counter-corruption-
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pright-spot-china-us

Despite rising Sino-US tensions in the South China Sea, the two countries could be moving closer on other important
issues. notably the repatriation of corruption suspects, the Communist Party's anti-graft watchdog said.

An article published on Wednesday on the website of the Central Commission for Discipline Inspection (CCDI) said a
top-level meeting of the two nations on efforts to counter corruption was hailed by the US team leader.

Bruce Ohr, chief of the organised crime and racketeering section at the US Department of Justice, described the latest
meeting of an anti-corruption working group as "a bright spot in US-China relations", according to the CCDIL.

"Corruption is the most evil thing for any countrv in the world," Ohr was quoted as saying. "In a connected world,
different countries should step up cooperation and fight cross-border crime."

In a connected world, different countries should step up cooperation and fight cross-

border crime
BRUCE OHR.US DEPARTMENT OF JUSTICE

The article was published on the CCDI's website one week after the 10th China-US joint liaison group's anti-
corruption working group meeting but just a day after the US missile destroyer USS Lassen was dispatched to
challenge Beijing's sovereignty claims in the South China Sea, raising concerns that the naval confrontation would
have serious repercussions on other aspects of Sino-US relations.

The anti-corruption group. set up in 2003, holds regular meetings where officials from both the CCDI and US law
enforcement agencies discuss cooperation in fighting graft and transnational organised crime.

"Breakthroughs in individual cases always lead to svstem-building in anti-graft efforts,” said Liu Jianchao, the new
director of the CCDI's International Cooperation Bureau. The article did not identify the cases.

"Cooperation and breakthroughs on individual cases mean the US is continuously sending positive signals." said Gao
Bo. an anti-graft expert at the Academy of Social Sciences.

This article appeared in the South China Morning Post print edition as Anti-graft talks a 'bright spot' in
Sino-US relations

http://www.ccdi.gov.cn/special/ztzz/ztzzixs ztzz/201510/t20151029 64208.html|
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Jason Park

Desk Officer

US. Department of State

Office of Chinese and Mongolian Affairs

Phone: (202) 647-6803 |Email: ParkiL@state gov

This email is UNCLASSIFIED.
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Ohr, Bruce (ODAG)

From: Ohr, Bruce (ODAG)

Sent: Thursday, October 29, 2015 3:59 PM
To: Nellie Ohr

Subject: Re: Putin's Mafia Statecraft

Excellent article!
Sent from my iPhone

On Oct 29, 2015, at 9:34 AM, Nellie Ohr[DIGHIIIEEEN ‘' ote:

This brings a lot of things together nicely.

http//www_rferlora/content/putins-mafia-statecraft/27329898 html?
mc_cid=bfdeb0c766&mc_eid=e46842563c

October 27, 2015

Putin's Mafia Statecraft

by Brian Whitmore

In the past couple years, Russian hackers have launched attacks on a French television network, a
German steelmaker. the Polish stock market, the White House, the U.S. House of Representatives.
the U.S. State Department, and The New York Times.

And according to press reports citing Westemn intelligence officials. the perpetrators weren't rogue
cyber-pranksters. They were working for the Kremlin.

Cybercrime, it appears, has become a tool of Russian statecraft. And not just cybercrime.

Vladimir Putin's regime has become increasingly adept at deploying a whole range of practices that
are more common among crime syndicates than permanent members of the UN Security Council

In some cases, as with the hacking, this involves the Kremlin subcontracting organized crime groups
to do things the Russian state cannot do itself with plausible deniability. And in others. it involves the
state itself engaging in kidnapping, extortion, blackmail. bribery, and fraud to advance its agenda.
Spanish prosecutor Jose Grinda has noted that the activities of Russian criminal networks are
virtually indistinguishable from those of the government.

"It's not so much a mafia state as a nationalized mafia,” Russian organized crime expert Mark
Galeotti, a professor at New York University and co-host of the Power Vertical Podcast, said ina_
recent lecture at the Hudson Institute.

Hackers, Gangsters, And Goblins

According to a report by the FBI and U.S_ intelligence agencies, Russia is home to the most skilled
community of cybercriminals on the globe, and the Kremlin has close ties to them.

"They have let loose the hounds.” Tom Kellermann, chief security officer at Trend Micro, a Tokyo-
based security firm, told Bloomberg News.

Citing unidentified officials, Bloomberg reported that Russian hackers had stepped up surveillance of
essential infrastructure, including power grids and energy-supply networks, in the United States.
Europe, and Canada.

Dmitri Alperovitch, co-founder of the security firm CrowdStrike, noted recently that the Russian
security services have been actively recruiting an army of hackers.

"When someone is identified as being technically proficient in the Russian underground.” a pending
criminal case against them "suddenly disappears and those people are never heard from again.”
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Alperovitch said in an interview with The Hill, adding that the hacker in question is then working for
the Russian security semvices.

"We know that's going on,” Alperovitch added.

And as a result, criminal hackers "that used to hunt banks eight hours a day are now operating two
hours a day turning their guns on NATO and government targets,” Kellermann of Trend Micro told The
Hill, adding that these groups are "willingly operating as cyber-militias.”

The hacking is just one example of how the Kremlin effectively uses organized crime as a geopolitical
weapon.

Moscow relied heavily on local organized crime structures in its support for separatist movements in
Transdniester, Abkhazia, South Ossetia. and Donbas.

In the conflict in eastern Ukraine, organized crime groups served as agents for the Kremlin, fomenting
pro-Russia unrest and funneling arms to rebel groups.

In annexed Crimea, the Kremlin installed a reputed gangster known as "The Goblin" as the
peninsula’s chief executive.

And of course there is the case of Eston Kohver, the Estonian law enforcement officer who was
investigating a smuggling ring run jointly by Russian organized crime groups and the Russian Federal
Security Service.

Kohver was kidnapped in Estonia September 2014, brought across the Russian border at gunpoint,
and convicted of espionage. He was released in a prisoner exchange last month.

The Geopolitics Of Extortion

But Putin's mafia statecraft doesn't just involve using and colluding with organized crime groups.

It often acts like an organized crime group itself.

In some cases this involves using graft as a means of control. This is a tactic Moscow has deployed
throughout the former Soviet space, involving elites in corrupt schemes — everything from shady
energy deals or money-laundering operations - to secure a "captured constituency.”

This is a tactic Russia attempted to use in Georgia following the 2003 Rose Revolution and in Ukraine
after the 2004 Orange Revolution, where "corruption and shadow networks were mobilized to
undermine the new leadership’s reform agenda.” according to James Greene in a 2012 report for
Chatham House.

This was particularly successful in Ukraine, where opaque gas deals were used "to suborn Ukraine's
post-Orange Revolution new leadership." Greene wrote.

And Putin is clearly hoping to repeat this success in eastern Ukraine today — especially after
elections are held in the rebel areas of Donbas.

"His bet in the eastern Ukraine local election, if it ever takes place. won't be on the rebel field
commanders but on local oligarchs who ran the region before the 2014 ‘revolution of dignity.” Through
them, he will hope to exert both economic and political influence on Kiev." political commentator
Leonid Bershidsky wrote in Bloomberg View.

In addition to graft, Moscow has also effectively utilized blackmail - making the international
community a series of offers it can't refuse.

It's a neat trick. First you create instability, as in Ukraine, or exasperate existing instability, as in
Syria. Then offer your services to establish order.

You essentially create demand — and then meet it. You get to act like a rogue and be treated like a
statesman.

It's how protection rackets operate. And it has become one of the pillars of Putin's foreign policy.

"It's the geopolitics of extortion, but it's probably working.” Galeotti told Voice of America_in a recent
interview.

"He's identifying a whole series of potential trouble spots around the world, places that matter to the
West, and is essentially indicating that he can either be a good partner, if they're willing to make a
deal with him, or he can stir up more trouble.”

NOTE TO READERS: The Daily Vertical will not appear on October 28, due to the public holiday in the
Czech Republic. We'll be back on October 29.

Radio Free Europe/Radio Liberty © 2015 RFE/RL, Inc. All Rights Reserved.
http-//www rferl_org/content/putins-mafia-statecraft/27329898 html
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Nellie Ohr

From: Nellie Ohr

Sent: Monday, October 19, 2015 3:59 PM

To: QICEEIIZ: Ohr, Bruce (ODAG); Holtyn, Lisa (OCDETF)

Subject: Kremlin’s ties to Russian cyber gangs — Warsaw Stock Exchange, German steel

mill

Here's a new article pulling together several recent attacks that seem to have been backed by the Russian
government.

The possibility that it was Russians behind the hack on the German blast furnace was new to me. Other articles on
SCADAVICS attacks did not finger Russia. (Apparently the US govt has not officially fingered them; it's just that the
malware used was similar to malware used by Russians in the past).

I'm copying Lisa on this whole thread too.

Cyberspace Becomes Second Front in Russia’s Clash With NATO - Bloomberg Business
http://www_bloomberg.com/news/articles/2015-10-14/cyberspace-becomes-second-front-in-russia-s-clash-with-nato

Russian computer attacks have become more brazen and more destructive as the country grows increasingly at
odds with the U.S. and European nations over military goals first in Ukraine and now Syria.

Along with reported computer breaches of a French TV network and the White House, a number of attacks now
being attributed to Russian hackers and some not previously disclosed have riveted intelligence officials as relations
with Russia have deteriorated. These targets include the Polish stock market, the U.S. House of Representatives, a
German steel plant that suffered severe damage and The New York Times.

U.S. officials worry that any attempt by the Russian government to use vulnerabilities in critical infrastructure like
global stock exchanges, power grids and airports as pressure points against the West could lead to a broader
conflict, according to two people familiar with the debate inside government and who asked to not to be named when
discussing intelligence matters. When NATO officials met last week, they voiced alarm about Russia's rapid
involvement in Syria, including the firing of cruise missiles, and vowed the biggest reinforcement of their collective
defense since the end of the Cold War.

The Warsaw Stock Exchange is but one example of the heightened cyber-activity. Hackers who rifled the exchange
last October, in a breach that set off alarms among Western intelligence agencies, proclaimed they were Muslim
militants angry over Poland's support for a bombing campaign against the Islamic State.

"It's beginning,” the group posted online in a file-sharing site called Pastebin, heavily used by the
cyberunderground. "To be continued! Allahu Akbar!”

While stealing some data, the attackers also made dozens of client logins public, opening the exchange's systems
to additional chaos from cybercriminals of all stripes. It was sabotage by crowd-sourcing.

Except the infiltrators weren't Islamic militants at all. Behind the smokescreen was a group of hackers with ties to
the Russian government, according to three people familiar with the Paolish investigation. The incident was viewed by
Polish investigators as a stark warning to the country, a member of the North Atlantic Treaty Organization intent on
driving a strong alliance response to Russia's moves in eastern Ukraine.

The attack on the exchange, which said in a statement to Bloomberg News that the trading platform wasn't affected,
has prompted the Polish government to begin an upgrade of computer systems in government offices, the financial
sector and hospitals, said one of the people.

As in other domains, Russians acting directly for the government or with its approval are testing the boundaries of
the cyberbattlefield, according to an assessment by U.S. intelligence agencies. The attacks are often called state
sponsored by security companies working to arrest the damage, though it is difficult to ascertain which ones might
have been done by intelligence agencies and which ones by criminals with access to sophisticated tools hoping to
curry government favor.

"They have let loose the hounds.” said Tom Kellermann, chief security officer at Trend Micro, a Tokyo-based
security firm.
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Dmitry Peskov, a spokesman for the Kremlin, rejected suggestions that Russia is behind the attacks. "These are
absolutely unsubstantiated allegations, which are often absurd,” he said. "We also have been the targets of attacks,
which again shows that everyone can just as easily be subject to such attacks. International cooperation is required
to expose and deal with these threats. But unfortunately, we don't always see a constructive approach on this issue
from our partners.”

Possible Miscalculations

Russia is called America's biggest cyberthreat by U.S. Director of National Intelligence James Clapper, and it
appears more willing than ever to push up against U.S. doctrine, which holds that destructive hacking attacks could
be considered acts of war. So far, the U.S. has not made any public response to the suspected acts.

Cyberspace is a messy arena for fighting. Miscalculations, even by skilled operators, are common, fueling concerns
about what could happen to essential infrastructure. And Russia is one of the few nations that intelligence officials
say can successfully mask its identity in cyberspace, even from the U.S. National Security Agency.

The attacks, though, are mounting, leaving officials looking for ways to redraw lines that have already shifted
significantly over the last 18 months.

Raising alarms in Europe, Russian hackers damaged a blast furnace early last year at a plant in Germany owned
by ThyssenKrupp AG, the country's biggest steelmaker, according to four people familiar with the attack. In that
case, malware found in the system had previously been tied to Russian espionage activity, but U.S. intelligence
agencies have not linked the incident directly to the Russian government, said one person familiar with the matter.

Kilian Roetzer, a spokesman for ThyssenKrupp,. denied any such attack occurred, as has every other company
operating a blast furnace in Germany. A furnace attack was disclosed by the German government last year without
naming any company or perpetrator.

In April, the same group that last year attacked the Warsaw stock exchange hit the operations of TV5Monde,
according to security firms tracking the incidents. The attack shut down the major French television network on April
8 and 9, and restoring the system fully will cost of 15 million euros ($17 million), its executives estimate.

Essential Infrastructure

Russian hackers have stepped up surveillance of power grids and energy supply networks in the U.S., Europe and
Canada. a provocative move given government sensitivity to tampering with essential infrastructure for millions of
people, according to two people familiar with that activity.

U.S. authorities who spoke on condition of anonymity interpret it as a warning. "Russia is exceptionally skilled,”
said Mike Buratowski, vice president of cybersecurity services for Fidelis Cybersecurity. "If you see them,
chances are it's a decision: Russia is OK with you seeing them, or wants you to see them.”

Russian President Vladimir Putin has continued to pour money and manpower into the country's hacking forces
since returning to the presidency in 2012, according to U.S. officials. "While | can't go into detail here, the Russian
cyberthreat is more severe than we had previously assessed."” Clapper told a congressional committee in February.
As economic sanctions have punished Russia for its aggression in Ukraine, the Russian leader has used a
combination of regular and irregular cyberforces that are now jockeying for resources and accolades from Moscow,
according to Jason Lewis, a former network exploitation specialist with the U.S. Defense Department.

"They're being successful. If you're doing something that's working, you're going to keep doing it," said Lewis, now
chief collection and intelligence officer for LookingGlass Cyber Solutions Inc., based in Arlington, Virginia.

Hits by Russian hackers on the e-mail systems of the White House and the State Department were disclosed
earlier this year, but they represent only a fraction of the overall activity, according to government and private
security specialists.

The same group that breached the Warsaw exchange and the French TV station recently penetrated the e-mail
system of the U.S. House of Representatives, giving Russia access to the communications of lawmakers,
according to a person familiar with that investigation. Dan Weiser, a House spokesman, declined to comment, citing
a general policy not to discuss information security systems.

And in July and August, U.S. government agencies were bombarded with poisoned e-mails loaded with malware
sent by two different Russian hacking groups. Trend Micro's Kellermann said one of those waves targeted 2,000
senior officials, including at least one member of President Barack Obama's cabinet, as well as the personal e-mail
accounts of their spouses.

Another person familiar with the e-mails said the attacks were certain to be detected because of their profusion and
the high ranks of the targets, but that did not make them totally unsuccessful. Investigators from the NSA and
Department of Homeland Security spent hundreds of hours trying to contain the impact, hacking into servers
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The NSA and DHS declined to comment on the incidents or on Russia’s possible cyber-activities.

Sophisticated Hackers

Putin enjoys some significant advantages over his adversaries in cyberspace. Russia is home to the most
sophisticated collection of cybercriminals anywhere in the world, and the government maintains close relationships
with many of them, according to assessments by the Federal Bureau of Investigation and U.S. intelligence agencies.
Trend Micro says the group that attacked the Warsaw exchange — nicknamed variously by cybersecurity
companies as APT 28, Fancy Bear or Pawn Storm - is most likely staffed by a loose confederation of the country's
best criminal hackers. In some instances, they have better skills than the hackers employed by the Russian
government, and they have become more motivated after events in Ukraine to help the government, Kellermann said.
“These guys have been untouchable for years and now they are coming back to the stable to pay homage,"
Kellermann said.

Warsaw exchange officials said the damage was limited. "The trading system of Warsaw Stock Exchange itself and
data concerning the trading system were not jeopardized,” Justyna Rachanska. an exchange spokeswoman. said in
a statement. The breached systems, she said, included an investment simulator and a Web portal for managing the
exchange's upgrade to a new trading system.

The stock exchange's web site was forced to shut down for about two hours, according to one of the people, and the
hackers gained deep intelligence about the exchange's technology road map.

Poland's Internal Security Agency said information about the incident is classified and declined to comment.

Some private security experts say that APT 28 could be a specialized unit of the FSB, the Russian state
security agency. The group has been linked to hacks of Putin's domestic opponents, including the rock group
Pussy Riot, and counter-terrorism missions, tasks that would be natural for Russia's main intelligence agency.

APT 28 is using more than run-of-the-mill crimeware. A confidential analysis prepared by Google Inc. of one of the
group’s tools, known as X-Agent, described it as an extremely sophisticated version of a remote access tool. or
RAT, that uses encryption and other techniques on par with U.S. hacking software.

Google Analysis

Bloomberg News obtained a copy of Google's 41-page analysis. which shows how X-Agent users can swap in
various modules for most any conceivable mission, much like the RATs used by the NSA's elite teams, according
to a person familiar with that software.

The APT 28 group was also behind an attack last year on the New York Times, starting when hackers took over the
personal e-mail account of a Washington-based national security reporter and then targeted more than 50 other staff
members, according to two people familiar with the investigation. The hackers failed to get into the paper's primary
network, one of the people said. A spokeswoman for the company declined to comment on the incident.

A different group of Russian hackers hit the White House and State Department in incidents disclosed over the last
year. That group is called APT 29 by cybersecurity company FireEye and called TEMP.Monkeys by ISight
Partners, a cyber-intelligence company that works closely with the federal government. The name refers to monkey
videos used in "spear-phishing” e-mails designed to get White House staffers to click on them.

"APT 29 employs some of the most sophisticated techniques we've seen.” said Laura Galante, the director of
FireEye's intelligence team that specializes in state-sponsored espionage.

“The fact that we're talking in detail about different Russian groups is pretty remarkable,” Galante said. "China has
always had lots of groups with distinct behaviors and victim types; we're now starting to understand Russian groups
in a similar fashion. The uptick in activity over the last few years, especially since Ukraine, has provided us with
more data points about potentially state-sponsored groups.”

Assessing Motives

U.S. and European intelligence agencies have struggled in recent months to assess what they see as Russia's
newly bellicose behavior in cyberspace.

Intelligence specialists say the hit on TV5Monde may have been a veiled anti-terrorism operation. Like the Warsaw
intruders, the hackers claimed to be Islamic militants, the CyberCaliphate, and may have sought to identify other
hackers who are actually sympathetic to that cause.

Over the last 18 months, Russian actors have increased the surveillance of electrical grids and pipeline networks
throughout North America and Europe, gathering information on critical systems that could be used to launch
devastating digital attacks. according to government alerts and cybersecurity firms. The deployed malware, known

e Havnswr wsima alan faiimd tm tha dammnaad Carannn hlaat firnnnas nnnardine ta mannla fammiliae ath tha adanl aadll

Document ID: 0.7.17531.5354 20180618-0002152



Obtained via FOIA by Judicial Watch, Inc.

dd TdveA, WdD diSU TUUNU 1T UIE Udifidyeu 'Seiindl uidst iuidue, duLuiuiny o peupie idiimndn with uie sieet mnn
investigation.

Physical Destruction

The steel mill attack was a rare example of computers being used to cause physical destruction, carrying strong
political overtones for the German government.

The hackers hijacked a computer that controlled the blast furnace, inserting malware that caused the machine to
overheat and melt down, according to three people familiar with the incident and Germany's Federal Office for
Information Security, or BSI, which disclosed the attack in November 2014 without linking it to Russia. The result
was "massive damage.” according to the BSI report.

Security specialists initially speculated the damage might have been an accident by hackers trying to gather data
on how the mill operates, but details have since emerged that point to intentional destruction.

Sometime in late 2013 or early 2014, the hackers began by penetrating the mill's office computers with spear-
phishing e-mails and social-engineering tricks against employees, according to a private-security specialist briefed
on the attack. Then they found and tunneled through a trusted network connection that led to the factory floor.
Finally, they broke into the digital controls for the blast furnace, tampering with a system of temperature sensors
and motors that controlled gas flow. They remotely disabled the furnace’s ability to shut down. The entire process
took weeks.

Digital traces left in the system immediately pointed back to Russia, but not conclusively to the government itself,
according to a U.S. intelligence assessment, as explained by a person familiar with that analysis.

The attack more than a year later of TV5Monde suggests such events will continue unless the U.S. and others can
develop an effective response, said John Hultquist, head of cyber-espionage threat intelligence at I1Sight Partners.
“To anyone looking for signs that things are getting a lot worse, there are plenty of them out there.” Hultquist
said. "Everyone seems a lot less timid about using methods other than just intelligence collection now. They are
simply more aggressive and less restrained.”

——D0riginal Message-—-

From: Nellie Ohr[DIGHIIIIEG
L8 (b) (6) Nellie Email . bruce.g.ohr <bruce.g.ohr@usdoj.gov=

Sent: Tue, Oct 13, 2015 3:37 pm
Subject: Re: Kremlin's ties to Russian cyber gangs sow US concerns | TheHill-MORE

How Russian Hackers Stole the Nasdaq. 17 July 2014, http:/fwww businessweek com/printer/articles/213656-
how-russian-hackers-stole-the-nasdaq

This Bloomberg report appearing on the same day as the MH-17 shootdown over Ukraine describes the investigation
of a 2010 intrusion into the NASDAQ computer system, one [apparently] designed to damage rather than just to
snoop on a system.

_________ “After months of work, there were still basic disagreements in different parts of government over who was
behind the incident and why. “We've seen a nation-state gain access to at least one of our stock exchanges. I'll put
it that way, and it's not crystal clear what their final objective is.” says House Intelligence Committee Chairman Mike
Rogers, a Republican from Michigan, who agreed to talk about the incident only in general terms because the
details remain classified.. ..

The U.S. Secret Senvice pushed to be the lead investigative agency. Its representatives noted that they had already
gone to Nasdag months earlier with evidence that a group of alleged Russian cybercriminals, led by a St.
Petersburg man named Aleksandr Kalinin, had hacked the company and that the two events might be related. The
Secret Service lost the argument and sat the investigation out....

The NSA had seen a version before, designed and built by the Federal Security Service of the Russian Federation
(FSB), that country's main spy agency. And it was more than spyware: Although the tool could be used to steal
data, it also had a function designed to create widespread disruption within a computer network. The NSA believed it
might be capable of wiping out the entire exchange....

The team was surprised at how vulnerable a sophisticated operation such as Nasdaq could be. ..

Agents found the tracks of several different groups operating freely, some of which may have been in the exchange's
networks for years, including criminal hackers and Chinese cyberspies. Basic records of the daily activity occurring
on the company's semvers, which would have helped investigators trace the hackers' movements, were almost
nonexistent. Investiaators also discovered that the website run bv One Libertv Plaza's buildina manacement
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company had been laced with a Russian-made exploit kit known as Blackhole, infecting tenants who visited the
page to pay bills or do other maintenance.....

The agents figured the hackers first broke into Nasdaq's computers at least three months before they were
detected. but that was just a guess. There were indications that a large cache of data was stolen, though proof was
scarce, and it was hard to see what was spirited out._....

As investigators began examining data on other hacks of government and military computers, there was evidence
that the Russians' malware was being used by a sophisticated Chinese cyberspy also known to have a thriving
criminal business on the side.....

The Asia connection didn't pan out. Investigators turned back to Russia as the most likely suspect but kept
stumbling over questions of motive......

The CIA began to focus on the relationships between Russia’s intelligence agencies and organized crime.
Someone in the FSB could have been running a for-profit operation on the side, or perhaps sold or gave
the malware to a criminal hacking group. More analysis on the malware showed that its capabilities were less
destructive than earlier believed. It couldn't destroy computers like a wiper virus, but it could take over certain
functions in order to cause a network disruption.....

The bureau's agents noticed that the hackers appeared to focus their attention on 13 servers containing Nasdaq's
most critical technology.....

By mid-2011, investigators began to conclude that the Russians weren't trying to sabotage Nasdag. They wanted to
clone it.....

\Were the malware's disruptive capabilities meant to be used as a weapon or something else? If they hadn't been
interrupted, what else would they have done?"

AND | think I've already sent you the following, about Bogachev (of Gameover Zeus) running both a criminal
operation and a separate anti-Ukrainian espionage and damage operation (these are my tagging notes}):

Inside the 100m Business Club Crime Gang

http://krebsonsecurity. com/2015/08/inside-the-100m-business-club-crime-gang/

Krebs summarizes a recent report on Evgeny Bogachev and the Business Club group using the Gameover Zeus
botnet for cyberheists and espionage

"Fox-IT, a security firm based in the Netherlands that secretly gained access to a server used by one of the group's
members. That server, which was rented for use in launching cyberattacks. included chat logs between and among
the crime gang's core leaders, and helped to shed light on the inner workings of this elite group.

"Fox-IT said its access to the gang revealed documents that showed members of the group establishing phony
trading and shipping companies in the Heilongjiang province — Raohe county and another in Suifenhe — two cities
adjacent to a China-Russia border crossing just north of Vladivostok."

*__.Slavik — the architect of ZeuS and Gameover ZeuS — didn't share his entire crime machine with the other Club
members. According to Fox-IT, the malware writer converted part of the botnet that was previously used for
cyberheists into a distributed espionage system that targeted specific information from computers in several
neighboring nations, including Georgia, Turkey and Ukraine. Beginning in late fall 2013 — about the time that
conflict between Ukraine and Russia was just beginning to heat up — Slavik retooled a cyberheist botnet to serve as
purely a spying machine, and began scouring infected systems in Ukraine for specific keywords in emails and
documents that would likely only be found in classified documents, Fox-IT found.

*'Likewise, the keyword searches that Slavik used to scourt bot-infected systems in Turkey suggested the
botmaster was searching for specific files from the Turkish Ministry of Foreign Affairs or the Turkish KOM - a
specialized police unit. __“The keywords are around arms shipments and Russian mercenaries in Syria,” Sandee
said. ...

*_...According to Sandee, Slavik kept this activity hidden from his fellow Business Club members, at least some of
whom hailed from Ukraine.....

Note: User rakabaraka. a member of the Russian or Ukrainian hacker community, published photos that appear to
be Bogachev, including one of him in a sort of leopard suit holding a cat, at

https://twitter com/raka_baraka/status/629214472952000512. The image URL appears to be

https://pbs twimg com/media/CLtrOM/VgAAVNf5 png. A Google image search for this URL yielded no other
instances of that photo.

—CQOriginal Message—

From: Nellie Ohr[QIGTIIIG

To: bruce.g.ohr <bruce. g.ohr@usdoj gov>

Sent: Mon, Oct 12, 2015 9:20 am

Subiect: Fwd: Kremlin's ties to Russian cvber aanas sow US concerns | TheHill
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—COriginal Message—

From:

To: Nellie Ohr

Sent: Mon, Oct 12, 2015 8:18 am

Subject: Kremlin's ties to Russian cyber gangs sow US concemns | TheHill

concerns?utm scurce=Sailthrusutm medium=emailsutm campaign=Newi20Campaignsutm term=%225ituation}
20Report

Sent
from my iPad
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Nellie Ohr

From: Nellie Ohr

Sent: Sunday, October 18, 2015 848 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: Putin's latest money-men? Makhmudov and Bokarev

New Kremlin Kings of State Orders, Makhmudov and Bokarev, have ties with Tambov group
Gennadiy Petrov

Notes:

This article is based on June 2015 Spanish charges vs. people around Petrov. Also looks at Makhmudov/
Petrov's "lobbying™ ties in France.

Makhmudov/B okarev's companies Transmashholding, Metrovagonmash, Oktyabrskiy elektrovagonoremontnyy
zavod, Roslokomotiv got big orders from Russian Railways and the Moscow metro, squeezing out Rotenberg
from some contracts.

These 2 men also bought up assets from Timchenko to get them out from under sanctions.

According to the Spanish charges, Petrov had ties with Serdyukov, Zubkov, Bastrykin, Gref, Reyman

Separate money laundering case re: Vera Metallurgica (subsidiary of UGMK) features Makhmudov and
Mikhail Chernoy. Deri. has already testified. Butthe case does not mention Bokarev

Petrov, having been let out of Spanish prison for “medical treatment” [wasnt t to see his mother or something?],
stay ed in Russia and lives in Petersburg in the same building in Kamennyy ostrov with Vladimir Kozhin (ex
Presidential property dept chief, took alot of the Sochi construction kickbacks), Nikolay Shamalov and Viktor Myachin
(Ozero people)

Spanish police say both Petrov and Kumarin/Barsukov worked with KGB in 1980s.
Makhmudov/Bokarev’s “lobbyist” in France: Alstom’'s Martin Bouygues. (He bought 25% of
Transmashholding and Alstom built the Mistrals). They co-own The Breakers Invesment (formerly

Yakunin owned some too).

Makhmudov is a partner of the Franco-Russian Dialogue group, led by Yakunin and Thierry Mariani of the
French National Assembly, who has defended the seizure of Crimea, criticized sanctions etc.

Grigoriy Leps [Lepsviradze, the singer who's on the “Brother’s Circle” list] often sings at Bokarev's parties.

Spain handed over docs on the money laundering case, and Russia’s MVD Investigative Department
is “studying” it

http:/ /theins.ru /korrupdya /10407

[I've removed most of the photos, but kept some of their captions]

Mag us Ha roc3akase. Kak HoBble KpeM.JIeBCKHeE 0.THTaPXH CBS3aHBI C
NpecTYIHBIM MAPOM
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By The Insider @the_ins ru - On 02.07.2015
37522 npocMoOTpoOE

B mo spema xax agiozue oiuzapxu us Giuxcaliweszo oxpyxcerun Biaowmuipa Ifymuna nonaiu nod nepcoHatsiele CanryuU, € TUOepax
20C3aKA5a ORASQIUCE Hosue wuwera — Andpei borapes u Hexawnoep Maxamyoos. Haewio oW, ROXOXMCE, CMANOSAMCA HOSBLM
OREp QMO PAMU KPEMIEEC RUX denez B CAM YUOHNEIX CRUCKAX OHU do CUX NOPp He SHANAML A XOMUA WMEID M MEC HEIE C6A3U € 6AACHBI0. Hwe
POILKG € SXACKBI0 — & pacnopaicenuu The hsider onasaiocs o6suruneItHoe 3AKTI0YEHUL NO YZOROSHOMY 01y «PVCCROU MIQuUy &
Henarnuy, & x0MOPpOM HOSHIE KOPOIU S0CIARASA NPOXOOAM KAK NAPNHEPH SAASH  MAMBOECKON ZPVINUPOSKUY, UMeIOUel OGWUpHELE
csA3U § poccuticxom npasumerscmse. Cezoona The Insider nyGauryem nepsyino “acwe PacciedosQuuA, C6BANHDE0 € 3MUM Y20 I0EHELM
0&?0.‘4 SBACHAR, § HEMIauMewmaia pyccw.wuz. CRKEMOHA HQ v HRl) § poccw?cxux OPZSGHAX SAACMU U NOEIY OHQ noayHuiIa Oocngm X
KPeMICEC KM O EHEEAM.

Ko norec i Porenbepra u Tivuenxko

AHopei Bokapee nobuT qoesatbCA BO BCe Genoe — Genbiil KOcTOM, Denble KpoKoOMNoBbIe DOTWHKK, NepedenraceTca OH Ha
ponnc-poiice, pasy MeeTcA, Toke Genom. OYeBWIHO, UMEHHO TaK JOMMKEH BLIrMAQeT nofeautens — a AHOpeil Bokapes BMecTe
CO CBOMM napTHepom MickaHoepom Maxmy 40BbIM, HECOMHEHHO noGequTens 8 oBNacTK NoMy YeHWA rocy 43PCTE eHHbIX 33KA30E.
CTpyKTypbl,  OCHOBHbIMW  3KUMOHEpamMu  KOTOpbl  ABNAWTCA MickaHoep Maxmygoe W AHoped Bokapes ——
«T PAHCMALL XONOUHT», «M eTpoBaroHMatl », «OKTADPLCKUIA 3NEKTPOB ar OHOPEMOHTHBLIM 3aB 00 », «POCNOKOMOTMEB» — MOMY YN
noapAnoe Ha 130,7 munnuapaos pyonei or PA u MOCKOBCKOro METpONoONUTEHA, BNIEPBLIE NOTECHUE Apkagus Porexbepra ¢
ero 102,8 munmuapaa py Gneit 3a 2014 rog. A seab Bokapes, B oTwuMe oT PoTeHBepra, He TONLKO He XOOWN C NPe3ud eHToM B
0awH Kny 0 031000, HO AaKe U poaom He 13 MeTepOy pra, 3 U3 MocKebL

1 310 eule He Bce nobeasl. B anpene cTpyKy pel Bokapesa n Maxmymoea BuKynunu 30% B yronbHOW KoMnaHum «Konmapa y
HedmeTpeinepa «[yHBOp». MYHEOP A0 BecHbl 2014 roga npuHagnexan HebeabiagecTHOMY (MHHY MeHHaOMI0 TUMUYEHKO (el e
aaHomy apyry MytuHa no kry 6y nawono) v weeny TopdeopHy TOPHKBUCTY, Npiyem TUMYEeHKD NMpoaan CEoK om0 TOPHKBMCTY
3a AeHb A0 BCTY MNEeHUA 2&NanHLIX CAHKLA B cuny. Bnpouem, COEnKK Kynnu-Npoaaty Hayanuck el & Ao caHkumin: 8 2012 rogy
TumyeHko nponan Bokapesy ¥ Maxmyaosy 13% akuMi KOMN3HMM «TPaHCOMN», W, KaK 33ABWN WCTOYHUMK «KOMMEpCaHTa»,
MNaHWpy eTCA Pacll MPeHWe 3TOT0 COTPYAHNYECTEa.

Moyemy BAPYr OpY3bA NPe3ndeHTa CTanu yCTynare CBOW aKTMBLI U NO3WLMM B CTPYKTY pe roc3akasoe? o MHEHUIO QOHOro M3
WUCTOYHMKOB The Insider, xopow 0 3HaKOMOro ¢ GNIBKHUM Kpy ToM NPe3anaeHTa — rNaeBHoi NPUYMHOA CTanKu CaHKLMK, Nog KoTopele
nonan GnvokHWd Kpy r Bnagumupa My TMHa Nocne ¥ KpauHCKOTO KpM3NCa « TWMY EHKO BCE NMPOMCXOOALL 88 0YeHb HE HPABMTCA, W
OH CTpemuTCA M303aBNATLCA OT BCEro, YT0 eMy H3a CaMmoM [ene He NPUHaQNeXMTs — MPOKOMMEHTUPOB AN OH NpoOaky Oonu
B « yHBOp». KOrga degepansHoe KasHauencTeo CLUA NpUMHAND NepCOHanbHbIE CaHKWAW NpoTME BrvkHero kpyra MyTuHa, oHo
WCXOAWNO M3 TOro, YTO peanbHbiM DeHeduMapom X aKTMBOB ABNAETCA CaM NPe3anOeHT. TaK 370 UMK HET, HO TaK KaK CaHkumm
NepcoHanbHelg, TO Nepeaaya akTWB 0B, MO3BONALST BbIBECTW X W3-100 CaHKUMOHHLX OF PAHUYEHMIA

Ewe ogHa BaxHan OeTank — BXOMOEHWE B «OMMMHWA KPYr» MOAPAE3YMEBAET OENWKATHLIE C TOYKNA 3PEHUA BO3MOMHLK
nocnencTenid (To eCTb, CaHKLWA) 00A3aTeNbCTRA, HANPUMED, BNOKeHUA B KpbiM. AHOpei Bokapes yxke oTMETUNCA B KpbiMy: Kak
3aneun rnaea KpbiMa Cepreil AKceHos, AHGpel Boxapes noO0ep Ue aem KDLIMCKUL GhymbansHell KD « T aepusis.
MNMpocoinaetca madua. KTo cTont 3a bokapeBbim 1 Maxmyaossim

Ho nouemy wumeHHo BOKapeB, Yem OH 33CMYXAMN Takoe BHUMaHMe W gosepue? BO3MOMHO, BCe OEno B ero TanaHte U
BLIO AW WX CA CNOoCOBHOCTAX. HO BCTh W el e qoHa CTOPOHE MW3HW rocnoauHa BoKapesa, 0 KOTOPO Mbl y 3H3EM CErqaHA m3
YyronoBHoro gena

Mempoe 8 pazapeopax Hasbiean enaey CK BacmpeikuHa «Calwels U Yacmo Mok 308acs YacmHslM caMonemom «Cnagsl» —
Genymama MocOyMmel Brnaducnaea PeaHuxka

B Hayane nioHsA Vicnadckas npokyparypa nepegana B cyg o0BMHUTENBHOE 3aKMIUEHWe NO <O eny py CCKoM Maduus (MMEETCA B
pacnopsxenmun  The Insider), B pamkax paccrneqoeaduAa kotoporo B 2008 rogy Obinw NpoM3BefieHbl apecTbl Ha
Manopke «3BTOPUTETOB» eHHagwA MeTpoea u AnekcaHopa Manbiwesa. Bcero ofBuHAeMbIx 26 yenosek, a 0DBWHUTENLHOE
3AKN0YEHNe cagepuT 488 cTpaHuy Cpeau ofeMHAEMBN, NOMUMO MeTpoea M Mansiw eBa, 3HAYETCA TAKKE W MHOT00MLITHLIN
penyTat Mocaymel Bnanucnae Pesduk. Kpome Toro, maBHbIA nofo3pesaembi MenHagun MeTpoe noanepxuean, no
BEPCHM CNEACTBMA, NPAMbIE OTHOWEHHWA C AHatomuem CeparwkKoBbiM, Buktopom 3yDOKoBbiM, FepmaHom pedom,
AnekcaigpoMm BacTpbikuHbiM, fleoHnaom PedmaHom W Opyrumu GbBWWMW W OSACTBYIO U MMKM B bICOKOMOCTaBNEHHLIMM
YNHOBHMKaMKW. B YacTHOCTM, COrNacHO OOBMHMTENBLHOMY 33KNKUYeHwo, [1eTpOB B pa3roBopax Hasbiean [Mmasy
CK bacTpsiHa «Calleils W 43CTO NOMb30Banca YacTHLIM CamoneTom «Cnaebl» — aenyTtata Mocaymel Bnagucnaea Peaduka
DUrypaHTaMm [ena BMeHAeTCA Cc030aHue npectynHoro coobuiectea B MonaHuw, pgeicteywowero c© 1996 roga u
0BBUHAEMOTO CPEOM NPoUero B «yOWMACTEaX, M3GWEHMAX W yrpo3ax, TOProBNe Opy¥MEM, BbIMOTaTENbLCTEE, MOW EHHWY ECTEE,
danbCUpMKaLMM OOKYMEHTOB, TOProBne CBA3AMM C BMAWATENbHbIMKA NIOObMW, TNOOKYNe, KOoHTpabaHge, HapKoTpaduke,
MPECTy MNEHWAX NPOTME TOCY A3PCTBEHHONM K33Hbl, MOWEHHWYecKoM ODaHKpOTCTEE NpegnpuATWids. Ha 488 crpaHuuax
rnepeyncrieHbl MCNaHcKue NPeanpuATHA, WMEeBW e OTHOWEeHWe K deny, MpocnylW KW pa3roBOpoB, MPMBEOeHsl PyKOnWCHLIE
33MUCKM U CXEMbL.

[MasHOro GUrypaHTa OCHOBHOMD 0ena — MeHHaauA MNeTposa — NOQ03pe.aloT B OTMLIBAHUW 24,5 MUMNUOHOE €8P0, NONYY EHHbIX
OT HapKOTpadmKa 1 O py r’MX HE33KOHHLIX BUO0B AEATENLHOCTM.

[Mpn oBbicke y TMeTpoBa ObIMM M3BATHI ACKYMEHTHl, COoepaw e wHhopmau o0 onepaumax No OTMLIB3HWI0 OEHer yepes
KomMnanni Vera Metallurgica. GoYepHO0 CMpyKmypy Ypans kol 20pHO-Memannypeld eckol koMmanuu (YIMK). YTMK cerogHa
CUWTARTCA MaBHbIM aKkTWBOM Bokapeea W MaxmydoBa, Ho TOrga, B nepeoi nonosuHe 2000 rNaBHLIMKA BNagensuamn Beliu
Maxmygoe u [epunacka, a Bokapes Ouin nwes GeHeduuapom. iMeHHo noaTomy BOoKapesy W TyT NOK3 y O3ETCA BLIATH CY XUM
13 eodbl CriecTBMe BbLIJENWNO B OTOENbHOE MPOM3BOQCTEO OBNO MO OTMbIBAHWKD CPEOdCTB W TaM (urypupyloT u Mcxkaxoep
Maxmydoe 1Mo KIWMKE «KUMaels, W XOpOoWO W3BECTHLIA B KPUMWHANEHOM Mupe Muxaun Yeprsll, CKpbIBAKOWWIACH
o «MHTenonas 8 Mapaune, v Oner [Jepunacka (yxe OaBW WA CNeACTEMIO NOK33aHUA U PACCKA3aB W WA 0 MaduM, Kpbill €8 38 W en
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ero GuaHec), a BOT BOKapee He yNOMWHAETCA (el e OOuH Noeod xoouTh B DenocHexHoM KocTiomMe nofegurens). Bnpouem,
CMefACcTBME elll e He 3aKOHYEHO.

Marepuansl WCMAHCKOro CAEACTBMA B OTHOWEHWA Maxmypaoea Obimv nepefaHsl B POCCMI0 B pamKax MEexdyHapogHoro
CNEeACcTEEHHOr0 Nopy yeHnA B 2012 rogy. V13 0TBETa Ha 3anpoc «TpaHCnepeHck VIHTepHedwns Mil Y3Haem, uyTo CnedcTBeHHbI
penaptameHt MB NpoBOAMT e«QanbHeilwee paccnegoeaHues no ctateam 174 v 210 YK PO (neranu3auma W OTMBIE 3HWE
CPEefcTe W CO3A3HWe NPEeCTYNHOro coobu ecTea), B oTHOWeHUKU M axmy noea, [epunackt u «apyrx nuds (Gamunuo Bokapeea
OHW TAKCKE He 03BYYMBAKIT), 3 CPOKW CNEACTBMA NOCTOAHHO NPOQNEB3TCA.

Ho Kakoe oTHOWeHwe cBA3b Bokapeea u Maxmygoea c asTopureTrom MeTpoBbIM MOMET ObTb WUMETE K MOM3OaHu B YnCro
npubnu#eHHLIX? Bee npocTo — cam MNeTpoE UMEeET JonrMe U TeCHbIe CBA3N C «DNIPKHUM KRYToM».

Ihvrun u lleTpos

B 1992 rogy MeHHanwi MeTpos W AnekcaHap M ankiw ee Guinu apecToeadsl & Meteply pre 8 No 00BUHEHWIO B BLIMOTaTENLCTEE W
€030 aH NpecTynHoro cooduW eCTES, HO ObNK BLIMY LW BHEL, NOMY YMB CMEX OTEOPHLIE CPOKM 33 HOWEHWe OpyMMA, W vexanu B
Mcnanmo. Mo CBMOETENbLCTBY YNEHa ANOHCKON AKyO3a (ero MMA — KuHuum KaMmuAcy ecTe B nUTepcKoMm dene [MeTpoea-
ManblleBa, KoNuA WMEETCA B pacnopskeHud The Insider) gakruyeck MNeTpos W Manbilw e KOHTPONMMPOBaNU MyHULMNANbHOe
KaaHo «Hega-laHC», yupedgeHHoe M3pueit No agpecy KoMureta Bnagumupa My MHa (N0 3aseneHuam Bnagumupa MMy MHa,
OEHLIM 0T KA3WHO OomkHbl Bbimv NoiM «DegHbIM M0 OAM:, HO HUYErD He MONYYWNoch, NOCKOMLKY KasuHo paboTtano ¢ 4epHsIM
Hanom).

[B] Descaption: CBE7797-B5B0-42C7-8D5D-7ES04757205F_wB00_s1

Terraduti Hempos, Kuruwu Karxuacy, Arerc andp Marvues
Kak cnegyert wa 3Toro e nWTepckore gena letpoBa-Manbilesa, a Tawke akra npoeepku KPY MunpwHa ot 1996 roga,
CTpy KTy pbl MNeTpoea n Manbiwesa npu yyactim gpyra Bnagumupa MyTuHa woymeda Bnaguwmpa Kucenega (Toro camoro, 4To
He TaK [3BHO OCK3HOanuncA C nNoqcTaeHelM  OnaroteoputentHelM  GoHOoM «Pefepalnds) OpraHu3oBbiBann Tak
Haavieaemble «PecTMeany non-my 3eikns B [Meteplypre 8 1992—1994 nonyyaR $UHAHCMPOBaHME Yepe3 Kopnopauw «XX
TpecTs, @ 73, B CBOW ouepenb, — W3 Owmweta [MetepOypra. Kopnopauna oO4yeHb KPeaTMBHO WCMOMb3oeana OKIeTHble
CpEencTea, NOCTPOME OCOBHAKKM W TOCTMHULE B AMUKaHTe W Toppeskexa B MicnaHmm Hayane 90-x. VIMeHHO B ANWKAHTE yexan
MeHHanwnit Metpoe B 1996 rogy u aneck e Obina 3aperucTPUpoBE aHa «V era Metallurgicas.
B o0BuMHUTENEHOE 33KNKOYEHWE Monana npocryWwka pazrogopa mexay Cepreem Ky 3bMUHbIM U BUKTOPOM M3BPUNEHKOBEIM, B
KOTOPOM OHWM ODCYKO3KT OTenWM B ANWK3aHTE W «Oom [yTMHAa Henopaneky, & Topesbexes. Bcero yTMH yNOMWHEETCA B
00BMHUTENEHOM 33KTTIOY EHIM TP Pa3a.
B HacToAu ee BpemA MeHHagui MeTpoe, KOTOPOTO WCM3HCKWe BNAcTH OTYCTUAM M3-N00 apecra «Ha NeyeHnes HeCcKONbKo neT
Ha3ag, HagedAcb, 4YTO OH BEPHETCA, MPOKWE3ET B 3nuTHOM aome Ha KameHHom octpoee B [etepOypre. 3Oeck ke
pacnonaralTcA, HanpumMep, KBapmpbl 3KC-TNAaBbl ynpasoenamu npeawneHta Bnadumupa Kowuda Hukonas Wasmanoea U
Bukmopa Mayuxa (003 — uneHwl Koonepatea «03epos) Ha MMA ero cbiHa AHTOHA [NeTpoBa 33perncTPMpOB aHbl O eCATKA
KOMNaHMA. KaK 0B OpAT 3KCNEPTLl N0 NMUTEPCKOMY KPMMUHANY, QakTuyeckn 3To OM3HEC ero OTUa, KOTOpbId BCe el e RBNAETCA
KPYNHLIM UTPOKOM B COBpemeHHoM Metepdypre.

@ Descnption: trest_1
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Joxra KarernoM ocmpose, & xomopoy [lenpos e usem s Mecme ¢ wienavu koonepanusa « Osepos
Mo CNOBaM TEX 3Ke IKCMEPTOB MO KpUMKMHANY, MeHHan i MeTpoB AKoOLl 33HAN «NPaBUMLHY 10 NO3MUMID» B NOLOEpM¥Ke BNacTeil B
OTMMYNE OT «TaMOOBCKOro» aBTopuTeTa Bnagummnpa KymMapuHa, KOTOpbIil 3aHAN «HEenoCnenoB aTensHYo Noauuios U NoaTomy
OTMP3BWICA B TIOPbMY. 3TM CNOB3 MOATBEPHOAIOTCA O3HHLIMW W3 O0BMHWTENBHOTD 33aKTIOYEeHWA, e 33PMKCUPOoBaHa
npocny WKa pa3roeopa MNetposa ¢ NleoHngom XpuctodopoBbiv oT aerycta 2007 roga
w26 aszycma 2007 a0da (s 15:25:42 wacos) & paszosope meocdy Jleormdond. Xpucmo @oposumu lennaouem ITempossia nociednul
osopum o mox wno Heopr coobun exy, wno Kysapun-bapcykos 6ul1 apecmosan no yasawwo yapa (xax noiazaem Henaweras
NOUYUA pes Moxcem uomu o Baadurupe ymures.
BbBWEMY pyKoBoguTeni «MeTeplyprckoil TOMMMBHOM KomnaHwt: KyMapuHy (OH Xe «HoYHOW ryBepHarop Meteply pras),
HaxoaAw ey cA nog cTpasxeit ¢ 2007 rana, B Poccuu NpedbABNAKT BCE HOBLIE W HOBbIe 0OBMHEHWH, BNMOTe A0 yOMIACTEA
annHLl CTapoBOMTOR 0.
MNpumeuatensHo, Yyto 1 Ky mapuHa, u MeTpoea MCTOYHMKW UCM3HCKOr0 NPaBocy AWA HasbiB 0T MIOABMK, COTPYOHWY3BW UMK C
KIe ¢ koHUa 80-x rogoe.
Ik vefiepn Kpevuast 3a pySex om
YronogHoe geno 8 VicnaHmt He mewaer VickaHopy Maxmyooey w AHgpew Bokapesy BbICTpaueate noGOWCTCKME CBR3W BO
DpaHun. Vix rMaeHslid NapTHep B 3TON CTpaHe — dpaHLy 3CKi Munnuapdep w enaneney Alstom Mapmex Syue, kynuewul 25%
aKuul « TpaHCM aWxanduHeas. VIMeHHo Ha BepdiAx Alstom cTpoMnMch 3nonony YHble <M UCTpanis, KOTOPLIE HUK3K He OONNbBYT
0o Poccum.
Opyroi obuuin GuaHec Bywra ¢ Bokapeseim-M axmyaoesim — Kopnopauwa The Breakers Invesment. YeTeepTs akumit 310N
KOMMaHun npuHannexat taicke PKO, HO HAKyHWH (eule oOWH YneH koonepatuBa «038po») MNaHWpyYeT nMpogars ux Bywury,
noeens ero gon oo 50%.
PoccnA He eOMHCTBEHHEA CTPaHa, C KOTopoil Bywury HpaswrcA pafoTare. OH TalkoKe 33HUMAeTCH NPaKTUUECKU MOHOMONbHbIM
CTROMTENLCTBOM B Ty PKMEHWCTaHE, e KOMNaHWA B O3Bena [B opew Ty prveH-0all 1.
Mapmen Byuz, z1asrmlii comsrux ITymuna u »y pruen-fauu so Sparyun
Ewe ogHa BaKHAA OeTans. Mckadgep Maxmygqoe ABMAETCA MNApTHEPOM accoumauw <O paHko-PoccHiCKWA  OuWanors,
BO3rN3BNAEMON Bradum UpoM SKyHUHBIM U GenymamoM HatuoxansHol Accambneu Teepu MapeaHU. 33 NOCNEHWI rog oHa
CTana u3gecTHa Tem, YTO OpraHu3oeana noGOMCTCKMe noe3dw (paHuy3ckux genyTatoe B Mockey W HaoBopor. Tak, oHa
opraHn3oeana emaut Cepred HapbllKWH3, TEOPETMUECKW HaX QOAWLerocA Nog CaHkumAMM, B [1apitk HeCKONbKO MeCAUEB
Ha3an. Ha 3akpbmoil BCTpeye © OenyTaramu HauuosanbHoW Accambnen u dpaHLy 3ckiMi GM3HeCMeHaMK (3anMuck BCTPeun
uMmeeTcA y The Insider) HapbllWKuH NOCETOB AN, YTO CAHKUMM ABMAKOTCA «HE33KOHHBIMW, NMOCKOMBLKY HET peleHnA CyQas, «HeT
pewedna OOH», W NpusbiBan (PaHUYy3CKX OEnyTaroB MOMOYb WX OTMEHUTL. «[TOOOepHKaTh HAWMWX POCCHICKMX Opy3eid B
HEnpoCToN nepuons Ha Metepdy prokuit 3 KOHOMWYECKU Gopy M HEOEBHO Che3ann Teepy MapeaHn. OH M3BeCTeH 33ABNeHUAMM
BO ©paHn 0 Tom, 4To POCCHA MMeET NpaBa Ha Kpbim W 0 HeolX OMUMOCTH Pa3BnBaTL COTPY AHWYECTBO C POCCUE HECMOTPA
HW H3 yTOo. Bnpouyem, TaKMe 33ABNEHWA OenaeT He ToNbKe MapeAHW, HO W HeKoTopble (paHLy 3CKMe WHTENNeKTy ankl, paHee
omotedoeaewiue ¢ Jeounackol B ceoe spema [epunacke Obino 0TKa3aHo 8 npoeegedm IPO Pycana B lloHAoHe, U TOrAa oH
ycnewHo caenan 31o B MNapicke, NpoBenA cepuio NoGGMCTCKAX BCTpey.
Baaousup Frxyrur nosoaaem borxapesy - Maciy 00y He MOILED € 2003aKASAMU, HO U € 30 66 Up 06 e M XPeMILSCKUX UKMEPECOS 60
Sparyuu
Tak coenano, 4to W B 3Toit noGBucTckol OeATensHocTM Bokapes M Maxmy Q0B CTanu NpeemMHUKamMu MeHHaouA TUMUYEHKD, B
2011 roga u3bpaHHOro rnNaeoi «3KOHOMWY ECKOTO COBETA POCCUICKNX W DPaHLY 3CKMX NPeanpuATUit:, © Tem YTobbl < Ny YW aTs
ok Poccun B0 @paHumis. Ewe 00 NPUHATMA CAHKUMA CTABWWA K3BanepomM OpPAeHa MNOYETHOrO MErMoHa TUMUEHKO
cofpancA BLICTYNUTE nepen (paHUy3ckoil o0W eCTEEHHOCTLIO, HO B NOCNEOHWIT MOMEHT COCNancd Ha 3aHATocTe. Mocne
NPWHATMA CAHKLUWIA CTano OYEeBMOHO, YTO TMMYEHKO PeW W MOMEHbIUE «CBETMTECA» BO ®paHLM, BO BCAKOM CMyyae, ero
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A0B 0KATLl OCTAHOBWIW YCUMKA MO NoQaye WCKOE MPpoTME KpUTUUYECKMX nyGnMKaui eo gpaHuyackon npecce. Mimumk Poccm C
nomoul b0 TUMUSHKO YNy4YWWTe HE yOanock, HoO Kpemns He oTyauBaeTcA. HaigeHbl HOBbIE sWMWIKMENKEDbls, Hanpumep,
Max My qoe.
YT0 e KAaCcaeTcA MepCrneKkTMB YronmoBHOro gena B VIcnaHuM, noka He MOHATHO, KOro MMEeHHO yOacTcA ocyguts. Tak, Madno
MyHeOC B pasrosope C The Insider ebipasun comMHeHue, uyto 0e3 NpoBefeHWA paccnenqoeaHuA B Poccun B03MIKHO
NPUBNEYEHUE K OTB ETCTE EHHOCTH MMaBHbIX OSACTBYIOW MX MWL, CPedyn KoTopeX — W MaxmMyOos no KWYKe «kiTaels. M yx Tem
Gonee ManoeepoATHO, YTO B YMCME OCY ¥ EHHLI OKEKETCA er0 BepHLIN Opy:KeHocel, Henobegumell AHOpeit Bokapes. Hogble
POCCWIACKME OMUrapxy, MOTECHWBLW e PoTeHTeHGepra U TUMYEHKO W CTaBWWE MaBHLIMW ONepartopamyu pOCCWACKWX O eHer 3a
py Oexom, uyBCTBYIOT CefA npekpacHo. BbipaXanAck CMOBaMW 33BCErgartad OOKapeBCKMX [OMall HUX BeyepuHoK [pueopus
Jlenca, «Moé HeBo — CuHee, B anmasax, YT0-To MHE MO XMN3HU NPUHECEeTs,

Anacmacua Kup urerro
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